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Abstract

Wireless Sensor Networks have evolved over the years and gained remarkable attention due to
its widespread applications in various domains. A more recent version of Wireless Sensor Net-
works is the Internet of Things, expected to play a major role in smart cities applications, such
as healthcare, waste management, air and water quality, noise monitoring, smart grids, home au-
tomation and traffic congestion. IoT network involves sensors with constrained memory, limited
processing and power capabilities, thus characterizing it as a Low Power and Lossy Network.
One crucial aspect of LLNs is the design of routing protocol, improvisations of which could
lead to better outcomes and Quality of Service. The IETF ROLL proposed the IPv6 Routing
Protocol for LLNs (RPL) as routing standard for these networks. In RPL, the network forma-
tion is governed by an Objective function that specifies a set of metrics or constraints which
can be used as criteria for best parent and path selection, ensuring a faster route to the desti-
nation. The standard RPL use Objective functions which use a single metric for routing and
are thus limited and inefficient. In this thesis, we have proposed three routing strategies for
RPL, which incorporate multiple metrics for holistic routing and apply the techniques of fuzzy
logic, neural networks and machine learning to improve network performance. Four routing
metrics, namely Residual Energy, Expected Number of Transmissions (ETX), Delay and Hop
Count are selected to overcome the limitation of single metric-based routing of standard RPL.
Initially, an Objective Function OF-FZ is proposed, which applies Fuzzy Logic technique to
compute the quality of each candidate neighbor node by evaluating the four routing metrics.
The computed quality score is used as a single decision metric to select best parent and route
from available options. Secondly, a Multi-layer Feed Forward Artificial Neural Network is de-
signed to compute the best parent and optimal route. This version is termed ANN-RPL. Finally,
RPL-ML(Random Forest) and RPL-ML(KNN) are proposed which apply the Random Forest
and K-Nearest Neighbour Machine learning regression techniques respectively to select best
route. Performance evaluation and deep dive of RPL-ML(Random Forest), RPL-ML(KNN),
OF-FZ and ANN-RPL is done in two configurations: network scalability and increasing packet
transmission rates using Contiki-2.7 Operating System and COOJA network simulator. OF-FZ,
ANN-RPL, RPL-ML(KNN) and RPL-ML(Random Forest) give remarkable performance im-
provisations in terms of Average Power consumption, Packet Delivery Ratio, Latency and Con-
trol Overhead over standard RPL. The improvement achieved with RPL-ML(Random Forest)
for power consumption is 16%, packet delivery ratio is 9%, latency is 25% and control over-
head to the tune of 47% as compared to standard RPL. The objective function RPL-ML(Random
Forest), which utilizes the Random Forest regression technique, gives superior performance as

compared to the K-Nearest neighbour, Fuzzy and ANN based approaches.
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Chapter 1

Introduction

1.1 Preamble

In the past decade there has been significant progress in sensor technology, embedded proces-
sors and wireless communications. This had led to rapid advancement in the Wireless Sensor
Networks domain. The sensors convert environmental phenomenon into electrical signals and
transmit them to other sensors. By deploying WSN, temperature and humidity in rooms can be
monitored, home appliances can be remotely controlled using automation in smart buildings,
electricity and water billing meters can be read automatically, health of senior citizens can be
remotely supervised, Traffic on roads can be monitored and smart parking can be enabled in
smart cities, water quality and pipeline damage or leakage can be monitored in smart distribu-
tion networks. Apart from these applications in smart cities, WSN can also be used in military
surveillance, industrial automation, weather monitoring and Logistics [1].

A more recent and popular evolution of WSN for smart cities is the Internet of Things and
it is predicted that by 2025 there will be more than 27 billion IoT connections globally. IoT
is a giant communications network connecting billions of devices like smart phones, wearable
devices, sensors, actuators and home appliances over the Internet [2] . It aims to revolutionize
the quality of human life by manifesting a plethora of applications in various domains

A sensor in 0T is a compact device that uses a microcontroller with limited computing abil-
ity such as the MSP430 with memory storage in range 64 KB to 256-KB and is battery powered
[3]. Unlike conventional networks, the traffic in these networks can be point-to point, point to
multipoint or multi-point to point. The communication network also has several drawbacks like
instability, low data rates, high packet loss, limited transmission range, frame size limitation and

dynamically varying network topology. Besides these aspects, the links connecting the devices



can use a variety of technologies like Bluetooth, Low power WIFI and wired PLC. Another
aspect to be considered is that in large scale deployments, network can scale to thousands of
nodes. Due to these innumerable constraints on devices and underlying communication tech-
nology, IoT network is characterized as a Low Power and Lossy Network (LLN).

In any network, the Routing protocol decides the routes and forwarding of data from nodes
to the sink. A node has option of multiple routes to reach the sink. The key challenge is select-
ing the best route from the available choices to ensure optimal utilization of nodes resources.
As the choice of route taken largely affects the network lifetime, design of an efficient Routing
protocol for LLNs becomes a very challenging task. One major achievement by the Internet
Engineering Task Force is the 6LoWPAN specification, which specifies how to carry IPv6 data-
grams over LLNs. To devise a Routing solution for LLNs, the IETF constituted the Routing
over Low Power and Lossy Networks (ROLL) working group and assigned them the task. The
working group evaluated the existing routing protocols of WSNs like AODV, DSR, OSPF and
OLSR. They realized that these are inefficient for LLNs with regards to power, latency, overhead
and reliability. Eventually, the IETF ROLL working group proposed the IPv6 routing protocol
for LLNs (RPL) as a routing solution [4]. RPL provides IPv6 connectivity to battery operated
wireless embedded devices which uses low power radio to communicate. Traditionally, rout-
ing protocols like Collection Tree Protocol (CTP) and Hydro were designed for wireless sensor
networks. Collection Tree Protocol [5] is a distance vector protocol and uses the ETX metric
for selecting the best route during transferring data from one or more sensors to one or more
root nodes. RPL builds upon Collection Tree Protocol (CTP) used in the WSN domain, but is
re-designed and extended to incorporate [IPv6. Over a period RPL has attained maturity and is
standardized as the routing protocol for LLNs. The IP-stack of many operating systems such
as Contiki OS, TinyOS, T-Kernel, EyeOS, LiteOS and RIOT includes RPL as standard routing
protocol [6]. Over the years, several researchers have evaluated RPL performance and high-
lighted certain limitations thus giving scope for further improvisations.

In this thesis, we propose three routing strategies for the RPL protocol, designed using
techniques of Fuzzy Logic, Artificial Neural Networks and Machine learning to overcome the
limitation of single metric based routing in standard RPL. We evaluate the performance of the
three proposed RPL implementations in terms of Power Consumption, Packet Delivery Ratio,

Latency and Control Traffic Overhead.



1.2 Research Motivation

The network in IoT comprises of sensors that have constraints in power, computing ability and
storage capacity The deployment environment is noisy and the links which connect the nodes
support low data rates and have comparatively lower packet delivery ratios. The nodes are re-
sponsible for routing the packets of other nodes in the network in addition to forwarding data
of their own. If the routing decisions are not intelligent, then it will lead to more number of re-
transmissions thus depleting the nodes of resources and in turn reducing the network lifetime.
As revealed by several studies, the conventional routing protocols designed for WSN, ADHOC
networks and MANET’s were found to be unsuitable to adapt to the lossy and dynamic nature
of these networks. Hence, design of Routing protocol for such networks posed a challenge to
researchers. After rigorous exercise, The Internet Engineering Task Force (IETF) ROLL work-
ing group proposed the IPV6- Routing Protocol for Low power and Lossy Network (RPL) as a
de-facto routing standard for these networks.

Although RPL was able to resolve major issues there were still certain limitations that
needed addressing. For instance, standard RPL makes the routing decision considering a single
metric which leads to the selection of non-optimal paths and thus reduces network lifetime. RPL
also suffers from unbalanced load distribution between parent nodes and has slow convergence.

These shortcomings give scope to improve RPL further and have driven us to design an
efficient solution with higher Quality of Service. In this thesis, we have addressed the issue
of single metric-based routing in RPL. It is seen that selecting a route by taking only a single
factor such as Hop count into consideration leads to poor choices. It can lead to certain nodes
and routes being repeatedly selected, thus depleting them rapidly of energy and reducing the
overall network lifetime. We devised a solution that utilizes four metrics in making the routing
decision. The metrics chosen are Residual Energy, Hop Count, ETX and Delay. The challenge
faced was in formulating a multi criteria decision making computation technique to determine
the best route. Taking into account the resource constraints faced by nodes, this technique had
to be accurate but not computation extensive. This ruled out the conventional hard computing
methods. Artificial Intelligence and Soft Computing has drawn focus over the past few years
and gained popularity in solving issues in various application domains. In this research, we have
focused on these techniques and their application in augmenting the RPL protocol. The novel
versions of RPL protocol proposed in this thesis are designed with an aim to provide better

Quality of Service than existing solutions.



1.3 Research Objectives

The main aim of this research is to design a routing strategy that overcomes the single metric-
based routing limitation of existing standard RPL protocol. It is modeled as a multi-constrained
optimal path problem, where best route decision is based on multiple routing metrics and Soft
Computing techniques are employed to determine the optimal route toward the sink node. The

objectives of this research are:

1. Apply the technique of Fuzzy Logic to design a routing strategy for RPL that selects the
best route based on three (ETX, residual energy and delay) and four routing metrics (ETX,

residual energy, delay and hop count).

2. Design arouting strategy for RPL that applies a Multilayer Feed Forward Artificial Neural

Network.

3. Apply the Random Forest and K-Nearest Neighbor regression techniques of Machine
Learning to take the best route decision by evaluating the four metrics. Analyze the per-

formance of the three approaches.

1.4 Organisation of the thesis

The thesis report is organised in the form of eight chapters. The first chapter introduces the
research topic and presents the aims and objectives of the research. The second chapter pro-
vides an overview of the RPL protocol. The need of RPL protocol, its working and the various
metrics which can be utilized during routing are discussed. The open issues in RPL protocol
are listed. This chapter also includes the detailed literature review in all the concerned areas
of research. Chapter three describes the simulation setup. The metrics chosen in design, the
Operating system, simulation parameters and the performance parameters to be measured are
described in this chapter. The chapter four presents the detailed design process of novel Ob-
jective Function using fuzzy logic approach. The design of two stage fuzzy inference system
to perform multi criteria decision making is described. The performance analysis of this novel
fuzzy based RPL version is presented by comparing it with the existing standard RPL. The sim-
ulations are carried out by varying node density from 30 to 100 and packet transmission rates
from 1 to 10 packets per minute. Chapter five details the design steps of novel Artificial Neural
network based RPL version and the process of incorporating it into the Contiki OS. Chapter

six presents the machine learning regression techniques of Random Forest, K-Nearest Neighbor



and Linear regression and their applicability in improvising the RPL protocol. The performance
results of novel ML based RPL version are presented. We present the Performance Compari-
son of the proposed three novel versions in chapter seven with regard to power consumption,
latency, packet delivery ratio and control overhead. The research contributions, conclusions and

future research directions are presented in chapter eight.



Chapter 2

Literature Review

2.1 Introduction

The Wireless Sensor Networks have created new opportunities across the spectrum of human
endeavors, including health care, forest fire tracking, monitoring and control of environmental
systems, engineering design and manufacturing, battlefield surveillance, disaster management,
and critical infrastructure protection [7]. The deployment of sensors in a WSN depends on the
nature of the application. Once deployed, sensor nodes self-organize into an autonomous wire-
less ad-hoc network, which requires very little or no maintenance [8],[9]. Sensor nodes then
collaborate to carry out the tasks of the application for which they are deployed. Despite the
disparity in the objectives of sensor applications, the main task of wireless sensor nodes is to
sense and collect data from a target domain, process the data, and transmit the information back
to specific sites where the underlying application resides [10]. Achieving this task efficiently
requires the development of an energy-efficient routing protocol to set up paths between sen-
sor nodes and the data sink. The path selection must be such that the lifetime of the network is
maximized. The characteristics of the environment within which sensor nodes typically operate,
coupled with severe resource and energy limitations, make the routing problem very challeng-
ing.

A more recent evolution of WSN are Low power and Lossy Networks(LLN) which are the dom-
inant wireless networks comprising the Internet of Things and find applications in smart cities
[11]. The devising of a routing protocol for LLNs is especially a challenging task owing to the
lossy and constrained nature of such networks. The Internet Engineering Task Force constituted
the Routing over Low Power and Lossy Networks (ROLL) working group and assigned them

the task of devising a Routing solution for LLNs. The working group evaluated the existing



routing protocols of Ad-HOC networks like AODV, DSR, OSPF and OLSR. They realized that
these are inefficient for LLNs with regard to power, latency, overhead and reliability. Eventually,
the IETF ROLL working group proposed the IPv6 routing protocol for LLNs (RPL) as a routing
solution [4].The RPL protocol was proposed in 2012 as RFC 6550. Since then, researchers have
taken a deep interest in the standard and come up with techniques to improve its performance or
methods to overcome its limitations [12]. In this chapter, we provide a brief review of the RPL.
protocol and the existing works in literature that have tried to overcome the limitation of RPL

protocol using various computing approaches.

2.2 Wireless Sensor Networks for Smart City Applications

The vast urbanization of population has provoked the need for smart cities. The improvement
of sensing and communication technologies in Wireless Sensor Networks (WSNs) is making it
conceivable to adopt this technology in smart cities [13]. Sensor nodes can be deployed in areas
that are hardly accessible to humans, thanks to their limited size and to their communication
capabilities [14].

The applications of WSN from the smart cities perspective includes:

1. Smart Water: The water supply is one of the most significant perspectives for cities. With
intelligent sensors, the water quality and levels can be checked progressively. These sen-
sors can send triggers and alarms to key chiefs for low or high water levels. The spillages
and water dispersion can be monitored using sensors. The water distribution network can
be efficiently managed using sensors. A complete outline of the water supply with GPS

directions can be given to water specialists with IoT frameworks[15].

2. Smart Grid : Balancing of Load distribution and cable monitoring can be accomplished
using WSN in energy grids [16]. One of the critical difficulties for state run administra-
tions is to decrease energy utilization. Electronic meters with automatic meter reading
capability and intelligent lighting frameworks are a portion of the components that are
utilized by legislatures to oversee energy effectively. The power dispersion guides can
show ongoing energy utilization levels, spillages, and upkeep plans. The IoT empowered

arrangements can improve the energy of the board for urban areas [17].

3. Smart Transportation: Automated toll collection, accident avoidance, parking manage-
ment and traffic monitoring are domains which can largely benefit using WSN. Traffic

is one of the significant problem areas for residents. With IoT sensors, traffic can be
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controlled better [18]. The sensors are associated with traffic lights and send data to an
incorporated server. The approaching vehicles are followed utilizing these sensors. When
the quantity of vehicles arrives at a limit, signals are shipped off to the drivers to redirect.
A Smart parking facility installed with sensors can detect and communicate available

parking spots to civilians in designated parking spaces.

4. Smart Agriculture : Various activities like crop monitoring, plants watering, crop disease
inspection and pesticide administration can be effortlessly accomplished using sensor de-

vices in fields [19].

5. Smart Healthcare: Clinics and medical services frameworks are significant marks of ad-
ministration. The smart city requires a state of the art medical services framework that can
follow quantifiable advancement concerning residents well being. With the aid of sensors

health of citizens, especially the elderly can be monitored [20], [21].

6. Pollution Control With Sensors: Urbanization has prompted an uncommon expansion in
contamination levels. The rising contamination levels are causing medical problems for
residents. With IoT empowered sensors, contamination can be estimated progressively.

The contamination sensors send data to an incorporated server.

7. Waste and Garbage Management: Waste management system within a city can be im-
proved with intelligent sensors and IoT Frameworks. The trash containers can utilize
intelligent sensors to demonstrate when they should be discharged. This diminishes the
times that vehicles are expected to gather the trash from the receptacles and evades what

is going on of waste flood.

8. Smart Surveillance Systems: Sensor devices with cameras can assist the public authority
with controlling crime percentages in a city. The sensors can be utilized for surveying and

monitoring essential establishments.

Wireless sensor nodes sense and collect data from a target domain, process the data, and transmit
the information back to specific sites where the underlying application resides. Achieving this
task efficiently requires the development of an energy-efficient routing protocol to set up paths
between sensor nodes and the data sink. The routing protocols in WSN are classified according
to the manner in which information is acquired and maintained and the method used to compute
paths based on the acquired information. They differ in the network architecture and structure
adopted and the technique of used for data dissemination and gathering. Almost all of the rout-

ing protocols can be classified as data-centric, hierarchical or location-based [22]. The popular



routing protocols employed in WSN are SPIN [23], Directed Diffusion [24], [25],Gradient-
based routing (GBR) [26], COUGAR [27],[28], ACQUIRE [29], LEACH [30], PEGASIS [31]
, TEEN [32] , APTEEN [33], MECN [34], SMECN [35] and GEAR [36].

The lack of an IP-based network architecture precluded existing routing protocols from inter-
operating with the Internet, limiting their real-world impact. Furthermore, without an IP-based
architecture, these systems require an application-layer gateway to communicate with other sys-
tems or even the wider Internet. Application gateways are complex to design and manage since
they perform significant functional and semantic translation and carry an application-layer state.
Given this disconnect, the IETF chartered the 6LoWPAN and RoLL working groups to specify
standards at various layers of the protocol stack with the goal of connecting low-power and lossy
networks to the Internet. The IETF proposed the [Pv6 Routing Protocol for LLNs (RPL) and

several researchers have worked to improvise the initially proposed version of RPL.

2.3 The IPv6 Routing Protocol for LLN’s (RPL): Overview

In a Wireless Sensor Network the individual nodes forward their data packets to the gateway or
sink via other neighbor nodes. The formation of routes is governed by the routing protocol and
it is responsible for making smart routing choices. To devise a Routing solution for Low Power
and Lossy Networks, the Internet Engineering Task Force constituted the Routing over Low
Power and Lossy Networks (ROLL) working group and assigned them the task. The working
group evaluated the existing routing protocols of WSNs like AODV, DSR, OSPF and OLSR.
They realized that these are inefficient for LLNs with regard to power, latency, overhead and
reliability. Eventually, the IETF ROLL working group proposed the IPv6 routing protocol for
LLNs (RPL) as a routing solution [4]. The Working Group defined the RPL routing protocol,
which builds a robust topology over lossy links with minimal state requirements. RPL provides
IPv6 connectivity to battery-operated wireless embedded devices which use low-power radio to
communicate. RPL builds upon popular routing protocols like CTP and Hydro used in the WSN
domain but is re-designed and extended to incorporate IPv6.

RPL can be deployed in networks that scale to thousands of nodes, with majority of nodes hav-
ing constrained resources and where the network is controlled by a single central sink or super-
node. The traffic patterns supported by RPL include multipoint-to-point, point-to-multipoint
and point-to-point. As of early 2011, RPL was deemed “ready” by the IETF, for publication
as a “Proposed Standard” in RFC (Request for Comments) 6550. A protocol is labeled “Pro-

posed Standard” implies that it is generally stable: community reviewed and well understood,



no known design issues pending, and with some community support [37]. This protocol was
standardized by the IETF as RFC 6550 in March 2012. In fact, the RPL is designed with the
goal of meeting the routing requirements defined by the IETF ROLL WG in 2009 for four LLNs
application areas: home automation LLNs (RFC 5826) [38], building automation LLNs (RFC
5867) [39], urban LLNs (RFC 5548) [40] and industrial LLNs (RFC 5673)[41]. RPL is included
in IP stack of many operating systems such as Contiki OS, TinyOS, T-Kernel, EyeOS, LiteOS
and RIOT.

2.4 1IPv6 and 6LLoWPAN stack : A brief overview

In the past decade, significant efforts have been dedicated by the IETF to the design of a com-
plete IPv6-based network architecture for LLNs to provide interoperability with existing IP de-
vices and services [42]. The two major milestones obtained by IETF are the specification of the
6LoWPAN adaptation layer, which specifies how to carry IPv6 datagrams over constrained links
[43] and, more recently, Routing Protocol for Low-Power and Lossy Networks (RPL). The IPv6
in Low-Power Wireless Personal Area Networks Working Group was chartered to standardize
necessary adaptations of IPv6 for networks that use the IEEE 802.15.4 physical (PHY) layer,
and has defined how to carry IPv6 datagrams over IEEE 802.15.4 links and perform necessary
configuration functions to form and maintain an IPv6 subnet [44]. The 6LoWPAN is an Internet
Engineering Task Force (IETF) standard defined in RFC6282. As the full name implies — “IPv6
over Low-Power Wireless Personal Area Networks” — 6LoWPAN is a networking technology
or adaptation layer that allows IPv6 packets to be carried efficiently within small link layer

frames, such as those defined by IEEE 802.15.4. The figure 2.1 shows the 6LoWPAN stack. It

Application Layer
(CoAP)

Transport Layer
(TCP, UDP)

Network Layer
(IPv6, RPL)

Adaptation Layer
(6LoWPAN)

IEEE 802.15.4 MAC

IEEE 802.15.4 PHY

Figure 2.1: 6LoWPAN stack
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is defined for low data rates (20/40/250 kbps)and network sizes to a max of 100 nodes. When
sending data over MAC and PHY layers, an adaptation layer is always used. For example, RFC
2464 defines how an IPv6 packet is encapsulated in an Ethernet frame. The same is also used for
IEEE 802.11 Wi-Fi. For 6LoWPAN, RFC 6282 defines how an IPv6 data frame is encapsulated
over an IEEE 802.15.4 radio link. The main focus of the IETF working group, 6LoWPAN WG,
was to optimize the transmission of IPv6 packets over low-power and lossy networks (LLNs)
such as IEEE 802.15.4 and led to the publication of RFC 6282 specifying : Header compression,
stateless auto configuration, fragmentation and reassembly. By 2030, 50 billion devices (things)
are expected to be connected to the Internet to form the Internet of Things (IoT) world[45].
In general, two main categories of networks are used in the [oT: short-range and long-range
low-power networks. IPv6 over low-power wireless personal area networks (6LoWPAN) are
considered to be a crucial network in short-range low-power networks where 6LoWPAN motes
will account for the majority of short-range low-power things [46]. Also, LoRaWAN and Sig-
Fox are two major networking landscapes and players in long-range, low-power networks or

oftentimes called low-power wide area networks (LPWAN).

2.5 Need for RPL protocol

Two types of routing protocols are there in WSNs: Proactive and Reactive. The Reactive pro-
tocols are also termed as On-Demand routing protocols. The routes here are discovered only
when required. The route request packets are flooded through the network in order to discover
the routes. This amounts to large control traffic during the time of route construction, in turn
increasing the time taken for route construction. Reactive protocols are infeasible in real-time
applications owing to the delays involved. Two popular reactive protocols are AODV [47] and
DSR [48]. Experiments conducted reveal that RPL is more efficient than AODV in terms of
energy efficiency [49], [50]. Proactive protocols on the other hand create the routes before they
are actually required by the nodes for data transfer. These protocols exchange control messages
periodically to find the best routes and propagate them in the network as soon as the network is
deployed. An up-to-date routing table is maintained at each node by frequently querying its im-
mediate neighbors for routing information. Some commonly used proactive protocols are OLSR
and DSDV [51]. These are link-state protocols and require a significant amount of memory to
store the routing information, hence unsuitable in resource-constrained LLNs. This rendered
most of the existing routing protocols of ADHOC networks and MANETS infeasible for LLNs.

RPL is a proactive routing protocol designed specifically for resource-constrained LLNs. The
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control traffic overhead is kept to a minimum and just sufficient to run network operations. A
number of routing protocols are proposed for Wireless Sensor Networks, some popular ones
being LEACH, PEGASIS, SPIN, TEEN, GAF, GEAR, COUGAR and ACQUIRE [52]. How-
ever, these do not possess IPv6 capability and have limited scalability, thus ruled out for IoT
applications. A more recent version of AODV protocol is the Lightweight On-demand Ad hoc
Distance-vector Routing Protocol (LOADng) which is designed for IPv6 based IoT scenarios.
The use of radio transceiver determines the battery usage and thus the lifetime of a node. In the
popularly used IoT nodes such as the Tmote Sky platform, the power consumption on account
of radio transmission is three times higher than CPU processing. This implies that control traffic
overhead and number of hops are the determining factors for node lifetime. Studies show that
the control traffic overhead of LOADng does not scale well with dense deployments of smart
home applications. RPL fared better over LOADng in this regard. RPL promised faster network
convergence, better data delivery, lesser traffic overhead, better energy efficiency and network
scalability in IoT scenarios [53]. RPL’s ability to quickly build network routes and effectively

adapt to network topology makes it a perfect option for 6LoWPAN devices [54] .

2.6 RPL DODAG Formation and Control Messages

RPL is a proactive distance-vector based routing protocol. The network is organized as a Des-
tination Oriented Directed Acyclic Graph (DODAG) in which the destination is the Root node
or LLN Border Router (LBR). The LBR acts as the gateway for connecting the local network to
the Internet. When a network is deployed, the Root node initiates the construction of DODAG

[55]. A node can join the DODAG by selecting a preferred parent node.

Figure 2.2: RPL DODAG
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A DODAG is depicted in figure 2.2. Each node is assigned a Rank, which is directly pro-
portional to the distance from root node. LBR has the lowest rank and the rank increases as we
move away from the root. Every parent node will have a rank lower than its children’s nodes.
To make all this functional and share the routing sensitive information, RPL protocol specifies
four ICMPv6 control messages.

The control messages are:

1. DODAG Information Object (DIO): This message contains routing crucial information
like Objective function, rank, metrics, DODAG ID, trickle timer parameters and RPL
Instance ID. This information helps a node to select a parent, identify a RPL instance and
join DODAG . The DIO message body comprises of two parts, DODAG configuration
option and DAG metric container, where the important information is embedded as shown

in figure 2.3. DIO messages are essential for constructing upward routes and maintaining

the DODAG.
o 1 2 3
o123 456 T7TEB 0123456788901 2 345678801
RPL Version
|_Instance ID Number Rank
Gia—fmop Prf DTSN Fiags Reserved
1
DODAGID
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Flags
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(bytes)

d

c|o[R| A |Prec

Object Body

Routing Metric/Constraint Object
Generic Format

Figure 2.3: DIO message format

2. Destination Advertisement Object (DAO): These messages are primarily used to propa-
gate destination information in up direction towards the DODAG root. This information

in used for construction of downward routes between DODAG root and associated nodes.

3. DODAG Information Solicitation (DIS): A node who wants to join a DODAG and has not

received a DIO can use the DIS message to solicit a DIO from its neighboring nodes.

4. Destination Advertisement Object Acknowledgement (DAO-ACK): Upon receiving DAO

messages, a node can unicast a DAO-ACK to the DAO sender to acknowledge the receipt
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of that DAO.

In a RPL based infrastructure, one or more RPL instances can exists, where each instance is
identified by an unique RPLInstance_ID. Each instance can have its own set of metrics and
routing policy independent of its neighboring instance. Multiple DODAGs can exists within
a single RPL instance. To distinguish the DODAG they are assigned a DODAG_ID. Every
node can participate in multiple DODAGs. In case of any inconsistency in the network, the
sink can trigger DODAGs to reconstruct themselves. An incremental DODAG Version_Number
is assigned to the DODAG by the sink every time it reconstructs itself. The exact version
of a particular DODAG can be identified by the tuple of RPLInstance_ID, DODAG_ID and
DODAG Version_Number. RPL protocol creates Destination Oriented Directed Acyclic graphs
(DODAG), which consist of a single root node and several leaf nodes. The gateway or border
router is termed as Root node. All other sensor nodes in the network transmit their data towards
the gateway. At the beginning, to construct a DODAG, the root node broadcasts a DIO (DODAG
Information Object) message [6] within the network. Neighbors of the root receive and process
the DIO message. The processed DIO message is transmitted to other nodes one by one. A
particular node, upon receiving a DIO message from its neighbor, adds this neighbor to the
Parent list as a potential candidate parent node (CPN). To route the data towards the DODAG
root, a node has to choose its best parent from the list of candidates. The choice of best parent
is dependent on the metrics specified by the objective function. Some of the metrics specified
in the RFC are Hop Count, Link Quality, Received signal strength ratio, throughput, energy
level and delay. After selecting the best parent, a node computes its own rank relative to the
rank of its parent and replies with a DAO message to its parent to inform its participation.
Every node has a rank higher than its parent node. The Root node is assigned the least Rank
within the DODAG. Rank computed by the other nodes increases uniformly with the hops from
root node. All of the neighbors repeat this process until all of the nodes join the DODAG.
After every routing decision, an updated DIO message is transmitted by a node to its neighbors.
When any node joins the network anew, it can request a neighbour for the DIO using a DIS
(DODAG Information Solicitation) message. Transmission of DIO messages is activated by
the expiration of Trickle Timer. To minimize the control traffic overhead, the interval of trickle
timer expiry is doubled after every DIO transmission. The routing information for Upward
routes is contained in the DIO messages. Sensors transmit Destination Advertisement objects
(DAO) to parent nodes and children to advertise membership. These DAO messages are useful
for updating downward route information. If a node senses its parent increment DAO trigger

sequence number, then it can trigger children to transmit DAO messages. If a node adds a
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neighbor to its candidate parent list it can trigger a DAO. DAOs are also triggered on detection

of downward route inconsistency. These are transmitted on expiry of a DelayDAO timer.

2.7 RPL Objective Functions and Trickle Algorithm

The root node initiates network formation by broadcasting a DIO message. Whenever a node
receives a DIQ, it is able to determine and join the RPL instance, add nodes to its candidate
parent list, choose the best parent out of the candidates and replace a previous parent. The
DIO message contains an Objective function along with other information. The term Objective
Function (OF) is used to describe the set of rules and policies that governs the process of route
selection and optimization, in a way that meets the different requirements of the various appli-
cations. In technical terms, the OF is used for two primary goals: first, it specifies how the Rank
can be derived from one or a set of routing metrics (e.g.link reliability, throughput, latency, Hop
count and energy); and second, it defines how the rank should be used for selecting the preferred
parent. The nodes select the best route by constraining or optimizing certain metrics specified
by the Objective function. Currently, two OFs have been standardized for RPL namely, the Ob-
jective Function Zero (OF0) [56] and the Minimum Rank with Hysteresis Objective Function
(MRHOF) [57].

2.7.1 Minimum Rank Hysteresis Objective Function (MRHOF)

The MRHOF objective function uses the path cost or Expected transmission count (ETX) as
a routing metric to select the preferred parent in the DODAG [57]. ETX is the number of re-
transmissions required before a packet is successfully received at the destination. MRHOF is de-
signed with an aim to prevent frequent changes in the preferred parent. In MRHOF the path cost
of each candidate neighbor is calculated by summing up two components, the value of the neigh-
bor’s node or link cost and the selected metric value (e.g., rank) advertised in metric container.
Once the path cost 1s computed for all the candidates in the list, the one having the lowest value is
selected as preferred parent node. MRHOF defines a PARENT_SWITCH_THRESHOLD which
is taken into consideration before a parent switch is made. If the path cost of the new candidate
parent exceeds the present parent node by this threshold, only then the parent is switched. This
is the hysteresis part of MRHOF. For example, if a present parent A has a link cost of 120 and
a rank of 256 then its total cost is 376. Let the PARENT_SWITCH_THRESHOLD be set at

100. Now, if a second candidate node B is available with path cost 82 and rank 256, then the
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total cost for this candidate B is 338. In spite of having a lower cost, preferred parent will not
be switched to B since the difference in cost between A and B is 38 which is lower than the

specified threshold of 100.

2.7.2 Objective Function Zero (OF0)

It depends on Hop Count as a metric to make routing decisions [56]. A candidate parent with the
lowest hop count, which implies that a node closest to the root will be chosen as the preferred
parent. The node will then compute its Rank (Rn) by adding a scalar Rank_increase to the rank

of selected parent Rank(parent).

Rn = Rank(parent) + Rank_increase (2.1)

The rank_increase is computed as follows:

Rank_increase = (Rf * Sp + Sr) * MinHopRankIncrease (2.2)

Where Rf is rank factor, Sp is step_of_rank and Sr is stretch_of_rank. Rf and Sr are normalization
factor with default values 1 and O respectively. Sp has a default of 3 and MinHopRankIncrease
has value 256. For instance, if a node A received a DIO from a node B whose rank is 256, then a
RPL implementation with OF0 will choose B as the parent node and rank of A will be computed
as 1024.

Both these Objective functions have the shortcoming of taking into account only single metric
for routing decision. They lack the holistic approach essential for providing QOS. To overcome
this, RPL specification has provided the designer the flexibility to incorporate more metrics into

the decision-making process.

2.7.3 Trickle Algorithm

One of the key design principles of RPL is minimizing the routing control overhead and sig-
naling data in order to reduce energy consumption and enhance reliability. In this regard, RPL
employs the Trickle algorithm [58], [59] to govern the transmission of the signaling traffic used
to construct and maintain the DODAG. The basic idea behind Trickle is to adjust the frequency
of message transmission based on network conditions. Trickle relies on two simple mechanisms

to disseminate routing information efficiently. The first is to change adaptively the signaling rate
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according to conditions currently present in the network [59]. Specifically, Trickle increases the
transmission rate when a change in routing information is discovered (i.e.,an inconsistency is
detected) as a means to populate the network rapidly with up-to-date information[59]. As the
network approaches its steady phase, Trickle exponentially reduces the transmission rate to limit
the number of transmissions when there is no update to propagate. The second mechanism used
by Trickle is the suppression mechanism in which a node suppresses the transmission of its
control packet if it detects that enough of its neighbors have transmitted the same piece of in-
formation, thus limiting redundant transmissions. The time in Trickle is divided into intervals
of variable size. A node running Trickle schedules a message to be sent at a randomly selected
time in each interval. The transmission of a scheduled message is governed by Trickle parame-
ters, variables, and steps.

The trickle timer runs for a definite interval depending on three configuration parameters:

a) Imin, the minimum interval size denoted in units of time like seconds or milliseconds.

b) Imax, the maximum interval size is specified in terms of the number of doublings of Imin.
¢) k, a redundancy constant which is an integer greater than zero.

Besides these, three other parameters involved are: the current interval size I, a counter ¢ and
time t within the current interval. At the start of execution, current interval I is set to a value in
between the range [Imin, Imax]. When the interval starts, counter c is reset to zero and the time t
is set to a random value between [1/2, I]. When trickle receives packets consistently, the counter
¢ is incremented monotonically and at time t, trickle transmits if the value of counter c is less
than k [59]. Each time the interval I expire, its value is doubled till it reaches the value of Imax,
after which it is maintained constant at Imax. If the trickle senses an inconsistent transmission,

then it resets the timer by setting I to Imin and starts a new interval.

2.8 RPL Metrics and Constraints

Some of the metrics which have been used in combination are:

1. Node Residual Energy (RE): This metric is a measure of the remnant battery level of a
sensor node. By considering this metric it is possible to avoid the selection of parents with
lower energy levels. This is most desirable in networks with energy efficiency concerns.

The residual energy (RE) is given as:

RE = FEo— Ec (2.3)
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. End-to-End Delay or Latency: The average time required for a packet to travel from
sender to destination is called latency. It is particularly crucial in real-time applications to

have a very low delay.

. Expected transmission count (ETX): The number of re-transmissions expected before a
data packet is successfully delivered to the sink node is termed ETX. It’s a rough estimate
of the link quality. A lower value of ETX signifies a reliable and good link. It is given by

the formula
1

ETX =
df = dr

2.4)

where df is the probability of successful delivery of a packet in forward direction and dr

is the probability of successfully receiving the acknowledgment.

. Hop Count (HC): It is a measure of distance between the DODAG root and the node in
terms of number of hops. 10T applications that have real-time execution constraints prefer

low hop counts for faster processing.

. RtMetric: Multiple paths exist between a pair of nodes. Depending on the routes chosen
by nodes the congestion level for every route would be different. Rtmetric is a cost as-
sociated with every route within the network. The protocol will use this route metric to

select the path with the least congestion.

. Buffer Occupancy (BO): Every node within a wireless sensor network may have different
rates of packet arrival and transmission. Hence each node has buffers to store and forward
packets. Buffer occupancy BO denotes the number of packets queued at the buffer for

re-transmission.

. Received signal strength indicator (RSSI): This metric is associated with the RF transceiver
signal power. Basically, RSSI is the strength of the signal over the link between two neigh-
boring nodes. It is an important factor in mobile networks. The nodes use the CC2420
radio chip for communication which has an in-built RSSI register. By reading this regis-
ter, the RSSI value can be measured. Before the RSSI VALID bit is set, the RSSI value is

averaged over minimum eight symbol periods and is given by

RSSI = RSSI.VALUE + RSSI_ OFFSET (2.5)

where RSSI_OFFSET is the front-end gain, computed analytically by manufacturers.
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8. Mobility timer (MT): If a radio link within a mobile environment, responsible for for-
warding packets to DODAG root suddenly becomes unavailable due to movement of that
node then all the forwarded packets will be dropped. This problem will persist until a
new link is identified or the link failure is detected. A metric termed as mobility timer
MT is introduced to address this issue. The value of Mobility Timer is calculated based
on the distance between mobile node and the candidate parent node (CPN) considering
the maximum speed that this mobile node can attain. The approximate distance between

mobile node and CPN can be computed from the RSSI equation as follows:
RSSI =—10xnx*logD + C (2.6)

Where D is the approximate distance, C represents fixed constant and n is the path loss
exponent factor. The remaining distance (RD) before losing connectivity with the CPN
is calculated by subtracting the approximate distance D from the CPNs communication
range CR.

RD =CR-D 2.7

Later, to compute the value of Mobility Timer, we have to divide the remaining distance
RD by the MNs max speed S.
RD

MT = — 2.
5 (2.8)

9. Children Number: The number of children affiliated to a particular parent or neighbor
node are reflected by this metric. Ideally, the number of children have to be distributed
uniformly, to avoid saturation or overloading of few parents. By using this metric during
routing load balancing can be done, by promoting the selection of a less loaded neighbor
as parent. The CN can be calculated by monitoring the ICMPv6 messages, particularly
the DAO and DAO-ACK messages exchanged to cancel or confirm a candidate parent

during the selection process.

2.9 Shortcomings of Standard-RPL protocol

RPL could cater major requirements of LLNs thus making implementation practically possi-
ble. Over the years several researchers have studied and experimented with RPL. In this section
we discuss some shortcomings of the existing standard RPL which have been reported by re-

searchers working in this domain, addressing which can lead to further QoS enhancements.

19



. Standard RPL uses an objective function which depends on a single metric, MRHOF on
ETX and OFO on Hop Count, to make the routing decision. The other parameters like
node energy, delay is not considered while selecting best parent. This can lead to a non-
optimal node being repeatedly selected as parent thus depleting it of its energy. This can
adversely affect the network lifetime [60]. These standard objective functions tend to
overlook latency aspect during parent selection. As a result, for applications with real
time data delivery requirements, these standard OFs prove to be inefficient [61], [62],

[63].

. RPL has an inherent load balancing issue. The number of children nodes assigned to
a particular parent can be much higher than some other parent. This will exhaust the
parents’ energy and reduce overall network performance. There is no defined scheme in

RPL which regulates the number of children nodes across available parents [64].

. RPL employs passive link estimation technique where the number of required re trans-
missions (ETX) is used to determine the link quality. This is inaccurate as compared to
active link monitoring techniques, can converge slowly and may lead to RPL choosing

long and unreliable links due to incomplete knowledge of neighborhood [6], [65].

. Mobile IoT has recently gained popularity, but since RPL was primarily designed for
stationary applications, adapting to the dynamic and fluctuating nature of mobile appli-
cations is a challenge. Many researchers have contributed to tune and provide mobility
support for RPL, however still gaps exists before it can be made a standard for mobile 10T

[66], [67].

. In heterogeneous networks, the nodes have diverse hardware specifications, especially
their transmission and reception queue buffers. RPL is does not differentiate between
homogeneous and heterogeneous networks, which can lead to unbalanced traffic load and

congestion in the networks [68], [69].

. In construction of downward routes, DAO messages play an important role. RPL does
not explicitly specify the timing of DAO transmission. This may lead to improper em-
ployment of the protocol leading to unproductive results [70]. In a RPL implementation,
if root does not receive the DAO messages from all the intermediate nodes along a path,

then it won’t be able to determine the source route to that destination

. RPL is subjected to security attacks like Neighbor DIS, Replay Attacks, Route Table

Falsification, Local Repair, DAO Inconsistency, Replay Attacks, Version Number, Rank,
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Worst Parent, DIS, Routing Table Overload and DAG inconsistency [71]. Several mech-

anisms are proposed to tackle the security issues in RPL[72], [73].

2.10 Related works on improvising RPL protocol performance

The IETF standardized the RPL protocol in 2012, and since then deep dive analysis of the
protocol is been done by researchers across the globe. In this section, we have provided a brief
description of the various techniques and methods devised to improvise the RPL protocol. Our
primary focus is on research conducted to suggest approaches to overcome the limitation of
single metric based routing in standard RPL. Related works in literature are scrutinized and the
prominent ones are presented here. We have divided the literature into three categories: Fuzzy

Logic based, Evolutionary Algorithm based and Calculus-based.

2.10.1 RPL improvement using Fuzzy Logic

Fuzzy Logic is seen as one popular choice of researchers to improvise RPL. The main reason for
favoring it, is the ease of downloading the fuzzy logic into the tiny memory of the motes. The

fuzzy inference system occupies unsubstantial memory space and computation time is minimal.

The pioneer work using fuzzy logic is by Kamgueu [74], [75], in which the routing deci-
sion is formulated as a a Multi-Constrained Optimal Path problem. A fuzzy logic controller
is designed in two stages which takes three routing metrics delay, ETX and Energy as inputs
and computes the quality of all the nodes in vicinity. The one with highest quality is chosen as
parent. This approach is seen to outperform the ETX based RPL in terms of packet loss ratio,
routing stability, energy efficiency and delay. The performance is evaluated in Contiki OS with

20 nodes and varying packet rates and also with 28 Telos B nodes in practical deployment.

Gaddour has proposed the OF-FL [76] objective function for RPL which adds the hop count
metric to the work of Kamgueu. Another difference being the single stage design of the fuzzy
controller in OF-FL with a Rule base of 81 rules. Simulations are carried out comparing the
performance of OF-FL with standard RPL objective functions for network sizes up to 100 Tmote
Sky motes. Better Network Lifetime, PDR, End to end delay and lower frequency of parent

change is achieved as compared to standard RPL version.

Hanane [77] has made a similar attempt by using three metrics namely Hop Count, Energy
consumption and ETX to propose an objective function OF-EC. A single stage fuzzy controller

computes the quality of neighbors. The performance of OF-EC is evaluated in random and
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grid topology by varying density from 10 to 50 nodes at packet rate of 1 ppm. The energy
consumption, latency, PDR, control overhead, Network lifetime, number of parent changes and
number of nodes alive are monitored. OF-EC is shown to outperform standard RPL and OF-

FUZZY.

Kechiche [78] have proposed an objective function OPP-FL, which utilizes a novel routing
metric Children Number (CN) in combination with ETX and HC. The CN metric is a measure of
the number of children presently affiliated to a given neighbor. OPP-FL is tested in simulation
with Zolertia Z1 motes at network densities upto 80 in random and linear topology at 1 ppm
data rate. OPP-FL is compared with OF-EC and MRHOF in terms of PDR, overhead and end

to end delay.

Adeeb Saidaah [79] has proposed the OFRRT-FUZZY objective function which differs from
the above works in choice of metrics. It employs the RSSI, throughput and Remaining En-
ergy metric during routing decision. OFRRT-FUZZY is compared in performance to OF0 and
MRHOF by running simulations in network with Sky motes upto density of 45 deployed in grid
topology. The average energy consumed, PDR, control overhead and Latency for the three are

measured and OFRRT-FUZZY is found to outperform OF0 and MRHOF.

In a novel approach, Shreyas [69] have modeled the optimal path problem as a MADM-
FUZZY [80] problem. Every node has a buffer associated with it to store and forward packets.
If the buffer gets full then the packets which come in later are dropped. This reduces the packet
delivery ratio and affects the network performance. RPL does not ensure load balancing, so the
distribution of children is not uniform among the parent nodes. If a parentl had five children
nodes and some other parent2 has three children, the chances of parentl buffer getting full
1s more as compared to parent2. To overcome this issue, a metric called buffer occupancy is
utilized in this method to ensure uniform distribution. It corresponds to the number of packets
queued at the buffer of a node for transmission. Another metric used is Rtmetric, which is a
measure of congestion on any particular route. Along with Buffer occupancy and Rtmetric,
ETX metric is also used for decision making during routing. This novel work, termed as CAUF
is seen to improve the throughput and reduce packet loss over standard RPL. Darabkh [81] has
proposed a novel FL-HELR-OF which computes the optimal path based on four metrics- RSSI,
HC, EC and Latency. A single stage fuzzy controller is designed to determine the Quality of
the best route. The performance is tested in Contiki OS with Zolertia Z1 motes by increasing
density till 100 with data rate of 1 ppm in random topology. Upon comparing the PDR, power
consumption, overhead, latency and Average Hop count with that of MRHOF and OFO, it is

seen that FL-HELR-OF excels. The table 2.1 summarizes the above described literature works.
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Table 2.1: Summary Table of RPL-Fuzzy Logic Based Literature

. OS/ Motes Data Parameters L
Year | Work Metrics Nodes Limitation
Used Rate Evaluated
. Not tested
. 1 ppm Packet reception
ETX, Contiki OS/ ] for more
OF- 2ppm | ratio
2014 Delay, COOJA 20 than 20
FUZZY 12 ppm | and energy
Energy Tmote Sky . sender
20 ppm | exhaustion
nodes
. packet loss ratio, Tested for
Contiki OS/ ]
. routing only 28
OF ETX, Practical 1 pkt/ abilit 4
- stability, sender
2015 Delay, | /TelosB 28 b Y _
FUZZY 5 min energy nodes with
Energy )
efficiency very low
Motes
and delay packet rate.
Average Hop
ETX, Count,
Delay, Contiki OS/ | Delay, Packet Not tested
m
2014 | OF-FL | Energy, COo0JA/ 100 p PP loss ratio, in Practical
m
Hop Tmote Sky PP Number of parent deployment .
Count changes and
Network lifetime
energy cons tion,
&y umpton Not tested
latency, PDR,
for data
control overhead, )
rate
HC, Contiki OS/ Network lifetime, ]
10 to higher
2018 | OF-EC EC, COOJA/ 1 ppm number of parent
50 than 1 ppm
ETX Tmote Sky changes and .
and density
number of
. more than
nodes alive are
. 50.
monitored.
Not tested
OPP CN Contiki OS/ PDR, overhead for data
2019 L ETX COOJA/ 80 1 ppm | and end rate
and HC Zolertia Z1 to end delay higher than
1 ppm.
The average Not tested
. energy consumed, at higher
RSSI, Contiki OS/
OFRRT- PDR, data rates
2019 Thrghput | COOJA/ 45 1 ppm ]
FUZZY control overhead and density
RE Sky Motes
and more
Latency than 50.
Not tested
Buffer .
o at higher
occup- Contiki OS/
throughput, data rates
2019 | CAUF ancy, COOJA 25 1 ppm )
. packet loss and density
Rtmetric | Sky Motes .
higher than
LETX
50.
. Improves PDR, Not tested
FL- RSSI, Contiki OS/ g ¢ hish
ower consumption, | at higher
2022 | HELR | HC,EC, | COOJA/ 100 | 1ppm | P P &
. overhead, latency, data
-OF Latency | Zolertia Z1
Average Hop count rates
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2.10.2 RPL improvement using Evolutionary Algorithms

In this section we discuss the research done towards optimizing the RPL protocol using Evo-
lutionary Algorithms. Evolutionary algorithms [82] like genetic algorithm, particle swarm op-
timization and ant colony optimization are popularly known for their application in solving

real-time problems where conventional methods fail.

Cao [83] has proposed a novel RPL-CGA which uses a chaotic genetic algorithm to decide
the optimal path. A composition metric is defined which comprises of five metrics namely,
Queue length, Delay, RER, HC and ETX. Weighting factors are assigned to each metric within
the composite metric. A genetic algorithm with a chaotic mechanism is devised to compute the
weighting factors. The average success rate, end to end delay, network lifetime, average hop

count, frequency of parent change is evaluated for node density varying from 50 to 400.

Preeth [84] have proposed an ant colony optimization based RPL implementation termed
as E-RPL. In this method, the Children Number, Residual energy (RER), metrics link quality
(ETX) and Rank value are used. The link quality and rank value are considered as pheromone
factors, whereas the heuristic factors taken are RER and children number. The child-parent
relationship denotes the pheromone evaporation factor. The pheromone, heuristic factors and
evaporation factor are combined to form an objective function using weights. The protocol
is tested in Contiki OS COOJA simulator in a network with node density between 30 to 70

deployed in random topology at 1ppm data rate.

In a novel approach the researchers [85] have used firefly optimization algorithm to improve
RPL. This proposed version is termed as EEOPS-RPL. Here ETX and Residual energy (RER)
metrics are chosen as the attractiveness parameters and the distance between nodes as the move-
ment parameter to select the optimal parent in the DODAG. EEOPS-RPL is found to give faster
convergence and longer network lifetime. EEOPS-RPL improves the packet transmission ratio
and lifespan of the network by 2% to 5%, and 5% to 10%, respectively, compared with EPC-
RPL and E-RPL. The protocol is tested in COOJA simulator in a network scenario with node

density from 30 to 70 deployed in random topology at 1ppm data rate.

In another work focusing on the security aspect of RPL, the authors have devised a secure
scheme for RPL based on Moth flame optimization algorithm [86]. Distance is the single deci-
sion metric. MFO-RPL uses the petal algorithm to select the next-hop nodes and construct the
optimal path between the source and sink in the DODAG. Rank attacks in RPL are detected us-
ing the Moth-Flame algorithm to prevent malicious nodes from being selected as the preferred

parent. Simulation findings under different scenarios revealed that MFO-RPL has fewer lost
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packets, convergence time, rank switching and attacks than comparative schemes. MFO-RPL
is compared with MRHOF and Sec-trust RPL. The table 2.2 summarizes the EA based RPL

optimization works in literature.

Carlos et.al. [87] have proposed a novel RPL design, utilizes CatBoost, a Gradient Boosted
Decision Trees (GBDT) algorithm, to optimize routing decisions. The ML model, trained on a
dataset of routing metrics, predicts the probability of successfully reaching a destination node.
The performance evaluation, reveals that ML-RPL significantly improves the packet delivery
ratio and minimizes end-to-end delay, making it a promising solution for more efficient and

responsive Wireless Smart Grid Networks.

Table 2.2: Summary Table of RPL- Evolutionary Algorithms Based Literature

. Technique Tools Parameters o
Year | Work Metrics Nodes Limitation
Used Used Evaluated
Average
success rate,
Not tested
Queue- end-to-end .
. in network
length, Genetic delay, .
. 50 simulators
RPL Delay, Algorithm software network .
2018 . . to . o like COOJA
-CGA RER, with chaotic simulator lifetime,
) 400 Not tested
HC, mechanism average .
for higher
ETX hop count,
data rates
frequency of
parent change
Children-
Number, PDR
) Not tested
Residual- | Ant 30 . Energy .
Contiki OS . for higher
2020 | E-RPL | energy, Colony to consumption
ST COOJA data rates
ETX, Optimization | 70 Overhead
than 1 ppm
Rank- Delay
value
PDR
) Not tested
RER, Firefly 30 . Energy
EEOPS o Contiki OS . at data rates
2021 ETX optimization | to consumption .
-RPL . ] COOJA higher than
Distance | algorithm 70 Overhead
1 ppm
Delay
Not tested
Packets lost, in network
50 convergence simulators
MFO- . Moth Flame MATLAB . .
2022 Distance L 100 time, like COOJA
RPL Optimization R2019a Lo
150 rank switching | Not tested
and attacks for higher
data rates
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2.10.3 RPL improvement using Calculus and MCDM techniques

This section describes the literature works that have used conventional calculus methods and

Multi Criteria Decision Making (MCDM) techniques to optimize the RPL protocol.

In a novel work the authors [88] have proposed RPL-OC which utilizes four metrics Energy,
RSSI, delay and hop count. The combination of the four metrics presents as a multi-constrained
optimal path problem. The authors have applied Operator calculus to solve the optimal path
problem. The operator calculus algorithm [89] is primarily developed to solve pre-computed
routing problems. OC is based on the properties of matrix computation and the definition of
algebraic structures. RPL-OC is evaluated in Contiki OS with 25 nodes at data rates of 1 to 60
p/min. It is compared with MRHOF and OF-FL for throughput, energy consumption, radio duty
cycle and delay.

Farzaneh [90] have proposed a novel MC-RPL, which uses the traditional VIKOR multi
criteria decision making approach. The four metrics, ETX, hop count, delay and energy are
used for decision making. MC-RPL is evaluated in Contiki OS with 30 T-mote sky motes with
packet rate of 12 ppm. The PDR, throughput, delay and energy consumption is determined.
An energy efficient cross-layer OF ELITE, which introduces a novel routing metric, SPR is
proposed [91].

Strobe per Packet Ratio (SPR) indicates the number of transmitted strobes per packet due
to Radio Duty Cycling (RDC) policies in the MAC layer. ELITE tries to select a path, which
imposes less number of strobe transmissions to its nodes. It is evaluated in network scenario
with 25, 50 and 75 Zolertia Z1 motes at packet rates of 0.5 p/min, 1.5 p/min and 2.5 p/min. The
energy consumption, delay, PDR and Overhead achieved with ELITE is compared MRHOF and
OF-FL.

To addresses the issues of packet losses, routing overhead and load imbalance in RPL a
unique Dual Context-based Routing and Load Balancing (DCRL-RPL) is proposed [92]. A grid
construction is implemented by splitting the network area into a grids of unequal sizes. The
nodes within a grid are classified as grid members and a single grid head is chosen based on a
ranking selection process . The grid head schedules the member nodes using a reputation based
scheduling method. The grid head classifies the data received from members with an Adam

deep Neural Network (ADNN) into sensitive and non-sensitive data.

For sensitive data transmission, the O?F is selected, which adopts an optimisation algorithm.
For the non-sensitive data the MOORA algorithm is used. The MOORA algorithm considers

the energy consumption, Hop count, channel capacity, parent rank, and sub-tree size as criteria
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for optimal parent node selection. An adaptive trickle timer mechanism is adopted to curtail
the control messages transmission. The efficacy of DCRL-RPL is analyzed using the Network
Simulator 3.26 (NS3) tool with 50 nodes for network lifetime, overhead, PDR, delay, packet

loss and load balancing capability.

The authors [93] have proposed a new objective function, CAOF, which recursively exam-
ines the last states of the chain of nodes in the path toward the root. It considers the remaining
power of the parent chain in the route toward the root and combines it with ETX and parent
rank. Moreover, CAOF avoids Thundering Herd Phenomenon by gradual shifting from a high
rank value toward the real rank value. A new routing metric, known as Context-Aware Rout-
ing Metric (CARF) is utilized. This metric considers Queue Utilization and remaining power
of parents’ chain instead of a single parent, thus helping in both power and load balancing.
The protocol is analysed in COOJA simulator with 50 Tmote sky nodes for packet loss, energy

consumption and network lifetime.

CORPL, an enhanced version of RPL is proposed for cognitive smart grid AMI networks.
CORPL [94] utilizes an opportunistic forwarding approach that not only ensures protection to
PUs but also fulfils the utility requirements of the secondary network. It is implemented and
tested in MATLAB for 9 PU transmitters. The opportunistic forwarding approach consists of
two key steps: selection of a forwarder set, where each node in the network selects multiple next
hop neighbors, and a coordination scheme to ensure that only the best receiver of each packet

forwards it. It is seen to improve the reliability by 50%.

In another MCDM based approach, the authors have focused on the TOPSIS method to
combine three routing metrics -hop count, RSSI, and ETX and design a novel objective function
called TFUZZY-OF [95]. This technique helps solve the load balancing problem by choosing
the best parent node from a set of available parents’ sets that is a less or non-congested parent
in the network. TFUZZY-OF is evaluated in Contiki OS with 30 Zolertia Z1 motes for PDR
and delay. The table 2.3 summarizes the various works towards the enhancement of RPL using

calculus and MCDM techniques.
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Table 2.3:

Summary Table of RPL- Calculus and MCDM based works

. Technique Tools Parameters .
Year | Work Metrics Nodes Limitation
Used Used Evaluated
Not tested
Path Cost L. in network
2014 | CORPL ETX ] 9 MATLAB | Reliability )
Function simulators
like COOJA
PDR, Not tested
RE Contiki OS | E f
2018 | CAOF | ETX | Calculus | 50 ont nerey or more
COOJA consumption, than 50
Rank .
Lifetime nodes
RE PDR, lifetime
Not tested
Rank’ ADNN Energy
DCRL . for more
2020 HC MOORA | 50 NS3 consumption
-RPL than 50
channel | O?F Overhead
. nodes.
capacity Delay, load bal
Not tested
25 EC, PDR
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Since the inception of the RPL protocol in 2012, researchers have taken a deep interest in
the standard and come up with techniques to improve its performance or methods to overcome
its limitations. In this chapter, we made an attempt to provide a brief review of existing works in

literature that have tried to overcome the limitation of RPL using computing approach of Fuzzy

Logic, Evolutionary Algorithms, MCDM and Calculus.
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Chapter 3

Simulation Setup

3.1 Introduction

An Internet of Things setup consists of the user application that can access and control a network
remotely over the cloud and the deployed local wireless sensor network which senses the data
and transmits it to the sink or central gateway. The figure 3.1 depicts a sensor network deployed
for smart parking application. The gateway or sink node communicates over the Internet to the

Cloud. The sensor nodes communicate with the gateway over the wireless 6LoWPAN network.

Internet

Internet

Control Unit
SINK NODE (LBR)

: t 6LOWPAN
USER

Application Layer (CoAP)

Transport Layer (UDP)

Network Layer
(IPv6ACMP/RPL)

Adaptation Layer (6LoWPAN)

[ Link Layer (802.15.4) J

e —

Wireless Sensor Network

Figure 3.1: Smart city application scenario
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Routing is the linchpin within a network that ensures efficiency and quality of service in IoT.

The IPV6 Routing protocol for Low power and lossy networks (RPL) is standardised by the

IETF to meet routing criteria in LLNs. The local sensor network uses the 6LoWPAN standard

and RPL protocol for routing. The standard RPL selects routes based on single parameter or

metric such as hop count or link quality. A holistic routing strategy with multiple metrics ensures

better performance than a single metric based approach.

CONTROL
UNIT

(SINK)

SENSOR
NODE!

Communicate to the
CLOUD the data Internet
received from WSN

Initialization of Receive Data from the
network construction sensor nodes in the
by broadcasting DIO WSN
message

Transmit Sensed Data to the
SINK node through parent

Rank (neighbor) Ry  Add the sender Neighbour node

<= Rank (existing to the candidate parent list
parent)?

Compute the Quality Score for

the candidate parent
Discard DIO (FUZZY / ANN /ML)

message
Quality Score (candidate) >
Quality Score of existing

Select the candidate neighbor
node as Parent Node

6LoWPAN
IEEE 802.15.4

Update the
Quality Score of
existing parent

Compute Rank relative to parent Rank

Send DAO to the new parent node

Send DIO message to
neighbors upon timer
expiration

Figure 3.2: Flowchart depicting Sink-Sender communication and parent selection process

In this research our primary aim is to develop novel objective functions for RPL which

consider multiple metrics while deciding the best parent nodes for optimal route to sink. To

accomplish this goal, a multi-criteria decision method is required to evaluate the multiple met-

rics and reach the final decision. We have conducted this research in three main phases. In the

initial phase, a Fuzzy Logic Inference system is designed to perform the multi-criteria decision
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making. In the second phase,an Artificial Neural Network is devised to determine the best path.
In the last stage, Machine learning regression techniques of K-Nearest neighbor, Linear Regres-
sion and Random Forest are explored owing to their growing popularity in problem solving. The
techniques of Fuzzy Logic, ANN or Machine learning are designed to evaluate multiple link or
node metrics and compute the Quality of neighboring nodes. The neighbor with highest quality
is selected as parent node in route towards sink. The flowchart in figure 3.2 depicts the parent
selection process at sender node and the sink-sender communication.

The efficacy of these techniques in selecting the best route by evaluating multiple routing met-
rics is studied by implementing them in network scenario. The method adopted to evaluate the
performance is constant for the three approaches. This chapter describes the simulation setup.
Here we elaborate on the routing metrics chosen, the operating system, HW specifications of

the motes, the simulation setting and the performance parameters measured.

3.2 QOS Requirements in a network

As we proceed with the development of a improvised objective function for RPL, we need to
consider the properties of a sustainable network infrastructure essential to meet Quality of Ser-
vice. Based on these, we have to select the appropriate routing metrics for design consideration.

In a network, the key QoS criteria are listed as follows:

1. Energy Efficiency: A network is sustainable if it is energy efficient. Nodes deployed are
basically battery operated. So minimum energy consumption should happen during net-
work operation and communication to ensure longer lifetime. Nodes which have higher
residual energy must be involved in construction of route. The nodes with lower levels of
energy should be avoided and not drained further. The routing process should be sensitive
to the battery levels of nodes, in order to extend the lifetime. For any given network,
energy efficiency can be determined by computing residual energy, power consumption

(average) and network lifetime.

2. Reliability: In a network, sensor nodes collect crucial information and transmit it to the
sink. A good route should ensure that all this information reaches the gateway or sink
without any loss. The route has to be reliable with minimal number of packets getting
dropped. The quality of links connecting the nodes in LLNs determines the reliability. It
can be determined using link estimators such as RSSI (Received Signal Strength Indica-

tor), Number of Packets Dropped, Packet Delivery Ratio (PDR) and expected number of
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transmissions for successful delivery (ETX).

3. Real Time: The time a message takes to reach the sink should be as small as possible.
For applications which operate in real time, this is a crucial factor. A good route should
have low end-to-end delay or latency. In optimization, we generally observe a trade-off,
which means if we try to improve one factor then some other factor degrades. This makes
routing optimization a challenging task. For example, a good reliable route may take more
hops, which adversely affects the latency. For sustainable architecture, main focus is to

achieve a balance so that all the above criteria are met.

3.3 Choice of Routing Metrics

In RPL DODAG construction, the metric specified by Objective Function governs the selection
of best parent node in route towards the sink . The routing metric largely influences the QoS
and overall network performance. This section describes the routing metrics carefully identified
for the design of novel objective functions keeping in mind the QoS requirements listed above.
Each chosen metric corresponds to a vital attribute of the candidate neighbor node. We have
chosen two link and two node metrics. Considering the QoS requirements, the four metrics we

utilize in our work are:

1. Expected transmission count (ETX): It is a measure of the link reliability. ETX rep-
resents the expected number of transmissions required for a packet to be successfully
delivered to its destination node (DAG root or sink). A good and reliable link should have

alow ETX value. It is given by formula

1

ETX =
df x dr

3.1)

where df and dr are the probabilities of successful delivery of a forward packet and ac-

knowledgement receipt by the sender respectively.

2. Residual Energy (RE): Initially at time of deployment, a node has full battery level
which is denoted by Eo. During various network operations certain amount of energy is

consumed. The energy consumed is given by Ec. The residual energy (RE) is given as

RE = Eo— Ec (3.2)
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Considering the node residual energy helps to avoid repeated selection of a node having

low energy levels as the best parent. This ensures longer network lifetime.

3. Delay: It is the average time taken by a packet to reach its destination. This factor directly

governs the overall network latency.

4. Hop Count (HC): Represents the number of hops between a candidate parent node and
the root node in a DODAG. Applications that need to do processing in real-time require

low hop count to ensure low delay.

The methodology of applying the techniques of Fuzzy Logic, ANN and Machine Learning
algorithms to make the optimal path decision is based on these four routing metrics is explained
in the next chapters. These four metrics are fed as inputs to the Fuzzy Inference System or ANN

or ML algorithms.

3.4 Operating System

To test the practical applicability of the proposed design, it has to be integrated into an operating
system available for IoT motes. Several operating systems are developed and available for IoT
applications. Some of the best [oT operating systems are TinyOS [96], Contiki OS [97], RIOT
[98], Tizen [99], OpenWrt [100], Mbed OS [101], T-Kernel [102] and LiteOS [103].

Contiki 1s a state-of-the-art, open-source operating system for connecting low-power, low-cost
micro controllers to the internet and a toolbox for creating complicated wireless systems [97].
Contiki is designed to adhere to the highest Internet standards, such as full support for IPv4
and IPv6. It’s written in C language to provide a rapid programming environment in a single
download, and it includes an active community to make any user feel at ease. Considering the
popularity and its advantages over others, we decided to use Contiki OS for implementing our
proposed designs.

Contiki operating system consists of the kernel, libraries, the program loader, and a set of pro-
cesses. It provides libraries for memory allocation, linked list manipulation and communication
abstractions. It is the first operating system that provided IP communication. It is developed in
C, all its applications are also developed in C programming language, and therefore it is highly
portable to different architectures like Texas Instruments MSP430. Contiki is an event-driven
system in which processes are implemented as event handlers that run to completion. A Con-
tiki system is partitioned into two parts: the core and the loaded programs. The core consists

of the Contiki kernel, the program loader, the language run-time, and a communication stack
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with device drivers for the communication hardware. The Program loader loads the programs
into the memory and it can either obtain it from a host using communication stack or can ob-
tain from the attached storage device such as EEPROM. The Contiki operating system provides
modules for different tasks (layers). It provides the routing modules in a separate directory
“contiki/core/net/rpl” and consists of a number of files. The crucial files in Contiki OS during

design and simulation are listed below:

1. /contiki-2.7/core/net/rpl/rpl-conf.h. The configuration option such as the objective func-

tion used during simulation can be modified using this file.

2. [contiki-2.7/core/net/rpl/rpl-of0.c. An implementation of RPL’s objective function O is in
this file.

3. /contiki-2.7/core/net/rpl/rpl-mhrof.c. The Minimum Rank with Hysteresis Objective
Function (MRHOF) is implemented in this file.

4. /contiki-2.7/core/net/rpl/rpl-fuzzy.c. The proposed Fuzzy Logic based Objective Func-

tion is implemented in this file.

5. /contiki-2.7/core/net/rpl/rpl-NNof.c. The proposed ANN based Objective Function is

implemented in this file.

6. /contiki-2.7/core/net/rpl/rpl-ML-of.c. The proposed Machine Learning based Objective

Function is implemented in this file.

7. /[contiki-2.7/examples/ipv6/rpl-collect/collect-common.c. This file is used to change the

data rates during simulation.

8. /contiki-2.7/core/net/rpl/rpl-dag.c. This file contains the Logic for Directed Acyclic
Graphs in RPL

9. [contiki-2.7/core/net/rpl/rpl-icmp6.c. The icmpv6 message generation is implemented in

this file.

The C programs for the proposed Fuzzy Logic, ANN and ML algorithms are written, tested and
debugged using Visual Studio. The finalised designs are integrated into the Contiki 2.7 Operat-
ing System. It is an Linux based OS. This OS comes with an in-built simulator COOJA which
emulates the network scenario.

Cooja is a Java-based simulator designed for simulating sensor networks running the Contiki
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sensor network operating system [104]. The simulator is implemented in Java but allows sen-
sor node software to be written in C. One of the differentiating features is that Cooja allows
for simultaneous simulations at three different levels: Network Level, Operating System Level
and Machine code instruction level [9]. Cooja can also run Contiki programs either compiled
natively on the host CPU or compiled for MSP430 emulator. In Cooja all the interactions with
the simulated nodes are performed via plugins like Simulation Visualizer, Timeline, and Radio
logger. It stores the simulation in an xml file with extension ’csc’ (Cooja simulation configura-
tion). This file contains information about the simulation environment, plugins, the nodes and
its positions, random seed and radio medium etc.Cooja Simulator runs the Contiki applications
whose files are placed in another directory and may also contain a “project-conf.h” file which
provides the ability to change RPL parameters in one place.

The sender nodes and sink nodes can be added to the network and deployed in random or grid

topology. The network view in COOJA is shown in figure 3.3.

30 Nodes 50 Nodes

Figure 3.3: Network view in COOJA simulator 30 and 50 nodes

The parameter used during all the simulations are shown in table 3.1

Table 3.1: Simulation Parameters

Area of Deployment 400m * 400m

Simulator Contiki OS - COOJA

Transmission Range 50m

Number of Sender Nodes 30, 50, 70, 90, 100 static nodes
Number of Sink Nodes 1

MAC Layer Contiki MAC

Topology Random Deployment

Data Transmission 1ppm, 2ppm, 5 ppm and 10 ppm
Emulated Nodes T-mote Sky or Zolertia Z1 or WiSMote
Transmission Ratio 100%
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Contiki OS provides an application called Collect-View for obtaining network performance
parameters. During Simulation, using the Collect-View tool we can get the LPM power, Trans-
mit power, Receive power, CPU power, Average power consumption, Successfully delivered
packets and Lost packets. Besides Collect View application, Perl Scripts are written to extract
some of the performance parameters like network latency, setup time and control overhead. The
Perl Scripts are executed on the testlogs generated during the simulations. A sample of the

Collect-View application window is shown in figure 3.4.
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Figure 3.4: Collect View application window

3.5 Specifications of Sensor Nodes

A number of sensor motes are available in the market ready to be deployed for IoT applications.
Three most preferred sensor motes are T-mote Sky, Zolertia Z1 and the WisMote. Contiki
OS provides support for these three motes in addition to several others. This section lists the
hardware specifications of the motes. We will start with the Zolertia Z1 which is used in our
simulations.

Zolertia Z1: The Zolertia Z1 mote is equipped with a second generation MSP430F2617 low
power microcontroller, which features a powerful 16-bit RISC CPU at 16MHz clock speed,
built-in clock factory calibration, 8KB RAM and a 92KB Flash memory. Also includes the
well known CC2420 transceiver, IEEE 802.15.4 compliant, which operates at 2.4GHz with an
effective data rate of 250Kbps. Z1 hardware selection guarantees the maximum efficiency and
robustness with low energy cost. Z1 comes with built-in digital sensors ready to work: a digital

programmable accelerometer (ADXL345) and a digital temperature sensor (TMP102) are on
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the main board. Many sensors can be connected to the Z1 mote, Phidgets are supported out-
of-the-box, also I12C sensors can be connected to the Ziglet defacto port, and UART/ADC/SPI

communication is available. The commercially available Z1 mote is shown in figure 3.5.

2 x Phidgets sensor ports

micro-USB

3-Axis accelerometer

+ temperature sensor
Ceramic embedded antenna

Figure 3.5: Zolertia Z1 sensor mote

The CC2420 chip is a true single-chip 2.4 GHz IEEE 802.15.4 compliant RF transceiver with
baseband modem and MAC support. It features a DSSS baseband modem with 2 MChips/s and
250 kbps effective data rate. It is suitable for both RFD and FFD operation. It has a low current
consumption (RX: 18.8 mA, TX: 17.4 mA), Low supply voltage (2.1 — 3.6 V) with integrated
voltage regulator or Low supply voltage (1.6 — 2.0 V) with external voltage regulator.

T-mote Sky/TelosB platform:It features on board the 250kbps 2.4GHz IEEE 802.15.4 Chipcon
Wireless Transceiver chip. It is equipeed with 8MHz Texas Instruments MSP430 microcon-
troller (10k RAM, 48k Flash). It comes with integrated ADC, DAC, Supply Voltage Supervisor,
and DMA Controller. An integrated onboard antenna with 50m range indoors / 125m range
outdoors is used for communication. Integrated Humidity, Temperature, and Light sensors are
provided on board. This platform is Contiki’s historical default platform. It is mostly used for
emulation purposes in Cooja.

WiSMote: The WiSMote is equipped with a MSP430X series CPU, and support more memory
than 64K. It has a 16KB RAM and a 256 KB Flash ROM. Also includes the well known CC2420
transceiver, IEEE 802.15.4 compliant, which operates at 2.4GHz with an effective data rate of
250Kbps. The platform supports an extendable memory of 1-8 MB (External Flash).

The design of Fuzzy Logic could be tested with all three motes. The ANN and machine learn-
ing algorithms needed higher memory, thus could be implemented successfully with Zolertia

Z.1 and WiSMotes.
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3.6 Performance Parameters Measured

The following parameters are measured from the simulations to determine the efficiency of the

network implementation:

» Packet Delivery Ratio (PDR): In wireless sensor networks, the sensed data is transmitted
continuously to the root node by individual motes. If data rates are high, then some pack-
ets are dropped owing to buffers being full and collisions. The ratio of packets actually
received at the root node to the total packets sent is called Packet Delivery ratio. The PDR

1s expressed by following equation:

Total Packets Received
PDR =
I Total Packets Sent

x 100 (3.3)

* Average Power Consumption (Pavg): Hundreds of sensor motes deployed within a net-
work consume varying amount of power depending on their activity, placement, topology
and distance from root. The network lifetime is inversely proportional to the average of
energy consumed by all the motes. Lower the power consumed, longer will be the net-
work lifetime. The power consumption Pavg is computed by measuring the LPM power,
CPU power, Transmit Power and Listen Power and averaging them for all nodes. The
average power consumption of each node is sum of the average power consumption in
CPU state (P_CPU) that is activated whenever the node is active, LPM state (P_LPM) that
is activated when the sensor node goes to Low Power Mode, Rx state(P_Rx) that node is
active in the radio receive mode and Tx state(P_Tx)that radio is active in transmit mode.

Average power consumption is computed as shown in equation 3.5 [77],[81].

P=P CPU+P_LPM+P_Rx+P_Tx (3.4)

25:1 Pn

N (3.5)

Average Power Consumption =

where N is the total number of nodes in network.

* Network Latency: The time it takes for a data packet to travel from sender node to the
receiver sink node is called end-to-end delay or network latency. If we average the delays
of all the nodes within a network, we obtain average network latency as given below in

equation 3.7 [77],[81]: The total latency is given by equation 3.6 [77],[81]:

n

Total Latency = Z (Recv time (k) — Sent time (k)) (3.6)

k=1
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Total Latency
Total Packets Received

Average network latency = (3.7)

* Control Overhead: It is the total number of control messages transmitted by nodes during
DODAG formation and to select the best parent between candidate neighbors. The control
messages consist of the DAO, DIS and DIO messages. The control overhead is given by

equation 3.8 [77],[81]

Control Overhead = Z DIO + Z DIS+ Z DAO (3.8)
1 1 1

The control messages are essential to circulate the routing information updates. But in
excess can adversely affect the performance due to congestion and increased delay. To
avoid congestion, the number of control messages should be restricted to minimal number.
Equations 3.4 to 3.8 are as per the standard specified in the RFC 6550, RFC 6551 and

followed by researchers working in the area of RPL protocol.

3.7 Conclusion

In this chapter we have described the simulation setup used to validate the proposed designs.
ETX, Delay, Hop Count and residual energy are chosen as the inputs to the Fuzzy Inference Sys-
tem, Artificial Neural Network and Machine Learning algorithms designed in this research. The
Contiki 2.7 Operating system is selected for implementation and the in-built network emulator
COOQIJA is used for running the simulations. The simulation parameters and the specifications of
sensor motes are listed. The performance parameters to be monitored are Packet delivery ratio,
network latency, average power consumption and control overhead. These parameters help us

to estimate the Quality of Service in deployed network.

The design of the Fuzzy Inference System, Artificial Neural Network and Machine Learning
algorithms for deciding the best parent node in optimal route towards sink is detailed in the next

three chapters.
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Chapter 4

Design of Efficient Objective Function for

RPL using Fuzzy Logic

4.1 Introduction

The IPv6 Routing protocol for LLNs (RPL) was standardised by IETF to enable the movement
of IPv6 datagrams in networks which consists of resource-limited sensor devices and lossy links.
RPL gained immediate popularity in the community with being included in the IP stack of ma-
jor operating systems like Contiki OS and TinyOS. The standard version of RPL selected routes
considering either Hop count or the expected number of re-transmission. The other crucial fac-
tors of nodes and links like remnant energy, delay, throughput, buffer occupancy and received
signal strength were overlooked. The key focus of this research is to overcome the single met-
ric limitation in RPL. Our aim is to improve the functionality of RPL protocol by considering
multiple node and link metrics in making a holistic routing decision. To shortlist the best parent
node based on multiple metrics, a mathematical technique is essential which will establish the
relation between the metrics and suitability of a particular node. The conventional techniques
of Multiple Criteria Decision Making (MCDM) such as AHP [105], ANP, WPM and TOPSIS
involve matrix multiplications, are computation extensive and cannot be executed by the low-
end micro controllers present in sensor nodes [106]. In problem scenarios where mathematical
models cannot be applied, the domain of soft computing comes to the rescue. In this chapter,
we have applied the technique of Fuzzy Logic to perform the multi-criteria decision making.

The concept of Fuzzy logic was proposed by Lotfi Zadeh in 1965 [107], and was applied in
controlling steam engines by Mamdani in 1974 [108]. Fuzzy logic became practically useful

in 1990s where many leading companies started using Fuzzy logic to design smart appliances.
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Fuzzy logic closely represents the reasoning or decision-making ability of a human mind. Un-
like a traditional computer, Fuzzy logic deals with a range of possibilities between “TRUE’ and
‘FALSE’. Fuzzy logic is an accurate method widely used to combine several values to obtain a
single precise output.

In this chapter, we describe the process of designing a fuzzy logic controller which accepts the
multiple metrics and computes a quality score for candidate neighbour nodes. The best parent
can then be determined on basis of its quality score. Initially, a novel objective function RPL-
FZ is designed which operates with three routing metrics. Later, a fourth metric is included
and this extended version is termed as OF-FZ. The performance of both RPL-FZ and OF-FZ is
compared with standard OF0 and MRHOF versions.

4.2 Research Objective

The main aim of this research is to design a routing strategy that overcomes the single metric-
based routing limitation of existing standard RPL protocol. It is modeled as a multi-constrained
optimal path problem, where best route decision is based on multiple routing metrics and Fuzzy
Logic technique is employed to determine the optimal route toward the sink node.

The objectives of research is: Apply the technique of Fuzzy Logic to design a routing strategy
for RPL that selects the best route based on three (ETX, residual energy and delay) and four

routing metrics (ETX, residual energy, delay and hop count).

4.3 Fuzzy Inference System

In this chapter, the detailed design of proposed Objective Functions RPL-FZ and OF-FZ is
explained. The RPL standard allows the designer flexibility in choice of metrics for Objective
Function design. Accordingly, in the initial phase we opted to use three routing metrics in
designing the Objective Function RPL-FZ and later included the fourth metric in OF-FZ. Both
these implementations invoke a Fuzzy Inference System to determine the best parent node in

route towards the root. A Fuzzy Inference System consists of the following components:

* Fuzzifier: This unit converts crisp inputs into fuzzy sets. Crisp inputs are defined with
linguistic variables and denoted graphically using membership functions. Membership
function depict the degree of membership of an input value in a particular fuzzy set. Some

commonly used membership functions are Gaussian, Trapezoidal, Triangular, sigmoidal

41



and generalized Bell. The crisp input variables in this work are the chosen four routing

metrics - ETX, Delay, Hop Count and Residual Energy as described in chapter 3.

* Rule Base: It is an exhaustive collection of all the rules that govern the decision-making
process in the fuzzy inference system. The rules are defined using IF-THEN conditions

and operators like AND, OR and NOT.

* Inference Engine: This component of the FIS determines the specific set of rules trig-
gered by a given input. The fuzzy output is generated by applying these rules to the input.

If the output depends on more than one rule than it is unified using aggregation method.

* Defuzzifier: The fuzzy output is transformed to an explicit crisp output during defuzzi-
fication. This is the final stage of a fuzzy logic system. Some common defuzzification
methods employed are Bisector, Centroid, Smallest of Maximum, Mean of Maximum,

Largest of Maximum and Weighted Average method

4.4 Membership Functions for Routing Metrics

The first step of fuzzy logic process is fuzzification. In this we convert crisp input quantities in
terms of fuzzy sets. Crisp inputs are defined with linguistic variables and denoted graphically
using membership functions. In this work, the crisp inputs are the routing metrics ETX, RE,
HC and Delay. Here, we will be defining the linguistic variables and membership functions for
these four metrics. For the four metrics a range of values are set. which are chosen considering
the Quality-of-Service requirements of a Network.

The membership functions of Residual energy, Delay, ETX and HC are as shown in figure
4.1. The linguistic terms are quantified using membership functions. Trapezoidal membership
functions are chosen for all the crisp inputs. Studies [109] have shown that trapezoidal functions
perform better than triangular membership functions. In this application scenario, trapezoidal
membership functions are chosen as they have a wider core. This allows a range of values
to have a complete membership value of 1. On the contrary, triangular membership functions
assign complete membership to a single value and thus fails to represent this application scenario

accurately.
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Figure 4.1: Membership Functions of ETX, HC, Delay and RE

* The ETX input is defined using linguistic variables - short, average and long. For ETX
(Expected number of re-transmission), we choose a range of 1 to 15. A link with ETX
value 1 to 3 is very good, since lesser number of re-transmissions signify faster delivery
and good reliability. ETX between 3 to 12 is acceptable and above 12 is undesirable.
The membership level in fuzzy set SHORT of ETX is defined by equation 4.1

.

0 , ETX > 6
4 (short)( ETX) =< 6 X 3 <ETX <6 (4.1)
1  ETX <3

\

The membership level in fuzzy set AVERAGE of ETX is defined by equation 4.2.

0 , ETX < 3or ETX > 12

BIX -3 3 <ETX <6
p (average)( ETX) = < (4.2)

1 .6 <ETX <9

L2oBIX 9 < ETX <12

\ 12-9
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The membership level in ETX fuzzy set LONG is defined by the equation 4.3.

p (long)( ETX) =

(
0 , ETX < 9
E;FQX_BQ L9 < ETX <12 4.3)
1 , ETX > 12

\

* Hop count is specified with linguistic variables near, average and far. For Hop Count we

select a range of 1 to 5. Neighbor nodes which are 2 hops away from the Root node are

very good. Neighbors with hops between 1 to 4 are considered average. Above 4 hops are

undesirable as they are far from the Root node.

The membership level in fuzzy set NEAR of Hop Count is defined by equation 4.4.

p (near)( HC) =

(

0 , HC > 2
2-HC 1 <HC <2 (4.4)
1 , HC <1

\

The membership level in fuzzy set AVERAGE of Hop Count is defined by equation 4.5.

p (average)( HC) =

\

The membership level in fuzzy set FAR of Hop Count is defined by equation 4.6.

p (far)(HC) =

0 , HC < 1lor HC > 4
He—1 1 <HC <2
4.5)
1 ,2 <HC <3
4 — HC
—HC 3 <HC <4
)
1 , HC > 4
HC =3 3 <HC <4 (4.6)
0 ,HC <3

\

* The linguistic variables used to represent Delay are small, average and high. Range cho-

sen for delay is 0 to 3000 units. A delay less than 600 units is considered very good.

Delay values between 600 and 2400 are average and acceptable. Neighbor nodes with

Delay values above 2400 are undesirable as parent nodes.
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The membership level in fuzzy set SMALL of Delay is defined by equation 4.7.

p (small)( Delay) =

;

0 , Delay > 1200

1200 — Dela

50 606> > 600 < Delay <1200 4.7
1 , Delay < 600

\

The membership level in fuzzy set AVERAGE of Delay is defined by equation 4.8.

p

0 , Delay < 600 or Delay > 2400
Delay — 600 600 < Delay < 1200
p (average)( Delay) = 1200 = 600 B B (4.8)
1 , 1200 < Delay < 1800
2400 — Dela
The membership level in fuzzy set HIGH of Delay is defined by equation 4.9.
1 , Delay > 2400
p (high)( Delay) = { Zelay —180 1800 < Delay < 2400 (4.9)
0 , Delay < 1800

\

* The input RE is specified using linguistic variables low, medium and full. When nodes

are deployed, initially they have highest energy level of value 255. A neighbor node, who

has a Residual Energy between 204 to 255 is a very good candidate for Parent. Nodes

with RE between 204 and 51 are average and acceptable. Nodes whose residual energy is

below 51 will not be chosen as Parent nodes.

The membership level in fuzzy set LOW of Residual Energy is defined by equation 4.10.

 (low)( RE) =

¢

0 . RE > 102

— RE
12 - RE 51 < RE <102 (4.10)
1 . RE <51

\

The membership level in fuzzy set MEDIUM of Residual Energy is defined by equation
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4.11.

0 , RE < 5lor RE > 204
BE-31 51 < RE <102
p (medium)( RE) = 4.11)

1 , 102 < RE < 153

204 — RE
204 — 153 153 < RE <204

The membership level in fuzzy set FULL of Residual Energy is defined by equation 4.12.

;

1 , RE > 204
p (ful)(RE) = ¢ BEZ155 153 < RE < 204 (4.12)
0 , RE <153

\

The above equations 4.1 to 4.12 are our novelty and not defined in any existing literature. Once
the membership equations are defined, the next step is to specify the Rule Base for the FIS. The

Rule Base and De-fuzzification process in RPL-FZ and OF-FZ is detailed in the next sections.

4.5 Process for Best Parent Selection in Fuzzy Based-RPL

implementation

The process for best parent selection amongst a number of candidate neighbors is shown in
flowchart of figure 4.2. In RPL network, DIO messages are regularly transmitted after fixed
periods determined by a trickle timer. Any node who has newly joined the network and has
not received a DIO, can solicit from a neighbor by sending a DIS message. A node within the
network, upon receiving the DIO message from a neighbor, checks if this neighbor is having
a rank lower than itself. If true, then adds this neighbor as a potential candidate (CPN) to its
candidate parent list. The link and node metrics such as Residual energy, Delay, ETX and hop
count are extracted from the DIO message for this particular candidate parent. If this sender is
the only candidate in parent list, then it is directly selected as the PPN (preferred parent node).
Otherwise, if more than one candidate exists, then the FIS is invoked and the four extracted
metrics are fed as input to the FIS. At the end of the defuzzification process, the computed QA
scores of candidates are compared with QA score of prevailing PPN. A candidate parent with
the highest QA score is selected as the next best parent or PPN. The new rank is calculated based
on rank of selected parent. The previous PPN is replaced by the new one and an updated DIO

message is multi-cast to neighbors. The DAO message is triggered when new parent is selected
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and unicast to the selected parent node.

Receive DIO MNessage
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-
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Update RANEK
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Figure 4.2: Process for Best Parent Selection using OF-FZ

4.6 Design of Fuzzy Logic based Objective function RPL-FZ

The design of the Fuzzy Inference System for novel objective function RPL-FZ which uses three

routing metrics is detailed in this section.

IF - THEN
RULE BASE
Crisp Inputs ! L
(ETX, DELAY, RE)
FUZZIFIER oy
— > N INFERENCE
ENGINE

=

DE-FUZZIFIER

Figure 4.3: Fuzzy Inference System in RPL-FZ
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Three routing metrics, namely ETX, Delay and Residual energy are chosen as the deciding
criteria for best route. The three metrics are chosen considering the low power consumption,
reliability and real time requirements of Quality of service. The membership functions for the
three metrics are listed in Section 4.4. These three metrics are fed as input to the fuzzy controller
and the output quality score for each neighbor node is calculated by the Fuzzy Inference System.
A Rule Base has to be specified which relates the output to the inputs. Three metrics are involved
and each metric has three fuzzy sets associated with it, thus the total number of Rules in the rule
base are 3° = 27. A set of IF-THEN fuzzy rules are stored in the database. These are applied
to the fuzzy inputs in the fuzzy inference engine. The fuzzy inputs are connected by AND, OR
and NOT fuzzy operators. The Fuzzy Inference System is shown in figure 4.3.

The output of the FIS, termed as Quality Score has associated with it seven fuzzy sets, namely
very_bad, bad, degraded, average, satisfactory, good and excellent. The membership function of

Quality is shown in figure 4.4.

A
, [very bad bad degraded avg satisfactory good exrellent
[]-5 W
0 -

46 52 60 66 74 80 88

Figure 4.4: Membership Function for FIS output-Quality Score

Some examples of the rules as stored in database as listed below :

1. If ETX is short and Delay is small and RE is full then Quality is excellent

2. (If ETX is short and Delay is small and RE is medium then Quality is good) OR (If ETX
is average and DELAY is small and RE is full then Quality is good)

3. (If ETX is short and DELAY is high and RE is full then Quality is satisfactory) OR (If
ETX is long and DELAY is small and RE is full then Quality is satisfactory) OR (If ETX

1s average and DELAY is average and RE is full then Quality is satisfactory)

4. (If ETX is average and DELAY is average and RE is medium then Quality is Average)
OR (If ETX is long and DELAY is small and RE is medium then Quality is Average) OR
(If ETX is long and DELAY is high and RE is full then Quality is Average)

5. (If ETX is short and DELAY is average and RE is low then Quality is degraded) OR (If
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ETX is average and DELAY is small and RE is low then Quality is degraded) OR (If ETX

is long and DELAY is small and RE is low then Quality is degraded)

6. (If ETX is long and DELAY is average and RE is medium then Quality is bad) OR (If

DELAY is high and ETX is long and RE is medium then Quality is bad)

7. If ETX is long and DELAY is high and RE is low then Quality is very_bad.

Table 4.1: Rules to Compute Quality Score in RPL-FZ

Inputs Output
ETX DELAY RE Quality Score
short small full excellent
short small medium good
short small low average
short average full good
short average medium good
short average low degraded
short high full satisfactory
short high medium average
short high low degraded
average small full good
average small medium average
average small low degraded
average average full satisfactory
average average medium average
average average low degraded
average high full satisfactory
average high medium average
average high low bad
long small full satisfactory
long small medium average
long small low degraded
long average full satisfactory
long average medium bad
long average low bad
long high full average
long high medium bad
long high low very_bad

The Quality Score varies from 0 to 100. A Quality score is assigned to each candidate parent
node. For a particular candidate node when the combination of metrics yields a good Quality
score it can be selected as preferred parent. During defuzzification, the value of Quality is

computed using the center of gravity (COG) defuzzification method:

XN Vi x pA (Vi)

M N
2im 1A (Vi)

(4.13)
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where M represents the defuzzified value, N corresponds to number of activated rules, Vi is the
domain value of triggered rule i, and A is the membership value. The 27 Rule combinations

used to compute Quality Score are shown in Table 4.1.

4.6.1 Fuzzy Inference System incorporation into Contiki OS

The novel fuzzy logic based objective function has to be incorporated into operating systems
meant for IoT motes to ensure that it can successfully be deployed in IoT networks. Contiki
OS is a popular operating system build for wireless low power sensor motes used in Internet of
Things applications. Contiki provides multitasking flexibility, has a built-in TCP-IP stack and
requires around 10 KB of RAM and 30 KB of ROM. RPL is the standard routing protocol in
Contiki. To improvise RPL, the proposed objective function has to be implemented into Contiki.

In this section, we describe in brief the steps followed in this regard.

1. A new implementation file of the fuzzy based Objective function is created in core/net/rpl

folder.
2. The created C file is added to makefile.rpl.
3. The new objective function has to be set in the conf.h file.
4. The file defining the fuzzy based objective function is named as rpl-of-fuzzy.c.
5. It consists of following functions:

* calculate_rank to compute the rank by adding information

¢ calculate_etx_path_metric to compute ETX of neighbor

e calculate_latency_path_metric to compute the latency of overall path to DAG root
* calculate_energy_path_metric to compute the energy of the neighbor

* calculate_fuzzy_metric to compute the Quality score metric using the 3 selected rout-

ing metrics

* best_parent to compute best parent based on ranks computed by the function calcu-

late_fuzzy_metric

» update_metric_container: this function is used to update the metric container.

6. The length of the DIO message is extended as the metric-container contains three routing

metrics in case of RPL-FZ.
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4.6.2 Simulation Results of RPL-FZ

In this section, we do the performance evaluation of the proposed objective function RPL-FZ.
It is compared against the standard Objective functions OFO0 and MRHOF. The three objective
functions are evaluated under conditions of varying data transmission rates, and varying network

density.

The COOIJA simulator, which is an inbuilt tool available with CONTIKI-2.7 Operating sys-
tem is used for performing the network simulations [104]. COOJA is an open-source tool ideal
for checking implementation functionality by performing network simulations before actual de-
ployment on sensor devices. A network with area of deployment 400m x 400m in random
topology with many sender nodes and a single sink node in created in COOJA environment
for simulations to be carried out. The test logs generated during the simulation in COOJA are
saved. The values of power consumption and packet delivery ratio are obtained from collect
view environment of COOJA. The delay and control overhead are obtained from the generated
test logs by writing PERL scripts.

Scenario 1: Network Scalability

In this section, we evaluate the Objective functions RPL-FZ, OF0 and MRHOF by varying the
density of nodes in the network from 30 to 100. A single sink node is used to ensure that network
is strained. The sink node and sender nodes are static. Data transmission rate is 1 packet/min.
The packet size is 128 bytes. The graphs of Average Power consumption, Packet Delivery Ratio,
Latency and traffic Overhead are plotted in figure 4.5.

Simulation Results

Average power consumption: The graph is shown in figure 4.5. As number of nodes increase,
average consumption also increases. Each node transmits one packet of 128 bytes per minute.

30 nodes will generate 30 packets per min.

When density rises to 100 nodes, three times higher data is being generated in the network.
When density increases, the nodes have to becomes parents to a greater number of nodes. Thus,
nodes have to be in ON mode for longer time, resulting in more energy consumption. RPL-FZ
is found to give better performance by consuming 5% and 9% lesser energy as compared to
OFO0 and MRHOF respectively at density of 100 nodes. RPL-FZ makes the choice of preferred
parent based on the residual energy of node, which considerably improves the average energy

consumption and lifetime.
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Figure 4.5: Performance of RPL-FZ versus OF0 and MRHOF for varying network density

Packet Delivery Ratio: The Packet delivery with RPL-FZ is 100% in a network with 30
nodes and 98.6 % as density is increased 100. Whereas OF0 and MRHOF are seen to lose
more number of packets during transit. In terms of packet delivery success, RPL-FZ is seen to
perform marginally better than OF0 and MRHOF at 1 ppm data rate. The table 4.2 shows the

improvements in power consumption and PDR with RPL-FZ at 1 ppm as node density is varied

from 30 to 100.

Table 4.2: Improvement in Avg Power Consumption and PDR with RPL-FZ over OF0 and
MRHOF with varying node density at 1 ppm

Average Power Consumption Packet Delivery Ratio
Improvement Improvement
OF0 | MRHOF | RPL-FZ over OF0 | MRHOF | RPL-FZ over
OF0 MRHOF OF0 | MRHOF
30 1.036 1.106 1.032 Marginal 7% 100 100 100 Marginal
50 1.1 1.149 1.074 2% 7% 100 99.77 100 Marginal
70 1.182 1.204 1.124 5% 7% 98.81 98.68 98.9 Marginal
90 1.194 1.212 1.132 5% 7% 98.64 98.59 98.81 Marginal
100 1.23 1.279 1.164 5% 9% 98.28 98.37 98.6 Marginal
Avg | 1.1484 1.19 1.1052 4% 7% 99.146 | 99.082 99.262 Marginal
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Network Latency: The delay metric used in design of RPL-FZ ensures faster routes being
chosen towards the root node. Both OF0 and MRHOF lack this advantage. The latency in
RPL-FZ is 300 ms at 30 nodes and rises to 539 ms at 100 nodes. Whereas, OF0 and MRHOF
have latency of above 600 ms at density of 100 nodes. RPL-FZ gives 10% lower latency over
OFO0 and MRHOF at 100 nodes. The table 4.3 shows the improvements in latency and control
overhead with RPL-FZ at 1 ppm as node density is varied from 30 to 100.

Control Overhead: In standard RPL, the DAO messages are generated upon expiration of
DelayDAO timer. The expiration of this timer happens at regular intervals leading to surplus
DAO messages being generated in the network, which may not add any value. In this work,
the DelayDAO timer expiration is triggered only upon the selection of a new parent node. This
ensures that DAO messages are generated only when crucial routing updates must be sent and
avoids unwanted overhead. The DIO messages, which carry the crucial routing information are
generated on expiration of the Trickle timer. This timer expires at pre-defined fixed intervals and
after a change in parent node. Together DIO and DAO ensure that updated routing information
is circulated within the network. This leads to significant amount of reduction in the control
overhead due to the mechanism adopted in transmitting DAO and DIO messages. The control
overhead in RPL-FZ is significantly reduced to the tune of 38% and 49% over OFO0 and MRHOF

respectively.

Table 4.3: Improvement in Network Latency and Control Overhead with RPL-FZ over OF0
and MRHOF with varying node density at 1 ppm

Network Latency (ms) Control traffic overhead (Packets)
Improvement Improvement
OF0 MRHOF | RPL-FZ over OF0 MRHOF | RPL-FZ over
OF0 | MRHOF OF0 | MRHOF
30 301.44 | 302.48 299.86 1% 1% 506 506 312 38% | 38%
50 398.98 | 404.46 373.93 6% 8% 823 860 505 39% | 41%
70 583.98 | 580.7 527.95 10% | 9% 1011 1218 633 37% | 48%
90 592.51 | 595.7 535.09 10% | 10% 1311 1704 822 37% | 52%
100 | 602.49 | 601.29 539.28 10% | 10% 1457 1927 917 37% | 52%
Avg | 495.88 | 496.93 455222 | 7% 8% 1021.6 | 1243 637.8 38% | 49%

Scenario 2: Varying Data Rates
When sensor devices transmit packets at an increased data rate, the congestion in the network,
can lead to packet loss and affect the network performance in terms of power consumption and
eventually the lifetime. In our study, we perform simulations by transmitting packets of size 128
bytes at rates varying from 2 p/min up to 10 p/min. The network density is varied from 30 to 100
nodes and single sink node is used. The T-mote sky motes are deployed in a random topology

of area 400m * 400m. Transmission range is set to 30m and ratio is 100%. The performance of
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the objective function RPL-FZ is compared with OF) and MRHOF.

Average Power Consumption

It is seen that RPL with MRHOF consumes highest power. This is because MRHOF considers
only the transmission count in routing decision and does not consider energy of node. An RPL
implementation with the MRHOF objective function can select paths with unreliable links since
the link estimation is done using passive link monitoring techniques and RPL has no control
over it. Thus, it is likely that the routing decisions with MRHOF may be based on outdated link
statistics. It is seen form the experiments that MRHOF performs badly as the network density
and data rate increases. The graphs in figure 4.6 depict the power consumption as data rates

are increased from 1ppm to 10 ppm and network density from 30 to 100 for RPL-FZ, OF0 and

MRHOF implementations.
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Figure 4.6: Average Power Consumption with RPL-FZ, OF0 and MRHOF for varying data

At 50 nodes and data rate of 1 p/min, the power consumption with MRHOF is 7% higher

than with RPL-FZ. As the node density increases, more traffic in the network causes the power

rates
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consumption to rise. The sensors have to route more packets, causing them to be in ON mode for
longer time duration. In a 100 node network setup, RPL-FZ consumes significantly lower power
than OF0 and MRHOF to the tune of 6% and 10% at 10 ppm. As the packet rate increases to
10 ppm, power consumption increases further. Higher traffic leads to congestion, collisions and
packet loss due to packets being dropped. This causes re-transmission of packets. Under these
strained conditions of high density and high data rate, RPL-FZ consumes 9% lower power than
MRHOF. Although the sensor nodes require extra computational power for the fuzzy process
and calculation of rank based on the Quality score, the final power consumption of the Network
with RPL-FZ is much lesser as compared to OF0 and MRHOF. RPL-FZ considers the remaining
energy of a node during parent selection, thus ensuring that a node low on energy does not end up
repeatedly being selected as parent and depleting its energy further. This shows that a network
with RPL-FZ will have better lifetime as compared to OFO or MRHOF. The power consumed
at 50 nodes and 100 nodes and the corresponding improvement obtained with RPL-FZ is listed
in table 4.4. RPL-FZ selects optimum parent nodes with low delays, small ETX values and
higher energy levels. It ensures good packet delivery success, thus saving the energy spent in

transmission and reception on packet loss.

Table 4.4: Improvement in Avg Power Consumption at 50 and 100 nodes with RPL-FZ over
OF0 and MRHOF for varying data rates

Power Consumption (mW) at 50 nodes Power Consumption (mW) at 100 nodes
Improvement Improvement
OF0 | MRHOF | RPL-FZ over OF0 | MRHOF | RPL-FZ over
OF0 | MRHOF OF0 | MRHOF
1 ppm 1.1 1.149 1.074 2% 7% 1.23 1.279 1.164 5% 9%
2ppm | 1.285 1.314 1.23 4% 6% 1.448 1.489 1.355 6% 9%
5 ppm 1.71 1.717 1.663 3% 3% 2.076 2.179 1.97 6% 10%
10 ppm | 2.375 2.402 23 3% 4% 2.857 2.938 2.68 6% 9%
Avg 1.62 1.65 1.57 3% 5% 1.9 1.97 1.79 6% 9%

Packet Delivery ratio

The sensor nodes continuously transmit data to the Root node. Most of the packets are suc-
cessfully received, but some are lost due to collisions and congestion. The ratio of total packets
successfully received at the Sink to the total packets transmitted in the network is termed as
Packet Delivery Ratio. The Packet Delivery ratio with RPL-FZ, OF0 and MRHOF is shown by

graphs in figure 4.7 as nodes increase from 30 to 100 and data rates increase from 1 ppm to 10
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Figure 4.7: Packet Delivery Ratios with RPL-FZ, OF0 and MRHOF for varying data rates

It can be seen from the graphs that PDR is better at lower packet rates and low node density.
At low packet rate of 1 ppm, 100% packet delivery is obtained with RPL-FZ. OF0 does not
consider the link quality, and when selecting a parent with minimum rank it may actually end
up selecting a congested parent and thus end up dropping packets. RPL-FZ considers ETX as
a decision metric and thus ensures better packet delivery. As the sensor data transmission rate
increases from 2 ppm to 10 ppm and node density from 30 to 100 it is seen that more packets
are lost. This happens due to packet collisions and congestion in the network when packet
rate increases. RPL is generally suitable for networks with low data rates. The PDR is also
depended on the topology of the network. Each node has a buffer size of 4 packets. When the
number of packets circulating in the network increases, the buffers overflow and many packets
are dropped. This leads to the drop in PDR. In a network with 50 nodes, RPL-FZ gives packet
delivery success of 99% upto 5 ppm. At 100 nodes and 10 ppm, RPL-FZ delivers packets with
4% higher success than OF0 and MRHOF. The table 4.5 shows the improvements with RPL-FZ

at 50 and 100 nodes with data rate varying from 1 p/min to 10 p/min.
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Table 4.5: Improvement in PDR at 50 and 100 nodes with RPL-FZ

PDR at 50 nodes PDR at 100 nodes
Improvement Improvement
OF0 | MRHOF | RPL-FZ over OF0 | MRHOF | RPL-FZ over
OF0 | MRHOF OF0 | MRHOF

1 ppm 100 99.77 100 Marginal 98.28 98.37 98.6 Marginal
2ppm | 98.88 98.95 99 Marginal 95.12 95.57 97.52 2% 2%
Sppm | 96.98 98.18 99 2% | Marginal | 94.21 94.24 97.34 3% 3%
10 ppm | 87.64 87.21 90.43 3% 4% 75.16 74.54 77.87 4% 4%

Avg 95.8 96.02 97.1 1% 1% 90.69 90.68 92.83 2% 2%

Network Latency

The Latency with OF0 , MRHOF and RPL-FZ is shown by graphs in figure 4.8 as nodes increase
from 30 to 100 and data rates increase from 1 ppm to 10 ppm. The latency is seen to increase
from 300 ms to 2s with OF0 and MRHOF as data rates are increased from 1 ppm to 10 ppm.
RPL-FZ gives 7% lower delays than other two on average. As nodes increase to 100 latency is
1.9 s in RPL-FZ, which is 9% lower than MRHOF. This is primarily because RPL-FZ uses the
delay metric while routing and thus selects routes with shorter delay. The table 4.6 shows the
improvements with RPL-FZ at 50 and 100 nodes over OF) and MRHOF as data rate vary from
1 p/min to 10 p/min.
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Figure 4.8: Network Latency with RPL-FZ, OF0 and MRHOF for varying data rates
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Table 4.6: Improvement in Network Latency with RPL-FZ for varying data rates

Latency (ms) at 50 nodes Latency (ms) at 100 nodes
Improvement Improvement
OF0 MRHOF | RPL-FZ over OF0 MRHOF | RPL-FZ over
OF0 | MRHOF OF0 | MRHOF

1ppm | 398.98 404.46 3739 6% 8% 602.5 601.29 539.3 10% 10%
2 ppm 462.5 476.1 427.1 8% 10% 787.7 811.9 701.9 11% 14%
S ppm 710.6 720.59 652.4 8% 9% 1478.9 1480.8 1316 11% 11%
10 ppm 1233 1231.6 1198.9 3% 3% 2021.9 2079.3 1896 6% 9%
Avg 701.26 708.19 663.1 6% 7% 1222.7 1243.4 1113 10% 11%

Control Overhead

In RPL-FZ , significant amount of reduction in the control overhead is achieved due to the mech-
anism adopted in transmitting DAO and DIO messages. The table 4.7 shows the improvements
with RPL-FZ at 50 and 100 nodes over OF0 and MRHOF as data rate vary from 1 p/min to 10
p/min. The control overhead in RPL-FZ is significantly reduced to the tune of 33% and 49%
over OF0 and MRHOF respectively. This reduction in control overhead contributes in lowering

the congestion. Also the power consumption involved in transmission and reception is saved.
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Figure 4.9: Control Traffic Overhead with RPL-FZ, OF0 and MRHOF for varying data rates
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Table 4.7: Improvement in Control Overhead at 50 and 100 nodes with RPL-FZ over OF0 and
MRHOF for varying data rates

Control Overhead at 50 nodes Control Overhead at 100 nodes
Improvement Improvement
OF0 | MRHOF | RPL-FZ over OF0 | MRHOF | RPL-FZ over
OF0 | MRHOF OF0 | MRHOF

1 ppm 823 860 505 39% 41% 1457 1927 917 37% 52%
2 ppm 725 894 490 32% 45% 1281 1783 881 31% 51%
5 ppm 723 818 451 38% 45% 1228 1688 808 34% 52%
10 ppm | 716 811 448 37% 45% 1091 1359 787 28% 42%
Avg 746 845 473 37% 44% 1264 1689 848 33% 49%

Simulations have been performed under varying data transmission rates. The results show
that RPL-FZ based RPL-implementation performs better in terms of Packet Delivery Ratio,
Power Consumption, Network lifetime and Network Latency as compared to OFO and MRHOF

based networks.

4.6.3 Comparison of RPL-FZ with other existing Fuzzy logic-based im-

plementations in literature

Over the past few years, researchers have made an effort to improve RPL performance by uti-
lizing two and three metrics to make the routing decision. In this section, we compare the
performance of our 3-metric based RPL-FZ objective function with these existing works. Some
popular and cited works chosen to compare are OF-EC [77], OF-FUZZY [110], OPP-FL [78]
and OFRRT-FUZZY [79]. The graph of Packet delivery ratio, Average power consumption, la-
tency and control overhead with the above techniques is plotted in figure 4.10. Results indicate
that methods which utilize ETX and Residual energy in routing choice give better PDR. RPL-FZ
achieves on average 3% higher PDR than these two or three metric based techniques. The figure
4.10 shows the average power consumption plotted for these techniques. The OPP-FL does not
utilise residual energy and suffers from higher power consumption. It also relies on Children
number which is the number of children nodes affiliated to a particular parent. The computation
of this metric consumes relatively higher amount of power. The delay metric is not considered
in OPP-FL. All these factors amount to 10% higher power consumption than RPL-FZ. OFRRT-
FUZZY uses the RSSI metric instead of ETX and also experiences higher power consumption.
The throughput metric in OFRRT-FUZZY needs more computation steps, thus consumes more
power. RPL-FZ excels this work in regard to power consumption by 9% .The sizeable reduction
of DAO messages in RPL-FZ consequently reduces the latency too. It reduces the latency by an

average of 10% as compared to three metric-based works. The table 4.8 shows the percentage
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improvements with OF-FZ over other fuzzy based works.
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Figure 4.10: Comparison of OF-EC [77], OF-FUZZY [110], OPP-FL [78], OFRRT-FUZZY
[79] and RPL-FZ

Table 4.8: Comparison Table of RPL-FZ vs other 3-metric Fuzzy Based works existing in

literature
Imp Imp Imp Imp
in in in in
PAVG Pavg PDR | Latency | Lat | Over- | ovhd
WORK METRICS . PDR . ) )
(mW) with with (ms) with | head | with
RPL RPL RPL RPL
-FZ -FZ -FZ -FZ
ETX, .
OF-EC [77] 1.08 | Marginal 95 2% 405 8% 800 | 37%
HC, EC
ETX,
OF-FUZZY [110] 1.085 1% 95 2% 415 10% | 800 | 37%
Delay, Energy
ETX,
OPP-FL [78] 1.16 8% 94 3% 405 8% 850 | 41%
HC, CN
RSSI, RE,
OFRRT-FUZZY [79] 1.15 7% 95 2% 402 7% 800 | 37%
Throughput
RE, Delay,
RPL-FZ (proposed work) BTX 1.074 97.34 373 505
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4.7 Design of Fuzzy Logic based Objective Function OF-FZ

The performance evaluation of 3-metric based objective function RPL-FZ has made it clear that
a holistic routing decision involving multiple metrics gives better results. To improvise further, a
fourth metric- Hop Count is introduced in addition to the three routing metrics taken in design of
RPL-FZ. This novel objective function based on four routing metrics and fuzzy logic is termed

as OF-FZ.

Hop Count metric has the advantage of choosing route with lesser number of hops thereby
reducing delay. The four metrics ETX, Delay, Hop Count and Residual energy are chosen as the
deciding criteria for best route in OF-FZ. The design of the Fuzzy Inference System for novel

objective function OF-FZ is detailed in this section.

Delay Quality
:"-'lmt stage +| Second QA SCORE
uzzy stage fuzz

ETX  ——— inference "l in;grence Y
engine engine

Hop —
count
Residual Energy

Figure 4.11: Fuzzy Inference System in OF-FZ

During the FIS design, the process of combining the four input variables to obtain a single
output quantity is executed in two stages. The output of the FIS in case of OF-FZ is named as
Quality Assurance (QA) score to distinguish it from the output of FIS in RPL-FZ. The two stage

fuzzification process is shown in Figure 4.11.

In the stage 1 the input variables ETX, Delay and Hop count are fuzzified to obtain an
output quantity termed as Quality after defuzzification. In the Stage 2, the Residual Energy (RE)
and Quality are fuzzified to obtain the final output Quality Assurance Score. The membership
functions for the four metrics are listed in Section 4.4. If the process was executed in single
stage, as there are four metrics and each has three fuzzy sets associated with it, the total number
of rules would be 3* = 81. This would occupy memory space in a already constrained RAM.
Hence, the process is split into two stages. In the Stage 1, only 27 rules are required and Stage

2 needs 15 rules. This approach saves on the memory space utilized.

In Stage 1, The Mamdani model [108] is used to compute the Quality value by applying
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fuzzy rules to the fuzzy inputs. The Quality output is represented using five fuzzy sets, namely

very_slow, slow, average, fast and very_fast. Figure 4.12 shows the membership function of

quality.
& Quality
very slow slow average fast very_fast
l
0.5
0
12 22 34 44 56 66 78 88 100

Figure 4.12: Membership function of Quality in Stage 1 of OF-FZ FIS

Some rules used to calculate the Quality are listed below:

1. If Delay is small and HC is near and ETX is short then Quality is very _fast.

2. (If Delay is average and HC is near and ETX is short then Quality score is fast) OR (If
Delay is small and HC is average and ETX is short then Quality is fast) OR (If Delay is
average and HC 1s average and ETX is short then Quality is fast) OR (If Delay is small
and HC is far and ETX is short then Quality score is fast) OR (If Delay is average and HC
is far and ETX is short then Quality score is fast) OR (If Delay is small and HC is near

and ETX is average then Quality score is fast)

3. (If Delay 1s high and HC is near and ETX is short then Quality is average) OR (If Delay
1s average and HC is average and ETX is average then Quality is average) OR (If Delay
is small and HC is near and ETX is long then Quality is average) OR (If Delay is average

and HC is far and ETX is average then Quality is average)

4. (If Delay is average and HC is far and ETX is long then Quality is slow) OR (If Delay is
high and HC is far and ETX is average then Quality is slow) OR (If Delay is high and HC

is average and ETX is average then Quality is slow)

5. If Delay is high and HC is far and ETX is long then Quality is very_slow.

The 27 Rule combinations used to compute Quality are shown in Table 4.9.
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Table 4.9: Rules to Compute Quality in Stage 1 FIS for OF-FZ

Inputs Output
ETX DELAY HOP COUNT Quality
short small near very _fast
short average near fast
short high near average
short small average fast
short average average fast
short high average average
short small far fast
short average far fast
short high far average
average small near fast
average average near average
average high near slow
average small average fast
average average average average
average high average slow
average small far fast
average average far average
average high far slow
long small near average
long average near slow
long high near slow
long small average average
long average average slow
long high average slow
long small far average
long average far slow
long high far very_slow

In the Stage 2, the inputs residual energy and Quality are combined to obtain a final output
quantity Quality Assurance Score. The fuzzy sets representing the Quality Assurance score vary

from Very Bad to Excellent and are shown in figure 4.13.
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1 QA Score

very bad bad  degraded avg satisfactory good  excellent

TXXXAXXL

52 60 66 74 8O 88

Figure 4.13: Membership function of QA Score in Stage 2 of OF-FZ FIS

The conditions used to define the 15 rules for computation of QA score are shown in table
4.10
Table 4.10: Rules to Compute Quality Assurance Score in Stage 2 FIS for OF-FZ

Quality — ENERGY low medium full
very_slow very bad Bad average
slow bad degraded average
average degraded average satisfactory
fast average satisfactory good

very _fast average Good excellent

The QA score ranges from 0 to 100. A Quality Assurance score is computed for each
candidate parent node. For any potential candidate parent, when the combination of metrics
results in a high QA score, it can be chosen as preferred parent. A crisp value of QA score is

calculated during defuzzification using the centroid formula:

S Wi x p (Wi)

X = K
22:1 p (W)

(4.14)

where X is the defuzzified crisp value, K resembles the number of activated rules, Wi is the

domain value of corresponding rule i, and p(W+) is the predicate truth of that domain value

o Do

ETX=2 ETX=5

Delay= 1000 Delay= 1500
HC=2 HC=3
RE=200 RE= 200

Figure 4.14: Node with choice of candidate parents
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To illustrate the entire fuzzy process mathematically, let us consider some examples.

1. Assume a candidate parent 1, with ETX value 2, Delay of 1000, Hop count of 2 and
residual energy 200 as shown in figure 4.14. Fist we have to evaluate the term Quality
in the stage 1 of fuzzification. A value of 2 for ETX has membership in short fuzzy set
with value 1. Delay of 1000 has membership in small and average fuzzy sets with values
0.33 and 0.667 respectively. HC of 2 has membership in near and average fuzzy sets with
values 0 and 1 respectively. The membership values are computed using the equations 4.1
to 4.12. Four rules are triggered for quality and only the values “fast” and “very_fast” are
activated. Using the max(min) implication, Rule 1 evaluates to a value of 0.333, value of
Rule 2 is 0.667, value of rule 3 is zero and value of rule 4 is zero. The quality score is

calculated using following centroid formula:

 0.333% 724066772+ 0%94+0x72

@ 0.3340.667 +0+0

72 (4.15)

Where 72 and 94 are the centers of gravity for the quality “fast” and “very_fast” respec-
tively. In the stage 2 of fuzzy process, a residual energy of 200 has membership in fuzzy
set medium and full with values 0.078 and 0.9216 respectively. The quality of 72 has
membership in set fast with value 1. Two rules are triggered for QA score with values
“satisfactory” and “good”. Using the max(min) implication, Rule 1 evaluates to a value
0.078 and value of rule 2 is 0.9216. The value of QA score is computed using the above

centroid formula as

0.078 * 63 + 0.9216 * 77
A score = —75.9 4.16
QA score 0.078 + 0.9216 (1)

Where 63 and 77 are the centers of gravity for the QA score of “satisfactory” and “good”

respectively.

2. Assume a candidate parent 2, with ETX value 5, Delay of 1500, Hop count of 3 and resid-
ual energy 200. Fist we have to evaluate the term Quality in the stage 1 of fuzzification.
A value of 5 for ETX has membership in short and average fuzzy sets with value 0.33
and 0.667 respectively. Delay of 1500 is average with value 1. HC of 3 has membership
in average fuzzy set with value 1. The membership values are computed using the equa-
tions 4.1 to 4.12. Two rules are triggered for quality and values “fast” and “average” are
activated. Using the max(min) implication, Rule 1 evaluates to 0.334 and value of Rule

2 1s 0.667. The defuzzified value of quality is computed using the centroid formula as
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follows:
~0.33x72+ 0.667 * 50

@= 0.33 + 0.667

= 57.28 4.17)

Where 72 and 50 are the centers of gravity for the quality “fast” and “average” respec-
tively. In the stage 2 of fuzzy process, a residual energy of 200 has membership in fuzzy
set medium and full with values 0.078 and 0.9216 respectively. The quality of 57.28 has
membership in sets average and fast with values 0.872 and 0.128 respectively. Four rules
are triggered for QA score with values “satisfactory”, “good” and “average”. Using the
max(min) implication, Rule 1 value is 0.872, Rule 2 evaluates to a value of 0.078, value
of Rule 3 is 0.128 and Rule 4 evaluates to 0.078. The value of QA score is computed
using the above centroid formula as
0.872% 63 + 0.078 %49 + 0.128 x 77 + 0.078 * 63

) o =63.6 4.18
QA score 0.872 + 0.078 4+ 0.128 + 0.078 19

2 ¢

Where 49, 63 and 77 are the centers of gravity for the QA score of “average”, “satisfac-

tory” and “good” respectively.

4.7.1 Simulation Results of OF-FZ

The designed OF-FZ is incorporated into Contiki OS in a manner similar to RPL-FZ. In this
case, the DIO message size is increased to accommodate four metrics. In this section, we
evaluate the Objective function OF-FZ against the standard OF0 and MRHOF by performing
simulations using Contiki OS COOJA platform. The density of nodes in the network is increased
from 30 to 100. A single sink node is used to ensure that network is strained. The sink node and
sender nodes are static. Data transmission rate is varied from 1 packet/min to 10 p/min. The
packet size is 128 bytes. The T-mote sky sensors are deployed in a random topology of area
400m * 400m. Transmission range is set to 30m and ratio is 100%. The performance of OF-
FZ is compared to OF0 and MRHOF objective functions for power, PDR, latency and control
overhead.

Average power consumption

The graphs of average power consumption are shown in figure 4.15. OF-FZ utilizes four metrics
during the routing decision. This enables the nodes to take a holistic decision. The ETX metric
ensures that less congested routes are chosen thus avoiding more number of re-transmissions.
This helps to save on energy and improves the PDR. The delay metric helps to choose faster

routes and lowers the overall network latency. Hop count metric further guides in selecting
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shorter routes. The residual energy metric ensures that nodes with depleting energy levels are
avoided. This helps to sustain their energy levels and prevents them from energy drain. This
prolongs the network lifetime significantly. An overall performance improvement is observed
with OF-FZ. As data rates is increased to 10 ppm, the single metric based OF’s result in a power
consumption 3 mW. Whereas, the consumption with OF-FZ is 2.6 mW at 10 ppm in a 100
nodes network. OF-FZ gives better performance by consuming 7% and 9% lesser energy as
compared to OF0 and MRHOF respectively. Including the fourth metric is seen to give around
5% improvement over RPL-FZ at 2 and 5 ppm. The Hop count metric ensures that shortest
routes get selected thus saving more on energy. The table 4.11 illustrates the improvement with

OF-FZ at maximum node density of 100.
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Figure 4.15: Average Power Consumption with varying data rates for OF-FZ

Table 4.11: Improvement in Avg power Consumption with OF-FZ over OF0 and MRHOF at
100 nodes with varying data rates

Average Power Consumption (mW) at 100 nodes

Improvement
OF0 | MRHOF | OF-FZ over
OF0 | MRHOF
1 ppm 1.23 1.279 1.148 7% 10%

2ppm | 1.448 1.489 1.28 12% 14%
Sppm | 2.076 2.179 1.863 | 10% 15%
10 ppm | 2.857 2.938 2.662 7% 9%
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Figure 4.16: PDR with varying data rates for OF-FZ

Packet Delivery Ratio

The graphs in figure 4.16 depict the PDR achieved with OF-FZ, OF0 and MRHOF as data rates
are varied from 1 ppm to 10 ppm. The PDR with OF-FZ is 6% higher than that achieved with
OFO0 and MRHOF. Upto 50 nodes and 1 ppm, packet delivery with OF-FZ is 100% successful.
Few packets are dropped as number of nodes increase to 100. PDR is seen to vary from 99%
to 97% for date rates till 5 ppm. As the rate is increased to 10 ppm , at 30 nodes PDR is 94%
and then drastically drops to 80% at 100 nodes density. This being 6% higher than that with
OFO0 and MRHOF. The table 4.12 shows the improvement percentage with OF-FZ at 100 nodes

for varying data rates. At high density of 100 nodes, the performance is seen to be strained

remarkably, hence the comparison of OF0, MRHOF and OF-FZ is tabulated at this density.

Table 4.12: Improvement in PDR with OF-FZ over OF0 and MRHOF at 100 nodes with

varying data rates

Packet Delivery Ratio at 100 nodes
Improvement
OF0 | MRHOF | OF-FZ over
OF0 | MRHOF
1 ppm | 98.28 98.37 99 Marginal
2ppm | 95.12 95.57 97.62 3% 2%
Sppm | 94.21 94.24 97.45 3% 3%
10 ppm | 75.16 74.54 79.19 5% 6%
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Figure 4.17: Network Latency with varying data rates for OF-FZ
Network Latency

The figure 4.17 shows the latency with OF-FZ, OF0 and MRHOF as data rates are varied from 1
ppm to 10 ppm. The delay and HC metrics used in design of OF-FZ ensures faster routes being
chosen towards the root node. Both OF0 and MRHOF lack this advantage. In a 100 nodes
network, latency with OF-FZ is 532 ms at 1 ppm and rises to 1.8 s at 10 ppm. Whereas, OF0
and MRHOF have latency of above 2 s at 10 ppm. OF-FZ gives 12% and 13% lower latency
over OF0 and MRHOF. The table 4.13 lists the percentage improvements in latency with OF-FZ

at 100 nodes for varying data rates.

Table 4.13: Improvement in Network Latency with OF-FZ over OF0 and MRHOF at 100
nodes for varying data rates

Network Latency (ms) at 100 nodes

Improvement
OF0 MRHOF | OF-FZ over

OF0 | MRHOF
1 ppm 602.49 601.29 | 532.21 | 12% 11%

2 ppm 787.74 811.96 | 690.26 | 12% 15%
Sppm | 1478.89 | 1480.83 | 1286.7 | 13% 13%
10 ppm | 2021.85 | 2079.32 | 18023 | 11% 13%
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Figure 4.18: Control Overhead with varying data rates for OF-FZ
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Table 4.14: Improvement in Control Overhead with OF-FZ over OF0 and MRHOF at 100
nodes with varying data rates

Control traffic overhead at 100 nodes
Improvement
OF0 | MRHOF | OF-FZ over
OF0 | MRHOF

1 ppm | 1457 1927 913 37% 53%
2ppm | 1281 1783 877 32% 51%
Sppm | 1228 1688 801 35% 53%
10 ppm | 1091 1359 782 28% 42%

Control Overhead: The figure 4.18 shows the control overhead with OF-FZ, OF0 and
MRHOF as data rates are varied from 1 ppm to 10 ppm. OF-FZ follows the same timer mecha-
nism for DAO generation as that used in RPL-FZ. The DelayDAO timer expiration is triggered
only upon the selection of a new parent node. This ensures that DAO messages are generated
only when crucial routing updates must be sent and avoids unwanted overhead. This leads to
significant amount of reduction in the control overhead due to the mechanism adopted in trans-
mitting DAO and DIO messages. The control overhead in OF-FZ is significantly reduced to the
tune of 36% and 48% over OF0 and MRHOF respectively. The table 4.14 lists the percentage
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improvements in overhead with OF-FZ at 100 nodes for varying data rates.

ETX=7 °
Delay=300

o HC=2 ETX=1
© REz110 Delay=1000 | @
HC=1
RE=180 ® @
ETX= — T
elay=4 ETX=5 L i
- 2 e 2y
221 ® ®

ETX=5

2
= elay=

| g e @i
RE=210 199

Figure 4.19: Path traced from Nodes N1 and N2 in RPL networks with standard OF0, MRHOF
and the proposed OF-FZ

Path traced from nodes N1 and N2 to Sink

The figure 4.19 shows the paths taken by two distinct node N1 and N2 to send packets to the
root node in the proposed OF-FZ and existing standard OF0 and MRHOF implementations.
All the conditions of random topology, 50 sender nodes, data rate, network area are identical
in all three scenarios. If we consider node N1 the path taken in OF-FZ network has a total
delay of 1000 ms whereas the OF0 and MRHOF takes a path with delay of 1050 ms and 1500
ms respectively. MRHOF chooses paths based on single metric ETX. It can be seen that N1
with MRHOF chooses parents with residual energy of 225, 110 and 180. N1 with OF-FZ takes
parents with RE of 205, 145 and 205. In the long run the parents taken by N1 in MRHOF will
drain of energy faster. This plot of paths helps us to understand the advantage OF-FZ holds over

the standard versions of RPL.
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4.7.2 Performance Analysis of OF-FZ

In this chapter, a Fuzzy logic-based RPL objective function OF-FZ is proposed. To verify the ef-
ficiency of OF-FZ, the four performance parameters-Packet Delivery Ratio, power consumption,
Network latency and control overhead are measured. In the previous section, the performance
of OF-FZ is compared with the standard MRHOF and OFO versions of RPL and it is seen that
OF-FZ excels over them. This section compares OF-FZ with RPL-FZ and other existing fuzzy

logic-based works in literature which use multiple metrics for decision making.

4.7.2.1 Comparison of OF-FZ with RPL-FZ

In this chapter, we have proposed two novel objective functions RPL-FZ and OF-FZ which
evaluate multiple metrics to decide optimal path in a RPL network. The preliminary difference
between these two is in the number of metrics used. RPL-FZ uses three, while OF-FZ uses
an additional metric Hop Count for decision making. In this section, we compare the perfor-
mance of OF-FZ and RPL-FZ. The Average power consumption, PDR, Latency and control
overhead are plotted in the figure 4.20. The readings at node densities of 30,50, 70,90 and 100

are averaged and plotted at varying data rates.
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Figure 4.20: Comparison of OF-FZ with RPL-FZ
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The inclusion of hop count results in a additional 14 bytes of data added to the DIO message.
The rule base in a single stage FIS would increase from 27 (in-case of 3 metrics) to 81 rules,
but due to the two stage design adopted by us, 15 rules get added extra in OF-FZ. The rise in
computation power due to an additional metric is observed to be minimal. The advantages of
adding the HC metric outweigh the downside. Inclusion of HC in decision making ensures that
parent with minimum distant to sink node is chosen. This reduces the latency as can be seen
from the graphs of figure 4.20. At packet rate of 10 ppm the improvement is 5%. At lower
packet rates there is 2% reduction in latency. This in turn saves on the power consumed. The
improvement ranges from 1% to 5%. The influence of HC on successful packet delivery is
seen to be marginal. The control overhead is comparable as same mechanism is adopted for
message generation on instance of parent change in both designs. The table 4.15 summarizes

the percentage improvements of OF-FZ over RPL-FZ.

Table 4.15: Improvement of OF-FZ over RPL-FZ

Improvement of OF-FZ over RPL-FZ

P avg PDR Latency | Control Overhead
1 ppm 2% Marginal 2% Marginal
2 ppm 5% Marginal 2% Marginal
5 ppm 4% Marginal 2% 1%
10 ppm 1% 1% 5% 1%

4.7.2.2 Comparison of OF-FZ with existing four-metric fuzzy logic-based implementa-

tions in literature

In this section, the fuzzy logic-based novel objective function OF-FZ is compared with two
other four metric-based objective functions OF-FL [76] and FL-HELR [81]. OF-FL uses the
same routing metrics as OF-FZ whereas FL-HELR-OF replaces the ETX metric with RSSI. The
differences in the design of OF-FZ, OF-FL and FL-HELR are shown in table 4.16. These two

works are selected as they use the same simulation parameters as our work.

Table 4.16: Design Considerations: OF-FZ vs OF-FL [76] vs FL-HELR-OF [81]

Parameter OF-FZ OF-FL [76] FL-HELR-OF [81]
Choice of Metric HC, ETX, Delay, RE HC, ETX, Delay, BL HC, RSSI, Delay, EC
Design Two Stage Single Stage Single Stage
Rule Base Stage 1: 27 Rules, | 81 Rules 81 Rules

Stage 2: 15 Rules
Membership Function || Trapezoidal Triangular Triangular
of Quality

Packet Delivery Ratio: The PDRs are plotted for the above three methods by varying the node
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density from 30 to 100 and at packets rate of 1ppm and Sppm as shown in figure 4.21. The table
4.17 shows the improvement in PDR of OF-FZ over the other two implementations. When the
network is less dense with 30 nodes, the packet delivery rates are comparable. As the packet
rates increase and the number of sensor nodes rises beyond 50, the packet loss increases in the
case of FL-HELR. This is mainly due to the fact that FL-HELR does not consider the link quality
during routing. The sensors choose poor routes which take more re-transmissions to deliver a
packet. A hundred nodes transmitting 5 packets per min leads to a huge upsurge in data flowing
within the network. In this situation, FL-HELR is observed to suffer from a significant packet

loss to the tune of 16%.
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Figure 4.21: PDR of OF-FZ, FL-HELR [81] and OF-FL [76] at 1 ppm and 5 ppm

OF-FZ makes smarter routing choices and provides successful packet delivery of 97.45%.
The repeated attempt to transmit a packet in the case of FL-HELR leads to higher consumption
of power. OF-FL utilizes the same routing metrics as OF-FZ. However, the distinguishing factor
lies in the design of the fuzzy logic controller. The two-stage design in OF-FZ with a reduced

rule base provides accurate score calculation for a given candidate parent.

Table 4.17: Improvement in PDR of OF-FZ vs FL-HELR-OF vs OF-FL at 1ppm and 5 ppm

PDR at 1 ppm PDR at 5 ppm
% Improvement % Improvement
NODE | OF-FZ | FL-HELR | OF-FL over OF-FZ | FL-HELR | OF-FL over
FL-HELR | OF-FL FL-HELR | OF-FL
30 100 99 100 1 0 99.8 98 98 2 2
50 100 93 99 7 1 99 90 97.5 9 2
70 99 90 98 9 1 98.53 87 96 12 3
90 99 88 96.5 11 3 97.84 85 93 13 5
100 99 87 95.5 12 4 97.45 82 92 16 6
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Figure 4.22: Power Consumption with OF-FZ, FL-HELR [81] and OF-FL[76]

Average Power Consumption: Figure 4.22 shows the power consumption with the three ob-
jective functions. At a low density of 30 nodes, the energy consumed with FL-HELR is 26%
higher than with OF-FZ. As the density of nodes increases to 100, the power consumption with
FL-HELR rises drastically to more than 60% than with OF-FZ. This is related to the fact that
FL-HELR experiences higher packet loss, resulting in more re-transmissions and thus higher
energy spent. OF-FL consumes on average 7% higher energy than OF-FZ. The routes taken
from sender nodes to sink are traced for the three implementations as shown in figure ??. The
improvement with OF-FZ versus other works in terms of power is shown in table 4.18. OF-
FZ reduces the advertisement control overhead (DAO messages) which considerably reduces
number of packets in the network at any given time. This reduces packet collisions and con-
gestion, thus improving the Packet Delivery ratio. The choice of metrics in OF-FZ and OF-FL
(Delay, ETX, HC and RE) gives better PDR and Power consumption over FL-HELR-OF (EC,
HC, Latency and RSSI) OF-FZ has higher rates of packet delivery. Thus, it saves the energy of
packet re-transmissions owing to packet loss. FL-HELR-OF uses the RSSI metric. Its computa-
tion involves a series of calculations which further leads to more power being consumed by the

nodes.

Table 4.18: Improvement in Power Consumption of OF-FZ vs FL-HELR-OF vs OF-FL

Avg Power Consumption (mW)
% Improvement
NODE | OF-FZ | FL-HELR | OF-FL over
FL-HELR | OF-FL
30 1.028 1.388 1.06 26% 3%
50 1.046 2.167 1.09 52% 4%
70 1.106 2.599 1.18 57% 6%
90 1.112 2.813 1.23 60% 10%
100 1.148 4.972 1.29 77% 11%
Avg 1.088 2.787 1.17 54% 7%
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Latency and Control Overhead: Figure 4.23 shows the Network Latency and Control Over-
head of the three implementations. FL-HELR generates fewer control messages than OF-FZ.
At 100 nodes, it transmits 46% lesser messages than OF-FZ. Generating less number of con-
trol messages will reduce traffic and improve the network latency, but it cannot be considered
a desirable feature. As control messages are less frequent, the routing information updates will
reach the nodes after longer intervals. If a link is down, and an update has not been reached,
then the nodes will fruitlessly keep transmitting the packets to an inactive node. This could be
another factor responsible for lower packet delivery and power consumption in FL-HELR. The
reduction of overhead packets in OF-FZ is sufficient enough to reduce latency but not hamper
the network performance by reducing the transmission of routing updates as in the case of FL-
HELR [81].

Thus we come to the following conclusions:

1. ETX and Residual energy are seen to play a crucial role in governing the PDR and power

consumption.

2. Choosing RSSI as a metric over ETX degrades the packet delivery success ratio and in-

creasces power consumption.

3. Computation time of Children Number, RSSI and Throughput metrics is high and con-

sumes more CPU power, hence not recommended.

4. The choice of metric ETX along with Residual Energy and Delay in RPL-FZ gives optimal

results compared to other three metric combinations.
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5. The addition of Hop Count metric to ETX, RE and Delay in case of OF-FZ gives im-
provement in terms of Power Consumption(5% at 2 ppm and Sppm) and Latency (2% at
2ppm and Sppm and 5% at 10 ppm), but is seen to have marginal effect on the PDR. The

computation cost of adding HC metric is negligible.

6. Routing decisions based on four metrics improve the overall performance in an RPL net-

work.

7. A maximum of four metrics can be used. These are contained and transmitted via the DIO
control messages. The size of routing metric and constraint is 6 bytes each. Two bytes for
type and option length. Four metrics with constraints will need 56 bytes. The IPV6 header
size is 5 bytes, ICMP type, code and checksum take 4 bytes. A DIO base object takes 24
bytes, 16 bytes for DODAG Configuration Option, 24 bytes for Route Information option.
This makes a total packet size of 129 bytes. A control message of larger than 128 bytes is
not ideal in an LLN.

8. The added overhead due to four metrics can be compensated by reducing the advertise-

ment messages.

9. Reducing the control messages helps to reduce the latency, but curtailing them beyond a

certain point may adversely affect the network performance.

10. Designing the fuzzy logic controller by splitting it into two stages and reducing the num-
ber of rules yields better results. Trapezoidal membership functions for the inputs and
output linguistic variables may give better results than triangular membership functions.

Reducing the Rule base saves the sensor memory space.

4.8 Conclusion

RPL is considered as the routing backbone in Internet of Things applications. The objective
of our work is to optimize RPL protocol with focus on improving energy efficiency, reliabil-
ity and speed. In this chapter, we proposed an improved objective function OF-FZ for RPL.
The objective function (OF) is responsible for route formation. The existing standard OFs con-
sider only a single metric for route selection and do not provide quality of service. OF-FZ uses
four metrics (Hop Count, ETX, Delay and Residual Energy) to make the routing decision. The
proposed approach uses the fuzzy logic technique to combine the four metrics and compute a

single defuzzified metric Quality Assurance score. The QA score for each candidate neighbor
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is computed by invoking the fuzzy controller. The neighbor with highest QA score is selected
as preferred parent to route data to the sink. Since OF-FZ is a holistic objective function, it
ensures that a route which is reliable, energy efficient and fast is selected. On an average, the
RPL network with proposed objective function OF-FZ consumes 7% and 9% lesser power as
compared to OF0 and MRHOF respectively. When the network is strained at packet rates of
10p/min, single sink node and 100 sender nodes, OF-FZ gives 5% higher Packet Delivery Ratio
than OF0 and MRHOF. OF- FZ has 13% lower latency as compared to MRHOF under strained
conditions. Another significant contribution with OF-FZ is the reduction in the DAO messages.
It can be concluded that OF-FZ based RPL-implementation outperforms the standard objec-
tive functions and other existing works in literature with respect to power efficiency, network

lifetime, latency, packet delivery ratio and network traffic overhead.
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Chapter 5

Design of Efficient Objective Function for

RPL using Artificial Neural Networks

5.1 Introduction

Artificial Neural Networks are computational mechanisms inspired by the functioning of human
brain. They consist of a network of neurons connected by synaptic weights and configured to
perform a specific task. They were invented in the late 1940s, when McCulloch and Pitt created
computational models for neural networks. Hebb continued the work and proposed the Hebbian
learning technique to train a neural network. Since then the domain of neural networks has
evolved to a great extent and is applied to solve problems which cannot be addressed using

conventional computing.

Neural Networks can be applied to solve problems in classification, regression, optimization
and clustering domains. Some common application areas are stock market prediction, speech
recognition, face recognition, aerospace, handwriting analysis, medical diagnosis, text transla-
tion and social media platforms. The application of neural networks in communication protocols

is explored in this chapter.

In our work, a relation needs to be established between the four metrics-ETX, Delay, Hop count
,Residual Energy and the optimal route to gateway. No direct mathematical formula exists
to relate these variables. Hence, the soft computing approaches need to be explored. In this
section, we describe the design of a multi layer feed forward artificial neural network, which
accepts the four routing metrics as input and computes the quality scores of parent nodes. This
novel objective function proposed for RPL is termed as ANN-RPL. The performance analysis

of ANN-RPL is carried out in Contiki OS COOJA Simulator by varying number of nodes and
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data packet rates. An improvement in power consumption, latency, PDR and control overhead

is obtained with this novel ANN based RPL version as compared to standard RPL.

5.2 Research Objective

The main aim of this research is to design a routing strategy that overcomes the single metric-
based routing limitation of existing standard RPL protocol. It is modeled as a multi-constrained
optimal path problem, where best route decision is based on multiple routing metrics and a Ar-
tificial Neural Network is employed to determine the optimal route toward the sink node.

The objectives of this research is:

Design a routing strategy for RPL that applies a Multilayer Feed Forward Artificial Neural Net-
work and achieve an improvement in power consumption, latency, PDR and control overhead

of the deployed network.

5.3 Design of ANN based objective function for RPL

This section describes the design steps of the proposed novel Artificial Neural Network based
RPL version ANN-RPL. A three-layer perceptron Feed Forward network is designed, which

will be applied to determine the optimal parent for a node within the DODAG.

As discussed in the previous chapter 4, the use of four metrics namely, Hop count (HC), ETX,
Residual energy (RER) and End-to-end Delay in deciding the best route gave very good results.
So, in this chapter too, the same four metrics are chosen as the criteria for selecting the optimum

parent. These four metrics are fed as input to the feed forward neural network.

The neural network design consists of three layers of neurons. In layerl there are 10 neurons,
layer2 constitutes of 5 neurons and layer3 is the single output neuron. This is a typical ex-
ample of network for performing regression. The metrics are applied as inputs to the layer 1.
The network computes the quality score for each candidate parent depending on the values of
ETX, HC, RER and Delay. The first step is to identify a dataset to train the neural network.
The standard UCI Machine Learning Repository does not contain the required dataset for this
application. Thus, we had to create our own exhaustive dataset to suit the requirement. The
permissible range defined for ETX is from 1 to 15, HC is from 1 to 5, Delay is from 0 to 3000
ms and RE from 0 to 255. A python script was written to generate values of ETX ranging from
1 to 15 in steps of 1, HC from 1 to 5 in steps of 1, Delay from 0 to 3000 in steps of 100 and RE

from O to 255 in steps of 5. A training data set was created with 85,686 sample values where all
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exhaustive combinations of the four metrics were taken and a corresponding Quality value was
computed for each combination using the FIS designed in previous chapter. As the FIS gave
better performance over standard RPL, the quality values generated by the FIS were taken as
base. If the dataset was used as it is, then results would be identical to those with Fuzzy Logic.
Since we want to differentiate from FIS, the Quality values for innumerable samples were al-
tered. In case of best-case scenario i.e ETX=1, HC=1, Delay=0 and RE=255, highest Quality
value of 100 was assigned. As values of metrics degrade, lower Quality values were assigned.
The assigned Quality value ranges from 15 to 100. Few samples of the data-set are shown in

Table 5.1.
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Figure 5.1: Artificial Neural network for selecting parent in RPL network.

Table 5.1: Training Dataset samples

Inputs Output
ETX | Delay | Hop Count | Residual energy || Quality Score
1 1 1 255 100
2 71 4 251 94
3 1101 2 76 55
4 371 1 239 89
11 1501 1 111 48
14 301 4 61 45
14 2901 4 1 15
12 2801 4 16 20

This network is trained by splitting the dataset into 70% and 30% for training and validation.
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The gradient descent-based Delta learning algorithm was used for training the network. The
trained network gives an accuracy of 96%. The network is shown in figure 5.1. The weights
connecting the neurons at each layer are listed in Appendix A.

The design and training of the neural network was done using tools like Google Collab and
Jupyter notebook. Several other neural network configurations with different number of layers
and neurons were tried and tested. But the one shown above gave better accuracy and practicality
of implementation. Table 5.2 shows a list of metric values and the corresponding calculated
score by the ANN. A node within a network has several neighbors. These nodes transmit the
DIO messages to its neighbors at regular intervals. The values of ETX, HC, Delay and RE for a
particular neighbor can be obtained from the received DIO message. The ANN is invoked and
the extracted metric values are fed to the Feed Forward Neural network to compute the quality
score of that neighbor. In a similar manner, for a given set of neighbors the scores of each can
be computed. We can assume that a particular node X has 6 neighbors whose corresponding
metric values are listed in table 5.2. The scores computed by the ANN for each neighbor are
also listed in table. The node N2 has the highest score of 93, thus will be chosen as the parent

by node X to route packets towards the root.

Table 5.2: Four Metric values and computed Score by ANN

Inputs Output
Neighbor || ETX | Delay | Hop Count | Residual energy || Q Score-ANN
N1 3 200 3 225 87
N2 2 550 1 250 93
N3 8 400 2 120 63
N4 3 400 1 205 86
N5 2 600 1 220 88
N6 1 1500 3 190 77

The steps involved in best parent selection using the ANN based RPL implementation are
depicted in the algorithm of figure 5.2. Upon receipt of a DIO message, the receiving node
adds the DIO sender neighbor as candidate parent to its candidate parent list. The values of the
four metrics are extracted from the DIO metric container. The ANN is invoked and the score
of the sender node is computed. If its score is higher than the score of the present parent node,
then parent is switched. The new rank is computed and the change in routing information is

communicated to neighbors by sending a DAO message.

82



Receive DIO Message

Constraints?

YES

Add Send Wode Address
to Candidate Parent List

* b
Obtain meiric values (ETX, RE, Abandon DI()l
HC and Latency) for neighbor

|
Invoke the Artificial Neural Neitwork

Calculate Quality score

Change PPIN?

w
Maintain node
position in DODAG

Update RANK

Remove Old PPN l
+ Multicast the
Send DAO updated DIO
message message

Figure 5.2: Parent selection process using ANN-RPL

5.4 Simulation Results of ANN-RPL

The novel ANN based objective function needs to be incorporated in the operating systems
meant for IoT motes to ensure that it can successfully be deployed in IoT networks. Contiki
OS is build for the wireless low power sensor motes used in Internet of Things applications. It
has an in-built TCP-IP stack with multitasking flexibility. Thus, the neural network functional-
ity is incorporated into Contiki OS for practical application of this version of RPL. To test its
effectiveness, simulations are performed to compare it with the standard RPL objective func-
tions OF0 and MRHOF. The detailed description of the standard objective functions OF0 and
MRHOF is given in chapter 3. A network with area of deployment 400m x 400m in random
topology with many sender nodes and a single sink node in created in COOJA environment

for simulations to be carried out. The test logs generated during the simulation in COOJA are
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saved. The values of power consumption and packet delivery ratio are obtained from collect
view environment of COOJA. The delay is obtained from the generated test logs by writing
PERL scripts. The control overhead is the sum of DIO, DIS and DAO messages generated in
the network. PERL Scripts are written to analyse the test logs and count the total control packets
generated. The proposed ANN-RPL is compared to standard RPL versions MRHOF and OFO
during simulations where number of nodes are varied from 30 to 100. Packets of length 128
bytes are transmitted at rate of 1p/min, 2 p/min, 5 p/min and 10 p/min. The simulations are
performed in two case scenarios.

Scenario 1: In the first scenario, the packets are transmitted after an interval of 60 seconds and
the network node density is varied from 30 to 100 nodes. The plot of average power consumed
and the PDR is shown in figure 5.3. With the node density, power consumption also propor-
tionally increases. ANN-RPL consumes lesser power than OF0 and MRHOF consistently at
all node densities. At 30 nodes, the power consumption by ANN-RPL is 1 mW and gradually
increases to 1.1 mW at 100 nodes. Whereas, OF0 and MRHOF result in 1.23 and 1.28 mW at
100 nodes. On an average, the improvement in power consumption with ANN-RPL is 8% and

10% over OF0 and MRHOF respectively.

AVERAGE POWER CONSUMPTION AT 1 PPM PACKET DELIVERY RATIO AT 1 PPM
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Figure 5.3: Power consumption and PDR with OF0, MRHOF and ANN-RPL for varying node
density

1.279
100

"
o

1.036

o I | 106

1L.o08

POWER IN MILLIWATTS

— 00
9881
I 98 6e
99
I R G
I G550
99
98,28
< I 5537
99

Lole
o I |
1064
I |0
I | 2] 2
1.074
I |
_
1.103
PDR (%)
I 100

NODES 7 50 100 30 50 NODES 70 90 1

Table 5.3: Improvement in Pavg and PDR with ANN-RPL over OF0 and MRHOF with
varying node density at 1 PPM

P(avg)(mW) Improvement over PDR Improvement over
OF0 MRHOF | ANN- OF0 MRHOF | OF0 MRHOF | ANN- OF0 MRHOF
RPL RPL
30 1.036 1.106 1.008 3% 9% 100 100 100 0.00% 0.00%
50 1.1 1.149 1.019 7% 11% 100 99.77 100 0.00% 0.23%
70 1.182 1.204 1.064 10% 11% 98.81 98.68 99 0.19% 0.32%
90 1.194 1.212 1.074 10% 11% 98.64 98.59 99 0.36% 0.41%
100 1.23 1.279 1.103 10% 14% 98.28 98.37 99 0.73% 0.64%
Average | 1.1484 1.19 1.0536 8% 11% 99.156 99.08 99.4 0.26% 0.32%

The PDR with ANN-RPL is 100% at low density of 30 and 50 and drops to 99% as network
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size increases to 100 nodes. While OF0 and MRHOF drops to 98.7% at 100 nodes. The read-
ings of P(avg) and PDR obtained at various node densities and the corresponding percentage
improvement of ANN-RPL over OF0 and MRHOF is listed in table 5.3.

The figure 5.4 depicts the Latency and Control Overhead with ANN-RPL versus OF0O and
MRHOF. The latency varies from 300 to 600 ms with OF0 and MRHOF. In ANN-RPL it varies
from 270 ms to 500 ms. At network size of 100 nodes, ANN-RPL ensures faster delivery by 100
ms, which translates to an improvement of 16%. ANN-RPL uses the delay and ETX metrics
to choose faster and shorter routes. The readings of Latency and Overhead obtained at vari-

ous node densities and the corresponding percentage improvement of ANN-RPL over OF0 and

MRHOF is listed in table 5.4
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Figure 5.4: Latency and Control Traffic Overhead for OF0, MRHOF and ANN-RPL for
varying node density
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In RPL, three types of control messages are generated namely, DIO, DIS and DAO. The
DAO messages are generated after the expiration of the DelayDAOtimer. In standard RPL,
expiration of this timer happens at regular intervals leading to excess DAO messages circulating
in the network. In this work the DelayDAO timer expiration is triggered on the selection of
a new parent node. This ensures that DAO messages are generated only when crucial routing
updates must be sent and avoids unwanted overhead. The DIO messages, which carry the crucial
routing information are generated on expiration of the Trickle timer. This timer expires at pre-
defined fixed intervals and after a change in parent node. Together DIO and DAO ensure that
updated routing information is circulated within the network. This leads to significant amount of
reduction in the control overhead due to the mechanism adopted in transmitting DAO and DIO
messages. The control overhead in ANN-RPL is significantly reduced to the tune of 49%. This
is an additional factor responsible for shorter delays in ANN-RPL. The reduced traffic overhead

ensures lesser congestion and loss of packets owing to buffer overflow.
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Table 5.4: Improvement in Network Latency and Control Overhead with ANN-RPL over OF0
and MRHOF with varying node density at 1 PPM

Latency(ms) Improvement over Overhead Improvement over
OF0 MRHOF | ANN- OF0 MRHOF | OF0 MRHOF | ANN- OF0 MRHOF
RPL RPL

30 301.44 302.48 270.27 10% 11% 506 506 307 39.33% 39.33%
50 398.98 404.46 354.62 11% 12% 823 860 500 39.25% 41.86%
70 583.98 580.7 495.68 15% 15% 1011 1218 627 37.98% 48.52%
90 592.51 595.7 498.71 16% 16% 1311 1704 809 38.29% 52.52%
100 602.49 601.29 502.81 17% 16% 1457 1927 906 37.82% 52.98%
Average | 495.88 496.93 424.42 14% 15% 1021.6 1243 629.8 38.35% 49.33%

Path chosen by Nodes-N1 and N2 to Sink with OF0, MRHOF and ANN-RPL
The paths taken by two nodes N1 and N2 towards the sink node are traced within a network
comprising of 50 sender nodes. The paths are traced when network is operating using the
Objective function of ANN-RPL, standard OF0 and MRHOF. The nodes in green are senders
and one node in yellow is the sink. The figure 5.5 shows the paths chosen by two Nodes, N1 and
N2 towards the sink node in a RPL instance. Consider the node N2, it has two neighbors within
its transmission range, with metric values as follows: N12: = (ETX=8, RE= 230, Delay = 800
and HC= 3) and N11: = (ETX=7, RE= 175, Delay = 1200 and HC= 3). The ANN-RPL yields
a Quality Score of 68 for neighbor N12 and 59 for N11. Since score of N12 is higher, ANN-
RPL chooses N12 as parent for route towards sink. Whereas OF0 and MRHOF choose N11.
Since N11 has lower energy and higher delay then N12, the performance of OF0 and MRHOF
networks will be poor as compared to ANN-RPL. It is evident from the figure that ANN-RPL
chooses optimal parents which are having higher energy levels and lower delays as contrary to
that seen with OF0 and MRHOF. The table 5.5 show the metric values for the candidate parents

of N1 and N2 and the quality scores computed by the ANN.

Table 5.5: Four Metric values and computed Score by ANN for neighbors of N1 and N2

Inputs Output Inputs Output
Neighbors ETX | Delay | HC | RE Quality Neighbors ETX | Delay | HC | RE Quality
of Node N1 ANN-RPL of Node N2 ANN-RPL

N3 8 1200 3 200 61 N10 6 900 3 180 64
N4 2 1500 3 190 68 N11 7 1200 3 175 59
N5 5 800 2 150 63 Ni2 8 800 3 230 68
N6 6 1000 2 225 70 N13 5 400 2 190 72
N7 2 1000 2 200 74 N14 8 700 2 200 65
N8 4 500 1 230 79 N15 11 500 2 250 68
N9 5 700 1 200 71 N16 8 400 1 240 74
N17 9 500 1 250 73
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Figure 5.5: Route chosen by Nodes N1 and N2 to Sink with OF0, MRHOF and ANN-RPL

Scenario 2: In the second simulation setup, the data rates are varied from 2 ppm to 10

ppm. The graphs of power consumption, latency , PDR and overhead at the above data rates are

plotted.
Average Power Consumption

The graphs in figure 5.6 depict the power consumption at varying data rates of 1ppm, 2 ppm, 5

ppm and 10 ppm as network density is increased from 30 to 100.
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Figure 5.6: Average power consumption for OF0, MRHOF and ANN-RPL at varying data rates

The power consumed increases with the data rate, being highest at 10 ppm and 100 nodes.
In a 100 node network setup, ANN-RPL consumes significantly lower power than OF0 and
MRHOF to the tune of 9% and 11% at 10 ppm. The power consumed at 50 nodes and 100
nodes and the corresponding improvement obtained with ANN-RPL is listed in table 5.6.
The average power consumption of each node is sum of the average power consumption in CPU
state (P_CPU) that is activated whenever the node is active, LPM state (P_LPM) that is activated
when the sensor node goes to Low Power Mode, Rx state(P_Rx) that node is active in the radio

receive mode and Tx state(P_Tx)that radio is active in transmit mode.

P=PCPU+ P_LPM+ P_Rx+ P Tx (5.1)

ANN-RPL selects optimum parent nodes with low delays, small ETX values and higher energy
levels. It ensures good packet delivery success, thus saving the energy spent in transmission and

reception on packet loss.
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Table 5.6: Improvement in Average Power Consumption with ANN-RPL at 50 and 100 nodes
for varying data rates

Pavg (mW) at 50 nodes Pavg (mW) at 100 nodes
ANN Improvement ANN Improvement
OF0 | MRHOF over OF0 | MRHOF over
-RPL -RPL
OF0 | MRHOF OF0 | MRHOF
1 ppm 1.1 1.149 1.019 7% 11% 1.23 1.279 1.103 10% 14%
2 ppm 1.285 1.314 1.147 | 11% 13% 1.448 1.489 1.245 14% 16%
5 ppm 1.71 1.717 1.52 11% 11% 2.076 2.179 1.81 13% 17%
10 ppm | 2.375 2.402 2.265 5% 6% 2.857 2.938 2.60348 9% 11%
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Figure 5.7: Packet Delivery ratios for OF0, MRHOF and ANN-RPL at varying data rates

Packet Delivery ratio

The Packet Delivery ratio with ANN-RPL , OF0 and MRHOF is shown by graphs in figure 5.7 as
nodes increase from 30 to 100 and data rates increase from 1 ppm to 10 ppm. In a network with
50 nodes, ANN-RPL gives packet delivery success of 99% upto 5 ppm. At 10 ppm, PDR with
ANN-RPL is 94%, which 1s 7% higher than PDR achieved with OF0 and MRHOF. At higher
node density, as packet rates are increased the PDR is seen to drop below 91%, maximum packet
loss being at 10 ppm with 100 nodes density. A network with 100 nodes, each transmitting 10
packets /min , leads to a 1000 packets within network. Each node has a buffer size of 4 packets.

When the number of packets circulating in the network increases, the buffers overflow and

89



many packets are dropped. This leads to the drop in PDR. ANN-RPL delivers packets with 8%
higher success than OF0 and MRHOF at these strained conditions. The table 5.7 shows the
improvements with ANN-RPL at 50 and 100 nodes with data rate varying from 1 p/min to 10

p/min.

Table 5.7: Improvement in PDR with ANN-RPL at 50 and 100 nodes for varying data rates

PDR at 50 nodes PDR at 100 nodes
Improvement Improvement
ANN ANN
OF0 | MRHOF over OF0 | MRHOF over
-RPL -RPL
OF0 | MRHOF OF0 | MRHOF

1 ppm 100 99.77 100 0% 0% 98.28 98.37 99 1% 1%
2ppm | 98.88 98.95 99 0% 0% 95.12 95.57 97.67 | 3% 2%
Sppm | 96.98 98.18 99 2% 1% 94.21 94.24 97.59 | 3% 3%
10 ppm | 87.64 87.21 9373 | 6% 7% 75.16 74.54 80.67 | 7% 8%

Network Latency

The Latency with ANN-RPL , OF0 and MRHOF is shown by graphs in figure 5.8 as nodes
increase from 30 to 100 and data rates increase from 1 ppm to 10 ppm. The latency is seen
to increase from 300 ms to 2s with OFO0 and MRHOF as data rates are increased from 1 ppm
to 10 ppm. At 50 nodes and 10 ppm, ANN-RPL gives 12% lower delays than other two. As
nodes increase to 100 latency is 1.7 s in ANN-RPL, which is 18% lower than MRHOF. This is
primarily because ANN-RPL uses the delay factor in addition to Hop Count while routing and
thus selects faster routes. As shown in the figure 5.5 in case of route from Node N1 to root,
OFO0 and MRHOF choose paths with total delay of 1700ms and 3200 ms respectively whereas
ANN-RPL chooses path from N1 to root with delay 1500s. In case of path from Node N2 to
root, OF0 and MRHOF incur delays of 2400 ms and 3600 ms respectively, while ANN-RPL
takes route with total delay of 1700 ms. The table 5.8 shows the percentage improvements in

latency with ANN-RPL over OF0 and MRHOF at 50 and 100 nodes.

Table 5.8: Improvement in Network Latency with ANN-RPL at 50 and 100 nodes for varying

data rates
Latency (ms) at 50 nodes Latency (ms) at 100 nodes
Improvement Improvement
ANN ANN
OF0 MRHOF over OF0 MRHOF over
-RPL -RPL
OF0 | MRHOF OF0 | MRHOF

1 ppm | 398.98 404.5 3546 | 11% 12% 602.49 601.3 502.8 | 17% 16%
2ppm | 4625 476.1 408.2 | 12% 14% 787.74 811.9 656.5 | 17% 19%
5 ppm 710.6 720.6 6149 | 13% 15% 1478.9 1480.8 1219 | 18% 18%
10 ppm | 1232.9 1231.6 1080.6 | 12% 12% 2021.9 | 2079.3 1704 | 16% 18%
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Figure 5.8: Latency for OFO, MRHOF and ANN-RPL at varying data rates
Control Overhead

The graphs in figure 5.9 depict the control overhead packets with ANN-RPL , OF0 and MRHOF

as nodes increase from 30 to 100 and data rates increase from 1 ppm to 10 ppm.

In RPL, three types of control messages are generated namely, DIO, DIS and DAO. In
ANN-RPL, generation of the advertisement messages is curtailed. In standard RPL, DAO are
generated after regular intervals leading to excess messages. In ANN-RPL, the DAO are trans-
mitted only upon change in parent node, to update the same to neighbors. This mechanism

avoids unwanted advertisement overhead.

The control overhead in ANN-RPL is significantly reduced to the tune of 47%. The reduced
traffic overhead ensures lesser congestion and loss of packets owing to buffer overflow. The table
5.9 shows the percentage improvements in overhead with ANN-RPL over OF0 and MRHOF at
50 and 100 nodes.
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Table 5.9: Improvement in Control Overhead with ANN-RPL at 50 and 100 nodes for varying

data rates
Control Overhead at 50 nodes Control Overhead at 100 nodes
ANN Improvement ANN Improvement
OF0 | MRHOF over OF0 | MRHOF over
-RPL -RPL
OF0 | MRHOF OF0 | MRHOF

1 ppm 823 860 500 39% 42% 1457 1927 906 38% 53%
2 ppm 725 894 486 33% 46% 1281 1783 874 32% 51%
S ppm 723 818 454 37% 44% 1228 1688 756 38% 55%
10 ppm | 716 811 450 37% 45% 1091 1359 718 34% 47%
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Figure 5.9: Control Traffic Overhead for OFO, MRHOF and ANN-RPL at varying data rates

5.5 Performance Comparison of ANN-RPL with other exist-

ing works

In this chapter an artificial neural network is proposed as an approach to compute the quality
score of the candidate by evaluating the four metrics. In this section we provide performance
analysis of ANN-RPL by comparing it to other popular works existing in literature. The works
chosen are E-RPL [84], EEOPS-RPL [85], RPL-GCA [83] and DN-RPL [111]. The optimiza-

tion techniques of Genetic Algorithm, Ant Colony optimisation and firefly optimization algo-
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rithm are made use of by RPL-GCA, E-RPL and EEOPS-RPL respectively. DN-RPL employs

deep nets to optimize the performance of RPL.

5.5.1 Comparison of ANN-RPL with DN-RPL

A deep dive analysis of the proposed ANN-RP and existing DN-RPL [111] is made by varying
node density from 50 to 100 and data communication rate from 5 ppm to 10 ppm. The analysis
of DN-RPL and ANN-RPL performance with regards to packet delivery success, energy con-
sumption and end-to-end delay is done. The graphs in figure 5.10 exhibit the end-to-end delays
for DN-RPL and ANN-RPL with varying node density and transmission rates. The end-to-end
delay comprises of the time taken to transmit the packet by sender, propagation time through

network before reaching the destination and the processing time at each intermediate node.
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Figure 5.10: End-to-End Delay with DN-RPL[111] and ANN-RPL

The DN-RPL performs well at low node density of 30 and 50 nodes at transmission rate
upto 5 ppm. It gives comparable delay as ANN-RPL in this setup. However as node density
is increased to 70 and 100, then it starts suffering due to the large processing time taken by
the deep-nets algorithm. At this point ANN-RPL gives 5% lower delays than DN-RPL. The

performance of DN-RPL deteriorates with increasing packet rates.

At 10 ppm, ANN-RPL gives better results to the tune of 5%, 14%, 17% and 39% at 30,
50. 70 and 100 nodes respectively. The performance degradation is mainly attributed to the
complexity of the deep-net calculation technique adopted in DN-RPL. DN-RPL relies on link
quality, node energy, the node locations and euclidean distance between nodes. Additional time
is required to compute the later two parameters besides the deep-net algorithm processing time.

Another drawback of DN-RPL is that it does not consider the link delay in route construction.
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This can lead to slower routes being taken during packet forwarding. The packet delivery suc-

cess rate with varying network density is plotted in figure 5.11.
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Figure 5.11: Packet Delivery Ratio with DN-RPL[111] and ANN-RPL

Both the techniques ensure packet delivery to destination with similar success rates. ANN-
RPL scores an edge over DN-RPL by 2% at 70 and 100 nodes. The energy consumption plot
is shown in figure 5.12. ANN-RPL has an average 17% and 25% lower energy consumption at
5 ppm and 10 ppm respectively than DN-RPL. The major energy consumption occurs during
transmitting packets, receiving, listening, processing and forwarding packets. Contrary to DN-

RPL, ANN-RPL requires lesser number of computations and thus saves on processing energy.
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Figure 5.12: Energy Consumption with DN-RPL[111] and ANN-RPL
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5.5.2 Comparison of ANN-RPL with other Evolutionary Algorithm based

works

In this sub-section we compare ANN-RPL to other popular works existing in literature such as
EPC-RPL, E-RPL [84], EEOPS-RPL [85], RPL-GCA [83] and HOFESA [112]. RPL-GCA uses
the chaotic genetic algorithm for computing the weights in composition metric. EEOPS-RPL
is based on firefly algorithm for finding best route. E-RPL and EPC-RPL use the ant colony
optimization algorithms. HOFESA is a technique which uses multiple metrics and adopts a

empirical value to prevent frequent parent changes thus maintaining stability.

Packet Delivery Ratio (%)

mRPL-CGA HOFESA w=mEEQPS-RPL E-RPL =mEPC-RPL ANN-EPL

DC.
o]
‘ ‘ |

Figure 5.13: Comparison of PDR with RPL-GCA[83], HOFESA[112], E-RPL[84],
EPC-RPL[84] , EEOPS-RPL[85] and proposed ANN-RPL

f\

05
‘?’F 7
o
f;(j L]

100

ad
30
10
[}
50
40
30
20
10
]

Nodes

‘XJ

PDR %
=

The graph of Packet delivery ratio with the above works is plotted in figure 5.13. The EPC-
RPL has the least delivery success rate. RPL-GCA technique has good PDR of 98% at low node
density, and reduces to 90% at 100 nodes. The firefly and ant colony techniques yield lower PDR
of 92% at density of 30 and it decreases to 76% at 100 nodes. ANN-RPL scores above all these
methods by ensuring 100% PDR at all node densities. The energy consumption with the above
works is plotted in figure 5.14. Energy consumption with ANN-RPL is on an average 0.314
joules. It is lower as compared to that achieved with other existing works. RPL-CGA method
has a comparable energy consumption of 0.3 J, this is primarily because the algorithm focuses
on optimizing the energy consumption. HOFESA method has the highest energy consumption

among all.
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Figure 5.14: Comparison of Energy Consumption with RPL-GCA[83], HOFESA[112],
E-RPL[84], EPC-RPL[84] , EEOPS-RPL[85] and proposed ANN-RPL
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The plots in figures 5.15 depict the Network Latency or End to end delay in the works under
consideration. Latency comprises of the transmitting time at sender, processing time at sender
and forwarding time taken by each intermediate node. ANN-RPL method gives the least latency
of 0.4 s. The other EA based methods have a latency of 0.4 mins. This is due to the complexity

of the algorithms and time involved in processing at the sensor nodes.
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Figure 5.15: Comparison of Network Latency with RPL-GCA[83], E-RPL[84], EPC-RPL[84]
, EEOPS-RPL[85] and proposed ANN-RPL

The control overhead with EPC-RPL, E-RPL and EEOPS-RPL and ANN-RPL is depicted
in figure 5.16. ANN-RPL has marginally higher overhead than other three. Generally, lower
overhead gives lower latency in any method. But in the case of EPC-RPL, E-RPL and EEOPS-

RPL, the processing time overshadows the benefits reduced of control overhead.
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Figure 5.16: Comparison of control overhead with proposed ANN-RPL and existing works

Thus, it can be concluded that ANN-RPL is preferable regards to PDR and latency over the

other methods with trade-off slightly higher energy consumption. The comparison summary of

ANN-RPL versus other evolutionary algorithm based works is given in table 5.10.

Table 5.10: Comparison of ANN-RPL with other EA based works

Name Technique Used Metrics PDR | Energy| Delay | Contro
(%) Cons Ovhd
J)
RPL-CGA | Genetic Algorithm for | Queue length, Delay, | 95 033 |[0.65s | -
[83] optimizing weighting | RER, HC, ETX
factors in composition
metric
EEOPS- Firefly algorithm for | RER, ETX and distance | 82 0.56 | 0.28 | 400
RPL [85] optimization min
E-RPL [84] | Ant colony optimiza- | Children count, RER, | 83 0.57 0.315 | 442
tion ETX, rank value min
EPC-RPL | Dynamic trickle and | RER, ETX, rank value | 52 0.58 [0.59 | 535
[84] ACO min
HOFESA Hybrid Empirical sta- | HC, RSSI, Energy 98 095 |- 20500
[112] bility aware
ANN-RPL | ANN based Proposed | ETX, HC, RE and la- | 99 0.314 | 0.41s | 585
work tency
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5.6 Conclusion

In this chapter a novel objective function ANN-RPL is proposed, which employs a Feed Forward
Artificial Neural Network to choose the best route to the sink. The decision is taken based on
multiple metrics. The performance of ANN-RPL is evaluated in comparison to the standard
objective functions OF0 and MRHOF. They are analysed under conditions of varying network
density and data rates. ANN-RPL uses the Residual Energy metric for choosing best parent,
hence avoids using candidates with lower energy levels as parents. This preserves the node
energy and improves overall efficiency. The delay and HC metric ensures that candidates with
lower delay and shorter route are chosen as parents hence ensuring faster packet delivery. The
latency in ANN-RPL is lower by 18% as compared to standard RPL at 10 nodes and 10 ppm.
The ETX metric ensures better reliability and hence improves packet delivery. The PDR of
ANN-RPL is higher by 7% at higher packets rates and network densities. It reduces the power
consumption to the tune of 12%. There is significant amount of reduction in the control overhead
due to the mechanism adopted in transmitting DAO and DIO messages. The traffic reduction
to the tune of 49% is achieved. This novel ANN-RPL technique proves to be substantially
better than standard RPL. The evolutionary algorithm based RPL implementations require more
computing time due to the large number of iterations involved in the algorithms. On an average,
the delay is seen to be around 0.4 mins. Also, they need more powerful microcontrollers with
larger memory space. This considerably increases the deployment cost. These factors give
ANN-RPL a leverage over the EA-based schemes. ANN-RPL has much lower computation
time since it involves only a series of addition and multiplication operations at the 3 layers of
neurons. The delay is approximately 0.4 s and significantly lower than EA-based RPL. It can
work well on most commercially available microcontrollers like the MSP430. This extended

and improved RPL version is suitable for the various applications of WSN and IoT domain
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Chapter 6

Design of Efficient Objective Function for

RPL using Machine Learning

6.1 Introduction

The advent of Machine Learning began in 1959, when Arthur Samuel, an expert in the field
of artificial intelligence and computer gaming came up with the terminology. He defined ma-
chine learning as “the field of study that gives computers the ability to learn without being
explicitly programmed” [113]. Machine learning finds application in domains like image and
speech recognition, traffic prediction, medical diagnosis, stock market prediction, virtual per-
sonal assistant and self driving cars [114]. The advantage of ML techniques is highly accurate
prediction, can easily identify trends and patterns, requires no human intervention and provides
scope for continuous improvement [115].

Machine learning having proved its effectiveness in diverse applications, we decided to explore
the possibility of applying machine learning to predict the best route within a network employ-
ing the RPL protocol. Machine learning solves problems of classification and regression type.
In classification problems, the input data has to be appropriately classified as belonging to a
particular category. Whereas in regression, a relation has to be established between one or more
input variables and a single dependent output variable.

In a network scenario, the routing parameters like hop count, delay or energy are the deciding
factors of best path. A relation needs to be developed between the best route and these routing
metrics, thus regression analysis is needed here. This chapter evaluates three popular machine
learning methods of Linear Regression, Random Forest and K-nearest neighbor. The Random

Forest and the K-nearest neighbor techniques proves superior in terms of accuracy, and are cho-
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sen to make the best route prediction. This novel version of RPL which applies the machine
learning algorithm to choose the best parent node in route towards the root is termed as RPL-
ML. The performance analysis of RPL-ML is carried out in Contiki OS COOJA Simulator by
varying number of nodes and data packet rates. The packet delivery success ratio, energy con-
sumption, latency and control overhead are found to be substantially lower with RPL-ML as

compared to the conventional OF0 and MRHOF RPL implementations.

6.2 Research Objective

The main aim of this research is to design a routing strategy that overcomes the single metric-
based routing limitation of existing standard RPL protocol. It is modeled as a multi-constrained
optimal path problem, where best route decision is based on multiple routing metrics and ma-
chine learning regression techniques are employed to determine the optimal route toward the
sink node.

The objectives of this research is:

To apply the Random Forest and K-Nearest Neighbor regression techniques of Machine Learn-

ing to take the best route decision by evaluating the four metrics.

6.3 Machine Learning Regression Analysis

Regression analysis is a powerful statistical process for estimating the relationship between
a single dependent variable and one or more independent variables. Conventional regression
analysis involves complex statistical models to estimate the dependent variable. As the nodes
are equipped with micro controllers with limited computation power and memory, running the
statistical models on them is not practically possible. Recent studies have shown that Machine
Learning algorithms are effective in accurately predicting the dependent variable in regression
analysis. Two popular Machine Learning regression techniques are Random Forest and K-
Nearest Neighbor. The performance of these two is compared with the conventional linear
regression method. This section describes these three techniques and presents their performance

in terms of accuracy, prediction and computation time.
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6.4 Linear Regression

Linear Regression comes from a family of statistical processes which date back to 1805. Orig-
inally the idea was coined by Sir Francis Galton, but later a precise mathematical model was
presented by Sir Karl Pearson. It is a linear approach to model the relation between one or more
explanatory variables and a single scalar response [116]. It relates one or more independent
variables to a single dependent variable. In this case the independent variables are ETX, HC,
RE and Delay. A relation must be established between these four and a single dependent vari-
able called Quality score. Routes with optimal values of ETX, HC, RE and Delay should yield
a higher quality score while poor values should result in low quality value. The constants al,

a2, a3 and a4 are defined to linearly relate the four metrics and Q score as below:
Qualityscore = a1 * ETX + as x HC 4 a3 * Delay + a4 * RE

The permissible range defined for ETX is from 1 to 15, HC is from 1 to 5, Delay is from 0 to
3000 ms and RE from 0 to 255. A training data set was created with 85,686 sample values where
all exhaustive combinations of the four metrics were taken and a corresponding Quality value
was assigned for each combination. In case of best-case scenario i.e ETX=1, HC=1, Delay=0
and RE=255, highest Quality value of 100 is assigned. As values of metrics degrade, lower

Quality values are assigned.

Table 6.1: Training Dataset samples

Inputs Output
ETX | Delay | Hop Count | Residual energy || Quality Score
1 1 1 255 100
2 71 4 251 94
3 1101 2 76 55
4 371 1 239 89
11 1501 1 111 48
14 2901 4 1 15
12 2801 4 16 20

Few samples of the data-set are shown in Table 6.1. This work is focused on using Machine
learning to perform the Linear regression, so a python code was written in Jupyter notebook
using the Scikit-learn models. Scikit-learn is an open source data analysis library, and the gold
standard for Machine Learning (ML) in the Python ecosystem. The data-set was split as 70%
training and 30% for validation. After training, the following relationship was established be-

tween the four metrics and the output Quality Score by linear regression.

Quality score =

(—1.8208) % ETX + (—0.5241) + HC + (—0.00885) % Delay + (0.1372) x RE + 62.9961
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The method of linear regression gave an accuracy of 90%. An accuracy of 95% or higher is
desirable, thus Linear Regression is not an ideal choice for this application. The accuracy,
r2score and mean square error along with the training and prediction times achieved for Linear

Regression are listed in table 6.2.

Table 6.2: Linear Regression Performance Parameters

Accuracy 90.698 %
R2score 0.9053
Mean Square Error 22.75
Training Time 0.338 s
Prediction Time 0.257 ms

6.5 Random Forest

Machine learning comprises of Supervised and Unsupervised learning Algorithms. In super-
vised learning a labeled data-set is needed for training. Random Forest is a supervised learning
algorithm popularly used in solving classification as well as regression problems [117]. The
original idea was proposed by Tin Kam Ho in 1995. The formal introduction of random forests
was done some years later by Leo Breiman. Decision trees are constructed on different samples
during training phase and the prediction mean/mode of individual trees is given as the regression
output. This method provides high accuracy and can handle large data with multiple variables.
Many trees are created on the subset of data and output of all the trees is combined. This helps
to reduce the over fitting problem in decision trees as well as the variance thus improving the
accuracy. The python code for Random Forest regression was written using Scikit-learn mod-
els. The data-set samples was used to train the random forest regressor. This method gave an
accuracy of 99%. Random Forest regressor is considered a very powerful prediction technique
compared to all other methods. The only drawback are the large training and prediction times
involved. For applications where time is not a crucial factor and data sets are not huge, Random

Forest is an ideal choice. The table 6.3 shows the performance parameters of RF.

Table 6.3: Random Forest Performance Parameters

Accuracy 99.19 %
R2score 0.9989
Mean Square Error 0.241
Training Time 6.52's
Prediction Time 9.34 ms
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6.6 K-Nearest Neighbour

The K-Nearest Neighbor algorithm is used for both regression and classification problems. It
uses the concept of ‘feature similarity’ to predict output values for any given input data [118].
The new data point is assigned value depending on its resemblance to the points in the training

data-set. The steps in the algorithms are as follows:

1. The distance between the new point and each training point is calculated. Some of the
commonly used methods to calculate this distance are Manhattan (for continuous data),
Euclidean and Hamming distance (for categorical). If the value A and the value B are the
same then distance D = 0 otherwise D= A - B. If there are more than one independent
variables, then the total distance is the summation of the difference in values of each
variable as shown below in equation 1, where 'n’ is the number of independent variables.
A is the new point and B is the training point. In this manner the distance D for each

training point is computed.
D = Z?:I |A; — B

2. Select the value of K. This number determines the number of neighbors to look at while

assigning the value to a new point. The closest K data points are selected based on their

1. MNew test data point Tp= {ETXe, Delayp, HCp,
RER}

Initialize i =0, WN= Number of training samples
Define number of Weighbors K =10

distance.

o

Ewvaluate the Distance Di between
training data point and Tp.

Di= | ETXe -ETX; | + | Delayp-Delay; |
+ | HCp —-HCQE+ | REr — RE;:|

.

Sort the K=10 training data
points with least distance ID;

+

Quality of test point Tp= Average of the
Quality values for these K data points

Figure 6.1: K-Nearest Neighbor Algorithm
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The python code for K-Nearest Neighbor regression was written using sci-kit learn models. The
K-NN regressor was trained using the same dataset as LR and RF. This method gave an accuracy
of 98.17%. The K-NN algorithm is depicted in the flowchart of figure 6.1. The K-NN regression
was performed by varying the K values from 1 to 40. The plots of Accuracy and mean error
with k values are shown below in figure 6.2 and 6.3. The K=3 value is seen to give the best

result of accuracy, R2score and prediction time.
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Figure 6.3: K-Nearest Neighbor Algorithm Error vs K

Table 6.4: K-NN Algorithm Performance Parameters

Parameter K=2 K=3 K=4 K=5
Accuracy 98.12% 98.17% 98.12% 97.99%
R2score 0.993 0.997 0.994 0.994
Mean Error 0.314 0.4233 0.498 0.543
Training Time 28.55s 29s 29s 32.7
Prediction Time 1.354 ms 1.29 ms 1.32 ms 1.31 ms
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The prediction accuracy, computation time and training time for the above three regression

techniques is compared as shown in the graphs 6.4 and 6.5.
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Figure 6.5: Prediction time and Training time for LR, RF and K-NN Regression

Random Forest and K-NN yield accuracy above 98%, while Linear regression gives lower
accuracy of 90%. The prediction time needed by Linear regression is 0.257 ms and by Random
Forest of 9 ms. The K-NN algorithm takes 1.3 ms for computation on an average. A training
time of 6 s is required for Random Forest. This is due to the construction of multiple decision
trees by the algorithm. K-NN regressor has training time of 29 s. Considering accuracy and
prediction time, K-NN appears an ideal technique that can be applied for regression in our
application scenario. So initially we experiment with the K-NN algorithm in RPL network.
Many studies in classification suggest that the random forest is superior in performance to K-NN
[119], [120]. So, in the later part of the chapter the Random Forest technique is also evaluated

in the RPL network scenario.
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6.7 RPL using K-Nearest Neighbor Machine Learning tech-
nique

The previous section has described three popular regression analysis methods.The K- Nearest
Neighbor algorithm has an accuracy of above 98% and lower prediction time than the random
forest technique. So the K-NN algorithm with K =3 value is selected to be implemented in
the Contiki OS to attain the RPL-ML version. The C program for K-NN is integrated into the
Contiki OS. To emphasize machine learning algorithm this novel version is termed as RPL-
ML(K-NN). Along with the K-NN regression a threshold value PT is introduced in this RPL
version. A Threshold Value PT is set that ensures less frequent changes in parent thus saving
the energy required for network construction. The steps involved in optimal route selection

using the K-NN based RPL implementation are as follows:

1. Upon receipt of a DIO message from neighbor node N, check if the rank of neighbor is

less than rank of existing parent.

2. If Rank(Parent) > Rank(neighbor N') then add Neighbor N as a candidate parent to

the parent list.
3. Extract the values of metrics HC, ETX, Delay, RER from the DIO message.

4. The K-NN regressor is invoked to decide the most suitable parent among the list of can-

didate parents.
5. Compute the regression score for all the candidate parents in the list.

6. Filter the candidate with maximum Quality score and compare it to the score of existing

parent node.

7. Check if the candidate score exceeds the score of the present parent by the set thresh-
old PT. If QScore(Bestcandidate)-QScore(Existingparent) > PT, then select this

candidate as the new best parent.

8. Compute Rank of node proportional to the rank of the new selected parent using Rank

equation.

9. If parent node is not changed then update the Quality score of the existing parent node by

soliciting a DIO message from parent.

10. Send the DAO and DIO messages after expiry of respective timers.
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6.8 Simulation Results of RPL-ML(K-NN)

Once K-NN algorithm is integrated into Contiki OS, the next step is to validate the performance
of the designed model in a wireless network environment. This is done by running simulations
in the in-built simulator COOJA. The simulation environment is set as shown in Table 3.1. The
simulations are carried out in two scenarios. In first scenario, the density of nodes is varied from
30 to 100 and the performance is monitored at constant data rate of 1 ppm. In Scenario 2, the data
rates are increased till 10 ppm. The four performance parameters-Power consumption, PDR,
latency and control overhead are plotted from the simulation test logs generated by COOJA and
the collect view tool.

Scenario 1:

The packet transmission rate is kept fixed at 1 ppm and the number of sender nodes in the
network is varied from 30 to 100. Packets of length 128 bytes are transmitted at intervals of 60s.
The value of K =3 is set in the K-NN algorithm for RPL-ML. The performance of RPL-ML
is compared to OFO and MRHOF. The figure 6.6 displays the graphs of power consumption
and PDR for RPL-ML(KNN) and peers. An ideal network should be able to ensure delivery of
maximum number of packets that too in real-time. The factors which can measure this is Packet

Delivery Ratio (PDR) and Latency.
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Figure 6.6: Avg Power consumption and PDR for OF0, MRHOF and RPL-ML(KNN) at
varying node density
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The power consumed should be minimum to ensure prolonged network lifetime. The motes
require energy to transmit packets, listen for packets, receiving packets, forwarding packets,
sensing and processing. The average power consumption gives an estimate of power spend
by motes. The two types of packets circulating in the network include data and control over-
head. The control packets carry routing information and advertisement messages. It is desirable
to have minimal overhead to avoid congestion in network. At 30 nodes, the power consump-

tion with MRHOF is 1.106 mW and with RPL-ML(KNN) it is 1 mW. As the network density
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increases to 100 nodes, power consumed rises to 1.28 mW in MRHOF and 1.1 mW with RPL-
ML(KNN).

Table 6.5: Improvement in Average Power consumption and PDR with RPL-ML(KNN) over
OF0 and MRHOF at 1ppm

Average Power Consumption(mW) Packet Delivery Ratio
RPL- Improvement RPL- Improvement
OF0 | MRHOF over OF0 MRHOF over
ML ML
OF0 | MRHOF OF0 MRHOF
30 1.036 1.106 1.0061 | 3% 9% 100 100 100 | 0.00% 0.00%
50 1.1 1.149 1.011 8% 12% 100 99.77 100 | 0.00% 0.23%
70 1.182 1.204 1.048 11% 12% 98.81 98.68 99 0.19% 0.32%
90 1.194 1.212 1.065 11% 12% 98.64 98.59 99 0.36% 0.41%
100 1.23 1.279 1.098 11% 14% 98.28 98.37 99 0.73% 0.64%
Avg | 1.148 1.19 1.046 9% 12% 99.146 99.082 99.4 | 0.26% 0.32%

The table 6.5 shows the comparison of proposed RPL-MK (KNN) with standard versions.
On an average, the standard versions require 1.2 mW of power for transmission, reception,
listening, forwarding and processing activities. With RPL-ML(KNN) a power of 1.05 mW is
needed which is 12% lower than standard. The average PDR obtained with RPL-ML is 99.4%.
RPL-ML constructs routes based on link quality and node energy. This helps to select good
routes, ensuring successful packet delivery, thus saving energy of re-transmissions. The figure

6.6 shows the latency and control overhead in RPL with the three objective functions.
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Figure 6.7: Latency and Overhead for OF0, MRHOF and RPL-ML(KNN) at 1 ppm

Table 6.6: Improvement in Latency and Overhead with RPL-ML(KNN) over OF0 and
MRHOF at 1ppm

Latency (ms) Control Overhead
Improvement Improvement
RPL- RPL-
OF0 MRHOF over OF0 MRHOF over
ML ML
OF0 | MRHOF OF0 | MRHOF

30 301.44 302.48 265.12 | 12% 12% 506 506 307 39% | 39%
50 398.98 404.46 337.32 | 15% 17% 823 860 495 40% | 42%
70 583.98 580.7 432.16 | 26% 26% 1011 1218 623 38% | 49%
90 592.51 595.7 465.27 | 21% 22% 1311 1704 802 39% | 53%
100 | 602.49 601.29 487.23 | 19% 19% 1457 1927 900 38% | 53%
Avg | 49588 | 496.926 | 39742 | 20% 20% 1021.6 | 1243 625 39% | 50%
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As seen from simulation results, the latency with MRHOF and OFO varies from 300 ms
to 600 ms as we go from 30 to 100 nodes. On the other hand RPL-ML(KNN) gives delays
of 265 ms to 487 ms. On average, RPL-ML(KNN) results in 20% lower delays than standard
RPL. The multi constrained optimal path routing in RPL-ML accounts for the reduction in la-
tency. A secondary reason for lower packet loss and lower delays in RPL-ML is the reduction
in traffic overhead, thus reducing congestion. The DIO and DAO advertisement messages in
RPL-ML(KNN) are generated only when parent change occurs to advertise the routing updat-
ing information. This considerably reduces control traffic in RPL-ML to the tune of 50% as
compared to standard OFs. MRHOF on other hand is designed to generates the control traffic at
regular intervals depending on Trickle timer for DIO and DelayDAO timer for DAO messages.
The table 6.6 shows the latency and overhead performance comparison of proposed RPL-MK
(KNN) over standard versions.

Scenario 2: In the second simulation setup, the data rates are varied from 2 ppm to 10 ppm. The

graphs of power consumption, latency , PDR and overhead at the above data rates are plotted.
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Figure 6.8: Avg Power consumption for OF0, MRHOF and RPL-ML(KNN) at varying data
rates
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Average Power Consumption
The graphs in figure 6.8 depict the power consumption at varying data rates of 1ppm , 2 ppm, 5
ppm and 10 ppm as network density is increased from 30 to 100. The power consumed increases
with the data rate, being highest at 10 ppm and 100 nodes. In a 100 node network setup, RPL-
ML/(KNN) consumes significantly lower power than OF0 and MRHOF to the tune of 12% and
14% at 10 ppm.

Table 6.7: Improvement in power consumption with RPL-ML(KNN) for varying data rates

Power Consumption (mW) at 50 nodes Power Consumption (mW) at 100 nodes
Improvement Improvement
OF0 | MRHOF RPL over OF0 | MRHOF RPL over
-ML -ML
OF0 | MRHOF OF0 | MRHOF

1 ppm 1.1 1.149 1.01 8% 12% 1.23 1.279 1.098 | 11% 14%
2 ppm 1.285 1.314 1.13 | 12% 14% 1.45 1.489 1.216 | 16% 18%
5 ppm 1.71 1.717 146 | 15% 15% 2.08 2.179 1.75 16% 20%
10 ppm | 2.375 2.402 2.15 9% 10% 2.86 2.938 2.51 12% 14%
Avg 1.62 1.65 144 | 11% 13% 1.90 1.97 1.64 14% 17%

The power consumed at 50 nodes and 100 nodes and the corresponding improvement ob-
tained with RPL-ML(KNN) is listed in table 6.7. RPL-ML(KNN) selects optimum parent nodes
with low delays, small ETX values and higher energy levels. It ensures good packet delivery
success, thus saving the energy spent in transmission and reception on packet loss.

Packet Delivery ratio

The Packet Delivery ratio with RPL-ML(KNN) , OF0 and MRHOF is shown by graphs in fig-
ure 6.9 as nodes increase from 30 to 100 and data rates increase from 1 ppm to 10 ppm. In
a network with 50 nodes, RPL-ML(KNN) gives packet delivery success of 99% upto 5 ppm.
At 10 ppm, PDR with RPL-ML is 95%, which is 8% higher than PDR achieved with OF0 and
MRHOF. At higher node density of 100 and packet rate of Sppm a 97% PDR is achieved with
RPL-ML(KNN) which drops to 82% at 10 ppm. With OF0 and MRHOF, PDR is seen to drop
drastically to 74% at 10 ppm with 100 nodes density. A network with 100 nodes, each transmit-
ting 10 packets /min , leads to a 1000 packets within network. Each node has a buffer size of 4
packets. When the number of packets circulating in the network increases, the buffers overflow
and many packets are dropped. This leads to the drop in PDR. RPL-ML(KNN) delivers pack-
ets with 8% higher success than OF0 and MRHOF at these strained conditions. The table 6.8
shows the improvements with RPL-ML(KNN) at 50 and 100 nodes with data rate varying from

1 p/min to 10 p/min.
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Figure 6.9: Packet Delivery ratio for OF0, MRHOF and RPL-ML(KNN) at varying data rates
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Table 6.8: Improvement in PDR with RPL-ML(KNN) for varying data rates

Packet Delivery Ratio at 50 nodes Packet Delivery Ratio at 100 nodes
Improvement Improvement
RPL RPL
OF0 | MRHOF over OF0 | MRHOF over
-ML -ML
OF0 | MRHOF OF0 | MRHOF
1 ppm | 100 99.77 100 0% 0% 98.28 | 98.37 99 1% 1%
2ppm | 98.88 | 98.95 99 0% 0% 95.12 | 95.57 97.82 | 3% 2%
Sppm | 9698 | 98.18 99 2% 1% 9421 | 94.24 97.73 | 4% 4%
10 ppm | 87.64 | 87.21 95.13 | 8% 8% 75.16 | 74.54 81.59 | 8% 9%
Avg 95.88 | 96.03 98.28 | 2% 2% 90.69 | 90.68 94.03 | 4% 4%

Network Latency

The Latency with RPL-ML(KNN) , OFO and MRHOF is shown by graphs in figure 6.10 as
nodes increase from 30 to 100 and data rates increase from 1 ppm to 10 ppm. The latency is
seen to increase from 300 ms to 2s with OF0 and MRHOF as data rates are increased from 1
ppm to 10 ppm. At 50 nodes and 10 ppm, RPL-ML gives 15% lower delays than other two. As
nodes increase to 100 latency is 1.6 s in RPL-ML(KNN), which is 20% lower than MRHOF.
This is primarily because RPL-ML uses the delay factor in addition to Hop Count to perform

multi constrained optimal routing and thus selects faster routes.
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Figure 6.10: Network Latency for OF0, MRHOF and RPL-ML(KNN) at varying data rates

Table 6.9: Improvement in Network Latency with RPL-ML(KNN) for varying data rates

Latency (ms) at 50 nodes Latency (ms) at 100 nodes
Improvement Improvement
RPL RPL
OF0 | MRHOF over OF0 | MRHOF over
ML -ML
OF0 | MRHOF OF0 | MRHOF
Ippm | 3989 | 404.46 3373 | 15% | 17% 602.5 | 601.29 487.2 19% | 19%
2ppm | 4625 | 476.1 398.1 | 14% | 16% 787.7 | 811.96 648.1 18% | 20%
Sppm | 710.6 | 720.6 601.6 | 15% | 17% 1479 1480.83 1182.1 | 20% | 20%
10 ppm | 1233 1231.6 1049 15% | 15% 2022 | 2079.32 1661.2 | 18% | 20%
Avg 701.3 | 708.19 596.6 | 15% | 16% 1222 1243.35 994.7 19% | 20%

As shown in the figure 6.12 in case of route from Node N1 to root, MRHOF chooses paths
with total delay of 1500ms respectively whereas RPL-ML chooses path from N1 to root with
delay 1150s. In case of path from Node N2 to root, MRHOF incurs delays of 2450 ms , while
RPL-ML(KNN) takes route with total delay of 1500 ms. The table 6.9 shows the improvements
achieved with RPL-ML(KNN) in latency over standard at 50 and 100 nodes with varying data
rates.

Control Overhead
The graphs in figure 6.11 depict the control overhead packets with RPL-ML(KNN) , OF0 and
MRHOF as nodes increase from 30 to 100 and data rates increase from 1 ppm to 10 ppm. In

RPL, three types of control messages are generated namely, DIO, DIS and DAO.
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Figure 6.11: Control Overhead for OF0, MRHOF and RPL-ML(KNN) at varying data rates

In RPL-ML(KNN), generation of the advertisement messages is curtailed. In standard RPL,
DAO are generated after regular intervals leading to excess messages. In RPL-ML, the DAO are
transmitted only upon change in parent node, to update the same to neighbors. This mechanism
avoids unwanted advertisement overhead, thus control overhead in RPL-ML is significantly
reduced to the tune of 45%. The reduced traffic overhead ensures lesser congestion and loss
of packets owing to buffer overflow. Every buffer at the node can hold up to 4 packets. With
packets of size 128 bytes and 100 nodes transmitting 5 packets results in approximately 1 KB/s
circulating in network. In addition to this sensed data, the control overhead is transmitted for
routing updates. As can be seen from graph in figure the control overhead for RPL-ML(KNN)
at 100 nodes is 753 packets. For OF0 and MRHOF it is 1228 and 1688 respectively. This
additional overhead burdens the system and can cause packet loss due to limited buffer size
at nodes. In this proposed version, the reduction achieved is around 50%, majorly the DAO
advertisements being curtailed. RPL-ML(KNN) considers the delay of a route while making
routing decision. This helps to avoid routes with longer delays. The table 6.10 shows the
improvements achieved with RPL-ML(KNN) in control overhead against standard RPL at 50

and 100 nodes with varying data rates.

113



Table 6.10: Improvement in Control Overhead with RPL-ML(KNN) for varying data rates

Overhead at 50 nodes Overhead at 100 nodes
RPL Improvement RPL Improvement
OF0 | MRHOF over OF0 | MRHOF over
ML -ML
OF0 | MRHOF OF0 | MRHOF
1 ppm 823 860 495 40% | 42% 1457 | 1927 900 38% | 53%
2 ppm 725 894 485 33% | 46% 1281 | 1783 872 32% | 51%
5 ppm 723 818 451 38% | 45% 1228 | 1688 753 39% | 55%
10 ppm | 716 811 442 38% | 45% 1091 | 1359 715 34% | 47%
Avg 747 846 468 37% | 45% 1264 | 1689 810 36% | 52%

As number of packets circulating in the network are increased, there is depreciation in packet
delivery rate, power consumption and latency across all three versions. Transmission of more
packets demands additional energy and contributes more network traffic thus loading the net-
work. The performance of OF0 and MRHOF are seen to degrade drastically in terms of packet
delivery success rate. RPL-ML is seen to perform best at data rates between 1 ppm to 5 ppm. At
these rates with 100 nodes, the packet delivery with RPL-ML(KNN) is 99% to 97.73% which
is 4% higher than standard versions. RPL-ML(KNN) achieves 20% lower latency of 1182 ms
as against delays of 1479 ms and 1480 ms for OF0 and MRHOF at 100 nodes, 5 ppm. At this
setting, power consumption is 20% lower than MRHOF, thus making it preferable over standard
RPL.

Path chosen by Nodes-N1 and N2 to Sink with OF0, MRHOF and RPL-ML(KNN)

RPL-ML(KNN) is designed to make better routing choices than standard RPL. To practically
verify this,paths taken by two nodes N1 and N2 towards the sink node are traced within a net-
work comprising of 50 sender nodes. The paths chosen by two nodes N1 and N2 in a particular
RPL instance are depicted in figure 6.12. All the parent nodes with their corresponding values
of ETX, delay, residual energy and hop count are plotted. Node N1 needs three hops to reach

the sink node. At the first hop, there are two candidate parents:
e PI with metric values [ETX=3, delay=200, HC=3 and RE=225]
* P2 with metric values [ETX=5, delay=250, HC=3 and RE=205].
At the second hop there are three candidate parents:
* P3 with metric values [ETX=7, delay=300, HC=2 and RE=110]
* P4 with metric values [ETX=8, delay=350, HC=2 and RE=145]
* P5 with metric values [ETX=8, delay=400, HC=2 and RE=120].

At the last hop, again choice of three candidate parents exists:
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* P6 with values [ETX=1, delay=1000, HC=1 and RE=180]
* P7 with values [ETX=2, delay=600, HC=1 and RE=220]

* P8 with values [ETX=3, delay=400, HC=1 and RE=205]
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Figure 6.12: Routes taken by Nodes N1 and N2 towards sink node with a) RPL -ML(KNN)
and b) Standard RPL

In RPL-ML(KNN) network, N1 chooses the parents P1, P4 and P7 in route towards the sink,
whereas in RPL-MRHOF the parents P1, P3 and P6 are chosen depending on ETX values.
As seen from the figure, node N1 chooses a route towards sink with RPL-ML resulting in a
total delay of 1150 ms, while a delay of 1500 ms is obtained with standard RPL. The parent
node P3 has low value of residual energy and runs the risk of draining out. The parent P6
has high delay value and low RE, thus not a very smart choice as parent. Node N2 takes a
route with delay of 1600 ms with RPL-ML(KNN) as compared to higher delay of 2450 ms
with standard RPL. RPL-ML succeeds in taking paths with lower delay and chooses parent with
higher energy levels.This clearly indicates the advantage of RPL-ML design as regards delay.

The average power consumption with RPL-ML(KNN) is lower than standard version by 17%.
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RPL-ML has better success rates in packet delivery thus saving energy on re-transmissions. The
parent change threshold helps to avoid frequent updating of routing information and network re-
construction in-turn saving energy. The residual energy metric in RPL-ML ensures that parents
with higher levels of energy are chosen. Further energy depletion of weak nodes is prevented
thus prolonging network lifetime. Reduction in generation of advertisement messages further
saves the energy of transmission and reception. The parent tracing diagram in figure 6.12 depicts

the contrasting route choices which occur with RPL-ML and standard MRHOF.

6.9 RPL-ML with Random Forest regressor versus RPL-ML
(K-NN) with K=2,3,5

In the K-NN algorithm the value of K determines the accuracy of prediction. The value of K=3
was seen to give best accuracy and least error as indicated in graph 6.2. Setting K=2 and K=5
in the K-NN algorithm and its corresponding effect on the performance of the network is stud-
ied in this section. The implementation of the Random Forest regressor to perform the multi
constrained optimal path computation in RPL is also studied and compared with K-NN. The
network density is varied from 30 to 100 nodes and the packet rates are varied from 1 ppm to 10
ppm. The plots of power consumption, latency and PDR are plotted for RPL-ML with K-NN
algorithm for K=2,3 and 5 and RPL-ML with random forest regressor.

The figure 6.13 depicts the power consumption at varying data rates. The power consump-
tion with K=2, K=3 and K=5 setting differs minimally, with K=3 giving the best results. The
Random Forest algorithm was seen to outperform the KNN K=3 in RPL network scenario. RPL-
ML (Random Forest) consumes 2% to 3% lower power than the RPL-ML(K-NN K=3). This
is primarily due to the computation technique adopted in Random Forest. It involves true or
false decisions and averaging, while the K-NN algorithm involves more computation intensive
subtraction operations. Random Forest also requires comparatively lesser memory space than
K-NN. This two factors make Random Forest more lucrative option over K-NN in RPL network
implementation.

The power consumption P of each node is sum of the power consumed in CPU state (P_CPU)
whenever the node is active and processing, LPM state (P_LPM) that is activated when the sen-
sor node goes to Low Power Mode, Rx state(P_Rx) when node is active in the radio receive

mode and Tx state(P_Tx) activated when radio is active in transmit mode. Average power con-
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sumption is computed as shown in equation 6.2.

P=PCPU+PLPM+ P_Rx+PITx 6.1)
N
. Zn—l Pn
Average Power Consumption = o (6.2)
where N is the total number of nodes in network.
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Figure 6.13: Power consumption for RPL-ML (KNN) vs RPL-ML (Random Forest)

The table 6.11 depicts the CPU power, LPM, Receive and Transmit powers consumed with

the KNN (K=3) and Random Forest algorithms at varying nodes density and 1 PPM data rates.

The values of P_.CPU, P_LPM, P_Rx, P_Tx are obtained during simulation from the Collect

View tool in COOJA. It is seen that at node density of 70, RF consumes 3% lower CPU power

than KNN, and 4% lower at 90 and 100 nodes.

Table 6.11: CPU power for RPL-ML (KNN) versus RPL-ML (Random Forest)

Average Power Consumption (mW) Average Power Consumption (mW) CPU pwr %
(RPL-ML K-NN) (RPL-ML Random Forest)

Nodes | P.CPU | PLPM | PRx | P.TX | Total PAVG | PCPU | P.LPM | PRx | P.TX | Total PAVG | KNN >RF
30 0.342 0.141 0.443 | 0.080 1.006 0.338 0.141 0.442 | 0.080 1.002 1%
50 0.344 0.142 0.445 | 0.081 1.011 0.340 0.141 0.443 | 0.081 1.005 1%
70 0.356 0.147 0.461 | 0.084 1.048 0.344 0.146 0.462 | 0.084 1.036 3%
90 0.362 0.149 0.469 | 0.085 1.065 0.347 0.150 0.470 | 0.085 1.052 4%
100 0.373 0.154 0.483 | 0.088 1.098 0.358 0.153 0.482 | 0.088 1.081 4%
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The table 6.12 shows the improvements in power consumption achieved with RPL-ML (ran-
dom forest) at 50 and 100 nodes over the RPL-ML (K-NN) with varying data rates. At 100 nodes
and 5 ppm, Random forest consumes 3% lower power than KNN K=3. Random Forest algo-
rithm is found to be a more optimal solution for multi constrained optimal path decision than

K-nearest neighbor.

Table 6.12: Power consumption of RPL-ML (KNN) vs RPL-ML(Random Forest) at varying

data rates

Power Consumption (mW) at 50 nodes Power Consumption (mW) at 100 nodes

KNN | KNN | KNN RF Improvement KNN KNN | KNN RF Improvement

=3 K=2 K=5 RF over KNN =3 K=2 K=5 RF over KNN
1 ppm 1.011 | 1.015 | 1.017 | 1.0055 1% 1.098 1.102 | 1.102 | 1.081 2%
2 ppm 1.127 | 1.134 | 1.145 1.108 2% 1.216 1.223 | 1.229 | 1.195 2%
5 ppm 1.456 | 1.475 | 1.487 1.418 3% 1.75 1.79 1.801 | 1.693 3%
10ppm | 2.152 | 2.162 | 2.195 | 2.085 3% 2.5135 2.56 2.58 | 2452 2%
Average 1.44 1.45 1.46 1.40 2% 1.64 1.67 1.68 1.61 2%

The latency with RPL-ML K=2, 3 and 5 versus the latency with random forest regressor
is plotted in figure 6.14 by varying the data rates. The latency values with K= 3,2 and 5 are
minimally distinct. RPL-ML with Random Forest regressor gives the lower latency to the tune

of 4% to 6% over K-Nearest Neighbor algorithm at all packet rates.
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Figure 6.14: Network Latency for RPL-ML (KNN) vs RPL-ML (Random Forest)
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Table 6.13: Improvement in Network Latency with RPL-ML (Random Forest) over RPL-ML

(K-NN K=3)
Network Latency (ms) at 50 nodes Network Latency (ms) at 100 nodes
Improvement Improvement
KNN KNN KNN KNN KNN KNN
RF of RF RF of RF
K=3 K=2 K=5 K=3 K=2 K=5
over K-NN over K-NN
1 ppm 337.32 344.62 34591 321.02 5% 487.23 493.72 496.54 471.63 3%
2 ppm 398.14 400.15 401.64 369.54 7% 648.12 651.93 656.08 607.52 6%
S ppm 601.61 607.46 610.32 561.41 7% 1182.14 1188.27 | 1192.53 1116.34 6%
10 ppm | 1049.41 | 1060.52 | 1064.76 | 1001.21 5% 1661.213 | 1674.82 | 1689.75 | 1585.413 5%
Average 596.62 603.19 605.66 563.30 6% 994.68 1002.19 | 1008.73 945.23 5%

The total network latency comprises of the transmission time, transit time and processing
time. Processing in a sensor broadly consists of sensed data processing, received packets pro-
cessing and the routing information updation. During the routing process, the prediction of best
route by means of constructing decision trees in case of Random Forest is apparently faster than
the difference and average method of K-NN algorithm. Both techniques are superior over the
standard OF0 and MRHOF, but Random forest is preferable due to its relatively faster compu-
tation. The table 6.13 shows the improvements in latency achieved with Random Forest over
K-NN at 50 and 100 nodes.

As seen above, the RPL implementation with Random Forest (RF) algorithm gives considerably
lower latency. The main reasons for this reduction is the lower CPU processing time taken by
random forest algorithm. To compare the routes taken with Random Forest with that of K-NN,
we decided to trace the paths from nodes deployed in a RPL-ML (RF) network towards the
root. Two distinct nodes N1 and N2 were chosen and the paths they choose towards the sink
node were traced in both KNN (K=3) and RF networks with 50 sender nodes and 1 PPM data
rate. The paths chosen by two nodes N1 and N2 in a particular RPL instance are depicted in
figure 6.15. All the parent nodes with their corresponding values of ETX, delay, residual energy
and hop count are plotted. We observed that Random Forest implementation takes the exact
same routes as those of KNN K=3. This implies that the excess delay in K-NN is not due to
non-optimal route selections. Thus we can attribute the increased latency to the extra CPU pro-
cessing time in K-NN algorithm. The tables 6.14 and 6.15 show the Quality scores obtained
with K-NN (K=3 ) and the Random forest algorithm for all the candidate parents in path from

towards the sink from nodes N1 and N2.
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Figure 6.15: Routes taken by Nodes N1 and N2 towards sink node with a) RPL -ML (KNN
K=3) and b) RPL-ML (Random Forest Regressor)

Table 6.14: Quality Scores of Candidate Parents from N1 to Sink with KNN and RF

Q Score of Candidate Parent Nodes from N1 to Sink
SrNo | ETX | Delay | HC | RE | Q Score KNN K=3 | Q Score RF
1 3 200 3 225 88 89
2 5 250 3 205 86 82
3 7 300 2 110 65 65
4 8 350 2 145 68 69
5 8 400 2 120 63 62
6 3 400 1 205 84 84
7 2 600 1 220 86 87

As we travel from N1 to sink, at the outset two neighbors with Hop count of 3 are present.
The quality scores computed for both neighbors are 88 and 86 with K-NN and 89 and 82 with
RF. The node with ETX=3, Delay=200, HC=3 and RE=225 is of higher score and thus chosen
as parent in case of both K-NN and RF. At the next level, three neighbors with hop count of 2
are present. The Q scores computed are 65, 68 and 63 with K-NN and 65, 69 and 62 by RF. The
neighbor listed at Sr.No. 4 in table 6.14 with highest score (K-NN 68 and RF 69) is opted as
parent in both networks. In the final step, two neighbors are present with hop count of 1. The

node at Sr.No. 7 with highest Q score of 86 (K-NN) and 87 (RF) is selected as parent.

Table 6.15: Quality Scores of Candidate Parents from N2 to Sink with K-NN and RF

Q Score of Candidate Parent Nodes from N2 to Sink
SrNo | ETX | Delay | HC | RE | Q Score KNN K=3 | Q Score RF
1 1 250 3 190 86 87
2 1 1500 3 190 75 77
3 2 500 3 190 83 84
4 2 800 2 255 88 88
5 4 400 2 222 84 83
6 5 300 2 210 81 82
7 3 280 1 235 89 90
8 2 550 1 250 91 91
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The PDR achieved with Random forest is marginally higher than that with K-NN algorithm.
The control overhead generated is comparable with insignificant variations. The figure 6.16
shows the plots of RPL-ML with KNN (K=2,3,5) versus RPL-ML with Random forest regressor

as data rates vary from 1 ppm to 10 ppm.
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Figure 6.16: Packet Delivery Ratio for RPL-ML with KNN vs Random Forest

The above results indicate that RPL with Random Forest algorithm is a better option to
perform the multi constrained optimal path decision over the K-NN (K=3) regressor with regards
to power consumption, latency and PDR. Many studies in literature prefer the random forest
over the K-NN for classification due to the low error rate of RF [121], [122]. Our findings are
consistent with the results of these studies, and show that random forest performs better over

K-NN.

6.10 Performance Comparison of RPL-ML with other exist-

ing works

In this sub-section we compare RPL-ML to other popular works existing in literature such as
E-RPL [84], EEOPS-RPL [85], RPL-GCA [83], HOFESA [112], FL-HELR [81] and MC-
RPL[90]. FL-HELR is a fuzzy logic based method and MC-RPL is a VIKOR MADM tech-

nique. The comparison is done at varying node densities from 30 to 100 and at packet rate of
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I ppm. Among all the various works available in literature, these works are chosen since the

simulation parameters closely matched to those in our work.

Packet Delivery Ratio (%)
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Figure 6.17: PDR with RPL-ML(KNN), RPL-ML(RF) versus E-RPL[84], EEOPS-RPL[85],
RPL-GCA[83] , HOFESA [112], FL-HELR [81] and MC-RPL[90]
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The graph of Packet delivery ratio with the above works is plotted in figure 6.17. The EPC-
RPL has the least delivery success rate. RPL-GCA technique has good PDR of 98% at low
node density, and reduces to 92% at 100 nodes. The firefly and ant colony techniques yield
lower PDR of 92% at density of 30 and it decreases to 76% at 100 nodes. MC-RPL gives 95%
PDR . FL-HELR varies from 99 at low density of 30 nodes to 87 at 100 nodes. RPL-ML scores

above all these methods by ensuring above 99% PDR at all node densities.

Energy Consumption
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Figure 6.18: Energy Consumption with RPL-ML(KNN), RPL-ML(RF) versus E-RPL[84],
EEOPS-RPL[85], RPL-GCA[83] , HOFESA [112], FL-HELR [81] and MC-RPL[90]
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The energy consumption with the above works is plotted in figure 6.18. Energy consumption

with RPL-ML(Random Forest) is on an average 0.30 joules. It is the lowest compared to other
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existing works shown in the graph. RPL-CGA method has the comparable energy consumption
to RPL-ML(Random Forest). FL-HELR method has the highest energy consumption among

all. The EA based technique consume more energy to process the complex algorithms.

NETWORK LATENCY
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Figure 6.19: Network Latency with RPL-ML(KNN), RPL-ML(RF) versus E-RPL[84],
EEOPS-RPL[85], RPL-GCA[83], FL-HELR [81] and MC-RPL[90]

The plots in figures 6.19 depict the Network Latency in the works under consideration.
Latency or End-to-end delay consists of the transmitting time at sender, processing time at
sender and forwarding time taken by each intermediate node. RPL-ML (K-NN) method gives
delay of 0.38 s, while the RPL-ML (Random Forest) results in a lower latency of 0.36 s. The
other EA based methods have a latency of 0.4 mins. This is due to the complexity of the
algorithms and time involved in processing at the sensor nodes. FL-HELR has lowest latency

of 0.2 s among all. MC-RPL has a latency of 1.28 s.
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Figure 6.20: Control Overhead with RPL-ML(KNN), RPL-ML(RF) versus E-RPL [84] ,
EEOPS-RPL [85] and FL-HELR [81]
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The control overhead with EPC-RPL, E-RPL and EEOPS-RPL and RPL-ML is depicted in

figure 6.20. In addition to the application data, three types of control messages circulate in the

network. These messages play a crucial role for initial network construction and routine routing

information updation. RPL-ML has marginally higher overhead than E-RPL [84], EEOPS-RPL

[85]and FL-HELR [81]. At the start, during the stage of network construction, RPL-ML requires

more number of control messages. In a network with 100 nodes and simulation time of 60 mins,

6000 data packets are generated in the network. RPL-ML generates 900 control packets during

this duration. Thus the ratio of Data to Control messages is 20:3. Generally, lower overhead

gives lower latency in any method. But in the case of EPC-RPL, E-RPL and EEOPS-RPL, the

processing time of complex EA overshadows the benefits of reduced control overhead. Thus,

it can be concluded that RPL-ML is preferable regards to PDR, energy consumption and delay

over the other methods with trade-off slightly higher control overhead.

Table 6.16: Comparison of RPL-ML with other existing works in literature

proposed work

tency

Name Technique Used Metrics PDR(%) Energy | Latency | Control
Cons Ovhd
Q)
RPL-CGA [83] Genetic Algorithm for opti- | Queue length, Delay, | 95 0.33 0.65s -
mizing weighting factors in | RER, HC, ETX
composition metric
EEOPS-RPL [85] Firefly algorithm for opti- | RER, ETX and dis- | 82 0.56 0.28 400
mization tance min
E-RPL [84] Ant colony optimization Children count, | 83 0.57 0.315 442
RER, ETX, rank min
value
MC-RPL [90] VIKOR MADM based Energy, ETX, Delay | 95 0.53 1.28 s -
FL-HELR [81] Fuzzy logic based Energy, ETX, Delay, | 92 0.83 0.2s 317
HC
HOFESA [112] Hybrid Empirical stability | HC, RSSI, Energy 98 0.95 - 20500
aware
RPL-ML(K-NN) K-Nearest Neighbor ML | ETX, HC, RE and la- | 99.5 0.31 0.38s 581
based proposed work tency
RPL-ML(RF) Random Forest ML based | ETX, HC, RE and la- | 99.61 0.30 0.36s 581

6.11 Conclusion

The impact of applying machine learning regression methods to optimise the routing decision

in RPL protocol is explored in this chapter. Three machine learning regression techniques are

studied namely Linear Regression, Random Forest and K-Nearest Neighbour. These techniques
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are tested using a data-set which contains exhaustive values of the four routing metrics ETX,
Delay, HC and RE and the corresponding desired Quality Score. The K-NN and RF have
accuracy of 98% and higher than that of LR which is 90%. The K-NN algorithm with K=3
values is integrated into Contiki OS to achieve a improvised version of RPL termed as RPL-
ML(KNN). The delay and HC metric ensures that candidates with lower delay and shorter route
are chosen as parents hence ensuring faster packet delivery. The latency in RPL-ML(KNN)
is lower by 20% as compared to standard RPL. The ETX metric ensures better reliability and
hence improves packet delivery. The PDR of RPL-ML(KNN) is higher by 9% over MRHOF
and OF0. A reduction in control overhead to the tune of 52% is achieved. Higher PDR and lower
control overhead saves the node energy of re-transmission, receiving and forwarding messages.
Besides this, Residual Energy metric aids RPL-ML(KNN) in avoiding candidates with lower
energy levels from being selected as parents. This preserves the node energy and improves
overall efficiency. A 17% reduction in power consumption is achieved with RPL-ML(KNN) as
compared to standard RPL at density of 100 nodes. In the later part of the chapter, the evaluation
of RPL with Random forest algorithm to perform the multi-criteria decision making is done.
Random forest algorithm computes relatively faster than K-NN algorithm thus saving on power
and speed. The values of power consumption and latency with Random Forest are lesser by
3% and 6% respectively than that achieved with K-NN. The technique of Linear Regression is
not evaluated in Contiki OS due to its low accuracy of 90%. Thus, we conclude that the novel
RPL-ML techniques prove to be significantly superior than standard RPL implementations OF0
and MRHOF with the Random Forest algorithm having an edge over the K-nearest neighbor
method. RPL-ML with Random Forest achieves 20% lower Power consumption, 26% lower

latency and 4% higher PDR than standard RPL.
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Chapter 7

Performance Comparison of the proposed

RPL implementations

The Internet of things is bound to define the human lifestyle in the coming decade. Billions of
devices connected and communicating with each other will utilize large amounts of resources
in terms of energy, bandwidth, sensing technology and processing hardware. The data within
localized wireless networks will be routed by sensor nodes to the main gateway using the RPL
protocol. Efficient routing which saves energy and time is crucial to sustaining the network. To
improvise the routing process in RPL, this research proposed three routing approaches using
Fuzzy Logic, Artificial Neural Networks and Machine Learning. Four routing metrics -ETX,
Delay, HC and RE were chosen and these soft computing methods were applied to decide the
best route. Initially, fuzzy logic based RPL-FZ was proposed which relied on three metrics to
decide the best route. Later, the fourth metric was added and OF-FZ was designed. The network
performance of OF-FZ excelled that of RPL-FZ . Thus, the four metrics used in OF-FZ were
finalised as the decision criteria. Subsequently, it was decided to explore the domain of artificial
neural networks and machine learning and analyse their suitability to perform MCDM in RPL
networks. Towards this direction, three novel version, ANN-RPL, RPL-ML(K-NN) and RPL-
ML(RF) were proposed. ANN-RPL used feed forward neural network and the other two were
based on K-nearest neighbor and random forest regression methods of machine learning. RPL-
ML (RF) scored better than RPL-ML(KNN). In the previous chapters, we have compared the
performance of OF-FZ, ANN-RPL and RPL-ML(RF) with the standard RPL objective functions
OF0 and MRHOF. The simulation results indicated that the objective functions proposed in this
research have an significant edge over the standard objective functions. The table 7.1 shows the

improvements attained with the proposed works over standard OFO and MRHOF.
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Table 7.1: Improvement with proposed works over standard RPL.

Improvement over OF0 & MRHOF
Metrics Technique Pavg PDR Latency Control Ovhd
OF0 | MRHOF | OF0 | MRHOF | OF0 | MRHOF | OF0 | MRHOF
RPL-FZ ETX, Delay, RE | Fuzzy 6% 9% 3% 4% 6% 9% 28% 42%
ETX, Delay, RE,
OF-FZ e Fuzzy 7% 9% 5% 6% 11% 13% 28% 42%
ETX, Delay, RE, | Neural
ANN-RPL 9% 11% 7% 8% 16% 18% 34% 47%
HC Networks
ETX, Delay, RE,
RPL-ML(KNN) HC ey K-NN 12% 14% 8% 9% 18% 20% 34% 47%
ETX, Delay, RE, | Random
RPL-ML(RF) 14% 16% 8% 9% 23% 25% 34% 47%
HC Forest

This chapter aims to present the performance comparative analysis of the three approaches
OF-FZ, ANN-RPL and RPL-ML(RF) with regard to Packet delivery ratio, power consumption,

latency and control overhead.

7.1 Performance comparison with regard to Average Power

consumption

In this section, we compare the three novel objective functions with each other. Primarily, we
compare the power consumption with the three techniques. The average power consumption
with OF-FZ, ANN-RPL and RPL-ML(RF) is plotted in figure 7.1 for varying data rate from 1
ppm to 10 ppm. RPL-ML (RF) performs very well at all node densities, with max advantage
noted at 50 and 70 nodes.
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Figure 7.1: Average Power Consumption with OF-FZ, ANN-RPL and RPL-ML(RF)

The fuzzy logic based objective function OF-FZ, gives an improvement of 15% over MRHOF

at Sppm and 100 node density. On an average it gives 7% and 9% improvement over OF0 and
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MRHOF. The Artificial Neural Network based ANN-RPL, further improves upon OF-FZ. The
feed forward neural network gives higher accuracy in computation of Quality score for parent
node than fuzzy logic. The fuzzy inference system in OF-FZ is designed to give a particular
output for a range of values, as specified in the membership function. For example all nodes
with residual energy between 102 and 153, will result in the same Quality or QA score. As a
result it is unable to give distinct Quality or QA score output values for distinct inputs which
lie in the specified range. This shortcoming is not there in the machine learning and ANN tech-
niques. They are capable of computing a distinct Quality/QA score for the set of inputs lying
in specified range. ANN-RPL gives on average a 3% improvement in power consumption over
the OF-FZ approach. RPL-ML with the Random Forest algorithm is observed to give the best
results among the three. RPL-ML(RF) attains 9% and 6% improvement over the OF-FZ and
ANN-RPL methods at higher packet rates of 5 ppm and 10 ppm.

13%

Percentage Improvement in Pavg with RPL-ML over OF-FZand ANN-EPL

OFFZ ANN-EPL OFFZ ANN-RPL OF-FZ ANN-EPL OFEFZ ANN-RPL

1 PP 2PP 3 PP 10 PP
— 30 3% 1% 3% 4% 12% % 9% 1%
30 4% 1% 6% 3% 12% 1% 10% 3%
170 6% 3% 6% 4% 11% 6% 10% 1%
o0 % 2% 3% 4% 9% 6% 9% 3%
— {0 6% 2% 1% 4% 9% 6% 3% 6%
Avg 3% 2% % 4% 11% 6% 9% 1%

Figure 7.2: Percentage Improvement with RPL-ML(RF) over OF-FZ and ANN-RPL

RPL-ML (RF) RPL-ML scores above the ANN-RPL method in terms of power consump-
tion owing to the basic difference in computation technique in both. Both the Random Forest
and Neural Networks are different techniques that learn differently but can be used in similar
domains. The machine learning algorithm of random forest is pre-trained and then deployed in
the network. It builds decision trees which basically involves true/false logical decisions and
averaging. The CPU can execute this program effortlessly. Whereas the ANN method involves
a number of matrix multiplication operations between the weights and inputs. Matrix Multi-
plication requires relatively higher processing effort than logical operations. Random Forest is

less computationally expensive and does not require a GPU to finish training. The percentage
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improvements with RPL-ML over the other two are depicted in the graph of figure 7.2.

To further understand the reason of improvement in case of RPL-ML(Random Forest) over OF-
FZ, we decided to trace the route constructed from two nodes to sink with RPL-ML and OF-FZ.
The paths traced for two nodes N1 and N9 towards the sink node with RPL-ML and OF-FZ is

shown in figure 7.3.
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Figure 7.3: Paths traced for two nodes N1 and N9 towards the sink node with RPL-ML(RF)
and OF-FZ

Table 7.2: QA scores computed by Fuzzy logic and Random Forest regressor for candidate
parent nodes in path from N1 to sink

Node ID | ETX | Delay | HC | RE | QA score- FUZZY | QA score -Random Forest
N2 3 200 3 | 225 77 89
N3 5 250 3 | 205 77 82
N4 7 300 2 | 110 63 65
N5 8 350 2 | 145 63 68
N6 8 400 2 | 120 63 62
N7 3 400 1 | 205 92 84
N8 2 600 1 | 220 92 86

The tables 7.2 and 7.3 depict the QA scores computed by Random Forest regression and
Fuzzy Inference System for various candidate parent nodes along the route from two nodes N1
and N9 toward sink. In case of N1, nodes N2 to N8 are present along the route towards sink.
For N9, the nodes N10 to N17 are candidate parents. In case of N2 and N3, the FIS computes
a score of 77 for both, while Random forest distinctly computes scores as 88 and 86 ans selects
N2 as parent. It is clearly evident that N2 is a better choice due to lower ETX value, lower

delay and higher residual energy. OF-FZ fails to distinguish between these two and is likely
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to choose N3 as parent leading to higher power consumption owing to higher delay and more
number of re-transmissions. Similarly with N4, N5 and N6, the FIS score is 63 for all three.
With random forest, node N5 gets a higher score due to its higher residual energy. Preference is
given to sustaining node energy, hence node with higher level is selected. OF-FZ on the other

hand selects N6 in this case scenario, which has lower energy.

Table 7.3: QA scores computed by Fuzzy logic and Random Forest regressor for candidate
parent nodes in path from N9 to sink

Node ID | ETX | Delay | HC | RE | QA score- FUZZY | QA score -Random Forest
N10 1 250 3 190 73 87
N11 1 1500 3 190 73 77
N12 2 500 3 190 73 84
N13 2 800 2 | 255 77 88
N14 4 400 2 | 222 77 83
N15 5 300 2 | 210 77 82
N16 3 280 1 235 92 90
N17 2 550 1 250 92 91

While traversing from N9 to sink, nodes N10, N11 and N12 get assigned same score of 73 by
FIS. RF computes 86 score for N10 and selects it as parent. OF-FZ makes a poor choice of N11,
which has a high delay of 1500 ms. The total path delay with OF-FZ from N9 to sink amounts
to 2080 ms, while that with RF is 1600 ms. This implies that random forest is better suited to
identify parent nodes as compared to OF-FZ. ANN-RPL takes same route as RPL-ML(RF) and

is an eminent approach, provided the extra CPU processing effort can be condoned.

7.2 Performance comparison with regard to Packet delivery

ratio

The packet delivery ratio is a measure of the successful delivery of packets to the destination
node. The PDR reduces as more and more nodes are added to the network. Another factor
influencing the PDR is the packet transmission rate. At rates above 5 ppm, the PDR is seen to
drop considerably in standard RPL. Our work focuses on improvising the RPL protocol and its
impact on improvement in PDR can be appreciated when the network is operating at high data
transmission rate of 10 ppm. At packet rates of 1 ppm, 2 ppm and 5 ppm, the three perform
alike with regards to packet delivery with marginal deviation. The fuzzy logic based OF-FZ
gives 6% higher PDR over the standard OF0 and MRHOF in a 100 node network operating at
10 ppm data rate, ANN-RPL achieves 8% better and RPL-ML(Random Forest) excels by 9%.
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The figure 7.4 shows the PDR with all three novel objective functions.

Packet Delivery Ratio at 5 ppm Packet Delivery Ratio at 10 ppm
FPL-ML (Random Forest) ANN-RFL wOFFZ RPL-ML (Random Forest) ANN-RFL wOFFZ
51k 8163
100 5738 7
— L ¢ 1 067
09833 834
w90 7 - 3
5 BT %90 —) 01 P24
= k=3
9593 )
=70 53 56 #70 516281
I N 01}, 15
- 99.16 _ L $3.25
50 9%9 50 a1z o3 59
2 100 X . 96.38
N ——— 35 30 54_1§>.§?
97 973 93 98.5 99 993 100 100.5 75 80 83 90 95 100

Figure 7.4: Packet delivery ratio with OF-FZ, ANN-RPL and RPL-ML(RF) at 5 ppm and 10
ppm

We observe that PDR with RPL-ML (Random Forest) exceeds ANN-RPL by 1% and OF-FZ
by 3%. RPL-ML(Random Forest) is found to be very efficient at multi-constrained optimization
by selecting the most optimal route to sink. ANN-RPL is also a comparably efficient technique
for optimal routing. Both these techniques have an edge over the fuzzy logic approach. As seen
in the paths diagram 7.3, OF-FZ tends to take lesser efficient routes than random forest. The

lower PDR can be attributed to the packet loss occurring on non optimal routes take by OF-FZ.

7.3 Performance comparison with regard to Network Latency

and Control Overhead

The graphs in figure 7.5 depict the latency at 50 and 70 nodes. The percentage improvements
with RPL-ML(RF) are plotted in figure 7.6.
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Figure 7.5: Latency with OF-FZ, ANN-RPL and RPL-ML(RF) for 50 and 70 nodes at varying
data rates
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Percentage Improvement in Lateney with BPL-ML over OF-FZ and ANN-RFL

W

0 30 0
o0 _— (0 — Ay

10%

) | | I I
0%

OFEZ ANN-FPL OFFZ ANN-EPL OFEFZ ANN-RPL OFFZ ANN-EPL

1 PP 2P 5 PP 10 PP
___Eli] 9% 6% 16% 9% 2% 10% 10% 8%
50 12% 9% 13% 4% 12% %% 12% 1%
i} 17% 13% 9% 8% 12% 8% 12% 1%
90 16% 11% 10% T 13% 8% 11% 8%
100 11% 6% 12% T% 13% 8% 12% 1%
—_— A 13% 9% 12% 8% 12% %% 12% 1%

Figure 7.6: Percentage Improvement in Latency with and RPL-ML(RF)

The Random Forest regression can distinguish optimal routes with higher accuracy than the
Fuzzy based OF-FZ. It selects routes with the lowest delay metric and results in least latency
among the three. As compared to ANN method, random forest is preferable as the computa-
tion effort is lower. Faster processing ensures speedy delivery of packets to destination, thus
reducing the network latency. RPL-ML (RF) achieves on an average 12% lower latency than
OF-FZ. As compared to ANN-RPL it has a 8% lower latency. All the three techniques adopt the
same mechanism for generating the control advertisement messages. Thus, control overhead
generated is comparable with insignificant variations.

Impact of data transmission rate on the network performance

The network performs optimally at data rate of 5 ppm. The packets are delivered with success
rate of 97%. If the data transmission rate is doubled to 10ppm, the packet delivery ratio drops by
25%. The power consumption is seen to rise by 30% and latency increases by 28%. Thus, we
conclude that data rates of 1ppm to 5 ppm are recommended for optimal network performance.
A network with 30 to 100 nodes is ideal with single sink node. Additional sink nodes need to

be deployed in networks of sizes more than 100 nodes.

7.4 Conclusion

The performance of RPL-ML(RF), ANN-RPL and OF-FZ is compared in this section. RPL-

ML(RF) is the best performer among peers. It has the lowest power consumption, 9% and 6%
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lower than OF-FZ and ANN-RPL at 100 node density and 5 ppm data rate. The network latency
with RPL-ML(RF) is observed to be 13% and 8% lower than OF-FZ and ANN-RPL at same
configuration. The PDR is 97.8% which is marginally higher than peers. All three techniques
adopt the same mechanism for generating the control advertisement messages. Thus, control
overhead generated is comparable with insignificant variations. In general, the network perfor-
mance is prudent and efficient for data transmission rates upto 5 ppm. Beyond that performance

degrades drastically. Packet loss rises and latency rises dramatically.
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Chapter 8

Conclusion

8.1 General Conclusion

This research focuses on developing a holistic routing solution in RPL based networks. Routes
are evaluated based on multiple link and node metrics like ETX, Hop Count, Residual Energy
and Delay. This is a classic Multi Attribute Decision Making problem, however the conven-
tional MADM techniques cannot be applied here due to hardware constrains at nodes. Artificial
Intelligence and Soft Computing have the potential to solve complex real world problems with-
out being computation extensive. Therefore these methods are explored in this research in the
context of improving the routing performance of RPL protocol.

Generally in a network, a node has several neighbors and it has to choose the best one out
of these as parent. This implies that a Quality score has to be computed for every neighbor on
the basis of which selection can be made.

Fuzzy logic is a widely used technique for decades in several application domains. In the
initial part of our work, we have designed a Fuzzy Inference System which takes the four metrics
as inputs and generates the Quality of neighbors as output. Linguistic variables, membership
functions for the four metrics are defined and a rule base is created. Upon defuzzification, the
crisp Quality Score is obtained. The MATLAB software is used to design FIS. There are several
operating systems which are available for IoT networks. We have used the Contiki OS 2.7 in
our entire work. The C program for the designed FIS is incorporated into Contiki OS and sim-
ulations are run in the COOJA simulator by varying node density, packet rates and number of
sink nodes. The effect on network performance parameters like Power Consumption, Latency,
Control Traffic Overhead and Packet Delivery Ratio is studied.

Later, we have explored Artificial Neural Networks and its application in computing the
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Quality of neighbours by taking the multi-metrics as input. A Multi-Layer Feed forward Arti-
ficial Neural Network is designed using Jupyter Notebook and Python. A data-set with 85,686
sample values is used in training and testing this ANN. The python codes for ANN are con-
verted to C language, since Contiki OS is in C. Visual Studio is used to write the C programs
and debug the ANN. The simulations are run and impact of using ANN in RPL is evaluated by
analysing the network performance parameters.

Lastly, we decided to apply Machine Learning Techniques to decide the best parent node.
We have to use Regression techniques since a relation has to be obtained between the output
and the multiple input metrics. Regression techniques of Linear regression, Random Forest and
K-Nearest Neighbours (K-NN) are chosen and compared. The technique of K-NN and Random
Forest resulted in higher Accuracy. So, K-NN and Random Forest algorithms were chosen and
incorporated into Contiki OS to make the routing decisions. Simulations in COOJA were run
and performance of K-NN and random forest based RPL was analysed. The detailed analy-
sis and trade-off comparison of the above three techniques in improving the RPL protocol was
done.

This work proposed three RPL implementations- OF-FZ, ANN-RPL and RPL-ML which
applied Fuzzy Logic, neural networks and machine learning regression techniques to perform
the multi criteria decision making. As part of the research work we come to the following

conclusions:

1. When the network is strained at packet rates of 10p/min, single sink node and 100 sender
nodes, RPL network with proposed objective function OF-FZ consumes 7% and 9% lesser
power as compared to OF0 and MRHOF respectively. OF-FZ gives 5%- 6% higher Packet
Delivery Ratio than OF0 and MRHOF. OF- FZ has 13% lower latency as compared to
MRHOF under strained conditions. Another significant contribution with OF-FZ is the
reduction in the DAO messages. A reduction in control overhead to the tune of 42% is
achieved. The addition of Hop Count metric to ETX, RE and delay in case of OF-FZ
gives improvement in terms of Power Consumption (5% at 2 ppm and 5ppm) and Latency
(2% at 2ppm and Sppm and 5% at 10 ppm) over RPL-FZ, but is seen to have marginal

effect on the PDR. The computation cost of adding HC metric is negligible.

2. ETX and residual energy metrics play a crucial role in governing the PDR and power con-
sumption. Combining ETX , residual energy, delay and hop count metrics as implemented

in OF-FZ gives optimal results compared to other four metric combinations.

3. Every additional metric adds 14 bytes to the DIO message. In case of proposed objective
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functions additional 42 bytes get appended to DIO message. A maximum of four metrics
can be used since maximum packet size is 128 bytes. The added overhead due to four
metrics can be compensated by reducing the advertisement messages. Reducing the con-
trol messages helps to reduce the latency, but curtailing them beyond a certain point may

adversely affect the network performance.

. In a network with 100 nodes, operating at 10 ppm, ANN-RPL reduces the power con-
sumption to the tune of 11% over standard RPL. The PDR of ANN-RPL is higher by 7%
at this configuration.The latency in ANN-RPL is lower by 18% as compared to MRHOF.
This novel ANN-RPL technique proves to be substantially better than standard RPL.
ANN-RPL scores above OF-FZ in terms of power and latency by 2% and 5% respec-
tively. ANN-RPL is compared to evolutionary algorithm based RPL implementations.
The EA schemes require more computing time due to the large number of iterations in-
volved in the algorithms. On an average, the delay is seen to be around 0.4 mins. Also,
they need more powerful microcontrollers with larger memory space. This considerably
increases the deployment cost. These factors give ANN-RPL a leverage over the EA-

based schemes.

. The latency in RPL-ML(KNN) is lower by 20% and a 14% reduction in power consump-
tion is achieved with RPL-ML(KNN) as compared to standard MRHOF at density of 100
nodes. The PDR of RPL-ML(KNN) is higher by 9% over MRHOF and OFO at 10 ppm
and 100 nodes. Random forest algorithm computes relatively faster than K-NN algorithm
thus saving on power and speed. RPL-ML with Random Forest achieves 16% lower
Power consumption, 25% lower latency and 9% higher PDR than standard RPL in a 100
nodes network. The values of power consumption and latency with Random Forest are
lesser by 2% and 5% respectively than that achieved with K-NN. The RPL-ML techniques
prove to be significantly superior than standard RPL implementations OF0 and MRHOF

with the Random Forest algorithm having an edge over the K-nearest neighbor method.

. RPL-ML(RF) has 8% and 6% lower power consumption than OF-FZ and ANN-RPL at
100 node density and 10 ppm data rate. The network latency with RPL-ML(RF) is ob-
served to be 12% and 7% lower than OF-FZ and ANN-RPL at same configuration. The
PDR is 97.8% which is marginally higher than peers. RPL-ML(RF) has an edge over the

other two approaches.

. RPL-ML(RF) having lowest latency is best suited for time crucial applications. As its

power demands are on lower side, the network lifetime will be prolonged.
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8. In general, the network performance is prudent and efficient for data transmission rates
up to 5 ppm. Beyond that performance degrades drastically. Packet loss rises and la-
tency rises dramatically. A network with 30 to 100 nodes is ideal with single sink node.

Additional sink nodes need to be deployed in networks of sizes more than 100 nodes.

8.2 Research Contributions

The growing need for an efficient routing protocol for smart IoT objects and networks motivated

us to carry on this research and we have successfully achieved the following:

* An improvised objective function for RPL protocol, termed as OF-FZ is proposed which
improves the network power consumption by 9%, packet delivery ratio by 6%, latency
by 13% and control overhead to the tune of 42% as compared to standard RPL. Routing
decisions are based on four metrics- ETX, Hop Count, Delay and Residual Energy and

fuzzy logic technique is applied to do the multi-criteria decision making.

* An Artificial Neural Network based Objective Function, ANN-RPL, is designed for RPL
protocol to select the best route using four routing metrics thereby improving the power
consumption by 11%, packet delivery ratio by 8%, latency by 18% and control overhead

to tune of 47% as compared to standard RPL.

* Machine Learning based Objective Function RPL-ML(RF) which employs the random
forest regression method and RPL-ML(KNN) which uses the K-Nearest Neighbor al-
gorithm are proposed to perform multi-constrained optimal routing. The improvement
achieved with RPL-ML(RF) for power consumption is 16%, packet delivery ratio is 9%,
latency is 25% and control overhead to the tune of 47% as compared to standard RPL.
A detailed Analysis and trade-off comparison of OF-FZ, ANN-RPL and RPL-ML im-
plementations is done by comparing performance with other related works in literature
in terms of Power Consumption, Packet Delivery Ratio, Latency and Control Traffic
Overhead for varying node density and packet transmission rates. The objective func-
tion RPL-ML(RF), which utilizes the Random Forest regression technique, gives superior
performance as compared to the Fuzzy, Artificial Neural Networks and K-nearest neigh-

bor based approaches.
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8.3 Challenges

During the research work the following challenges were faced;

* The Contiki operating system supports standard RPL. The standard RPL generates DIO
messages with single metric. To incorporate our proposed work into Contiki OS , the

length of the DIO message had to be increased to accommodate additional metrics.

* Creating an exhaustive data-set to train the Neural network and machine learning algo-

rithms was challenging.

8.4 Future Work

The future research directions in this area of work are listed as follows :

The Proposed Objective Functions can be implemented and tested on Real life Test Motes.

The performance in simulation and real-life test beds can be analysed.

The Proposed techniques can be assessed considering the nodes to be Mobile.

The proposed techniques can be deployed and tested in Heterogeneous Networks.

Alternate MCDM techniques like AHP, TOPSIS can be applied and evaluated in network

scenarios.
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PAPERS PUBLISHED

Table 8.1: Research Objectives to Publications Mapping

Sr No

Mapping with publications

Research Objective
Journal | Conference | Book Chapter

Apply the Fuzzy Logic technique to design a routing strategy for RPL
that selects the best route based on three (ETX, residual energy and delay) 1,2 34 5
and four routing metrics (ETX, residual energy, delay and hop count)

Design a routing strategy for RPL that applies a Multilayer Feed Forward

2 6 5
Artificial Neural Network.
Apply the Random Forest and K-Nearest Neighbour regression techniques

3 of Machine Learning to take the best route decision by evaluating the four 7
metrics. Analyze the performance of the three approaches.

1. Sonia Kuwelkar, H. G. Virani,“OF-FZ: An Optimized Objective Function for the IPv6

Routing Protocol for LLNs”, IETE Journal of Research, pp 1-19, Taylor & Francis, Oct
2021. https://doi.org/10.1080/03772063.2021.1990139. SCI, SCOPUS.

Sonia Kuwelkar, H. G. Virani, “Design of an Efficient RPL Objective Function for Internet
of Things Applications”, International Journal of Advanced Computer Science and Appli-
cations (IJACSA), 12(6), July 2021. http://dx.doi.org/10.14569/1JACSA.2021.0120625.
E-SCI, SCOPUS.

S. Kuwelkar and H. G. Virani, “RPL-FZ: An optimized objective function for the RPL
routing protocol”, 6th International Conference on Microelectronics, Computing & Com-

munication Systems (MCCS-2021), July 2021.

. S. Kuwelkar and H. G. Virani, “Implementation of Fuzzy Optimized IPv6 Routing Proto-

col for Internet of Things Applications”, 2021 IEEE Mumbai Section, Asian Conference
on Innovation in Technology (ASIANCON) Pune, India. Aug 28-29, 2021.

Sonia Kuwelkar and H. G. Virani. ”Enhancing the RPL protocol using ANN for sus-
tainable IoT infrastructure”. Book Chapter, Book- Transitioning to Sustainable Indus-
try, Innovation and Infrastructure, MDPI, July 2023. https://doi.org/10.3390/books978-3-
03897-869-5-5.

Sonia Kuwelkar and H. G. Virani. RPL protocol enhancement using Artificial Neural
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OF-FZ: An Optimized Objective Function for the Ipv6 Routing Protocol for LLNs

Sonia Kuwelkar © and Hassanali Gulamali Virani

Electronics & Telecommunications Department, Goa College of Engineering, Goa, India

ABSTRACT
Internet of Things (loT) has seen a lot of traction over the last few years and is expected to play a major
role in controlling devices and communication. loT network involves sensors with constrained mem-
ory, limited processing and power capabilities. The process of network formation largely decides the
Quality of service in these networks. IPv6 Routing Protocol for LLNs (RPL) is specially designed by
the IETF ROLL working group to cater to routing requirements in such networks. In RPL, an Objective
function specifies a set of metrics or constraints which can be used as criteria for best parent and
path selection, ensuring a faster route to the destination. In our work, we propose a novel objective
function OF-FZ, which uses four metrics to make routing decisions. Fuzzy Logic is used to combine
the metrics hop count (HC), ETX, delay and node residual energy (RE) to obtain a single decision
metric termed as Quality Assurance (QA) score. During routing, a neighbor node having the highest
QA score is chosen as the best parent. The proposed Objective Function leads to significant sav-
ings in energy consumption (EC) (9% lower), Packet Delivery Ratio (PDR) (3% higher), End-to-end
Delay (8% lower) as compared to existing OFs. Controlling advertisernent messages circulating in
the network leads to a significant reduction in control overhead to the tune of 45%. Performance
evaluation and deep dive of OF-FZ is done in three configurations: network scalability, increasing
packet transmission rates and multi-sink scenarios using Contiki OS and COOJA network simulator.

KEYWORDS

laT; LLNs; routing protocal;
RPL; objective function; fuzzy
logic

1. INTRODUCTION governed by an Objective Function, Nodes choose the

best route by optimizing or constraining certain metrics
contained in Objective Function. Some metrics listed in
the specifications are Energy, HC, Latency, Throughput,

The Internet of Things (IoT) network is characterized asa
Low power and Lossy Network (LLN) owing to the sensor
nodes which are battery-operated, have limited memory

and processing capability along with reduced radio cov-
erage [1]. The routing process, largely governs the quality
of service in such networks, thus making the task of pro-
tocol design quite challenging. The traditional protocols
used for routing in WSNs, MANETs and ADHOC net-

Figure 8.1: Screen Shot of Published Paper in IETE Journal of Research, Taylor & Francis

Received Signal Strength Indicator (RSSI) and Link qual-
ity. The RPL standard has not imposed any restrictions on
the choice of metrics. This gives a lot of design flexibility
to meet application needs. In the specifications, an objec-
tive function zero, OF0 is specified [2]. It depends on a
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Enhancing the RPL Protocol Using an
Artificial Neural Network for Sustainable
IoT Infrastructure

Sonia Kuwelkar and Hassanali G. Virani

1. Introduction

The IoT is a giant communications network connecting billons of devices, such
as smart phones, wearable devices, sensors, actuators, and home appliances, over
the Internet. It is predicted that by 2025 there will be more than 27 billion IoT
connections. The loT will revolutionize the quality of human life by manifesting a
plethora of applications in healthcare, industrial automation (Pister et al. 2009),
weather monitoring, smart urban cities (Dohler et al. 2009), home automation
{Brandt et al. 2010), logistics, building automation (Martocci et al. 2010), and smart
metering (Atzori et al. 2010). The network here comprises of sensors that are
battery-operated, use microcontrollers, such as the MSP430, and have limited storage
capacity. In contrast to conventional networks, the traffic in these networks can
be point-to-point, point-to-multipoint, or multipoint-to-point. The communication
network also has several drawbacks, such as instability, low data rates, high packet
loss, limited transmission range, frame size limitation, and dynamically varying
network topology. Besides these aspects, the links connecting the devices can use a
variety of technologies, such as Bluetooth, low-power WiFi, and wired PLC. Another
aspect to be considered is that, in large-scale deployments, networks can scale to
thousands of nodes. Due to these innumerable constraints on devices and underlying
communication technology, the loT network is characterized as a low-power and
lossy network (LLN) (Clausen et al. 2011). All of these unique requirements make
the design of an efficient routing protocol a very challenging task (Hui and Culler
2008). One major achievement by the IETF is the 6LoWPAN specification, which
specifies how to carry IPve datagrams over LLINs (Hui et al. 2012). To devise a

Figure 8.2: Screen Shot of Published Book Chapter in MDPI
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Appendix A

Appendix I

Weights assigned to Neurons at the three Layers in ANN-RPL

layerl =

* 0.07435652,0.51822096,0.077307366,-0.6414657,-0.4316001,
0.6259582,-1.0040765,-0.18634301,-0.7697773,0.06780366,

* 0.00056544034,0.00027489805,-0.43141633,0.10949936,-0.00022519623,
0.08901061,0.17464672,-0.00055760844,0.0073442967,0.00998921,

» 1.3787638,0.49989197,-1.1029677,0.447331,0.54847676,
-0.09533733,0.5761163,-1.090431,-1.1444011,0.6243079,

* 0.012745311,0.012527541,0.18448682,0.19263482,-0.024272503,
-0.5123726,-0.5986534,0.0058499156,-0.2843482,-0.0058558993,

* -60.8658395,-7.0535574,9.080358,9.64777,6.8006287,
-9.30843,11.598778,4.6842794,9.658299,10.869768;

layer2 =

0.165523,0.124461755,-0.5196377,0.34174114,-0.31841975

* -0.11245203,0.32940426,-0.5829561,0.3504779,-0.26547232

* -0.2840166,0.242611,-0.02847453,-0.11474156,-0.25086388

* 0.35463932,0.43074352,0.21673463,-0.6570365,0.108664304

* -0.41329414,-0.47529325,-0.3373336,-0.18833615,-0.3826401
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0.1653832,-0.51819134,-0.15321259,0.61400867,0.1097562

0.22155711,0.6017437,0.11826656,0.2389555,-0.53169286

0.28087506,0.6309908,-0.47149956,0.51472926,-0.080736496

0.3917908,0.70016545,-0.018110754,-0.40906456,-0.48442152

0.6577122,-0.30955616,-0.011397076,-0.11844179,-0.51977944

9.541652,9.8262825,-9.366474,-9.083355,-9.470707

layer3 =
0.2923965 , 0.42190942,-0.17356397,-0.85945743, -0.2895543,9.089215;
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